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Q2 overview

Percentage of ICS computers

In the second quarter of 2024, the global percentage of ICS computers on which
malicious objects were blocked decreased by).9 pp from the previous

quarter to 23.5%.

Regionally, the percentage of ICS computers that blocked malicious objects
during the quarter ranged from 11.3% in Northern Europe to 30% in Africa.
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All regions ranked by percentage of ICS computers on which malicious objects
were blocked in the second quarter can be divided into three groups:

Over 25%

 Africatf 30.0%
 South-East Asiaf 29.2%
9 Central Asiar 26.5%

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS
REGIONSQ2 2024

Inthe regions within this group,

OT computers are generally overexposed

to cyberthreats. There is underinvestment

in cybersecurity, both in terms of tools

and measures, as well as in addressing

the shortage of experts, fostering a strong
cybersecurity culture, andraising awareness.
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Regions

and world.
Changes in
the percentage
of attacked
ICS computers
in Q22024

The regions within this group may face
specific challenges in isolatingheir

OT infrastructure from potential
cyberthreats.

20f 25%
1 Middle Eastf 25.0%
i Eastern Europef 23.5%
I Russial 22.5%
1 Latin Americaf 22.4%
1 South Asiaf 21.4%
1 East Asiaf 21.3%
1 Southern Europef 20.9%
Up to 20%
1 Australia and

New Zealand® 16.9%
 US and Canadd 13.5%
1 Western Europef 13.2%
1 Northern Europef 11.3%

The third group consists of regions that
are the safest in terms of keeping their
OT infrastructure isolated from cyberthreats

Compared to the first quarter, the percentage of ICS computers on which
malicious objects were blocked during the second quarter has increased
infour regions.

Australia and New Zealand

-3.0% -2.5% -2.0%
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-1.5%

Q2 changes
World -0.9%
East Asia NN 1.0%

Western Europe [N 0.8%
I 0.7%

USA and Canada [ 0.2%
Northern Europe
Central Asia
Southern Europe
South-East Asia
Russia
Eastern Europe
Latin America
Middle East
South Asia

Africa -2.4%

-1.0% -0.5% 0.0% 0.5% 1.0% 1.5%
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Malicious object categories
Malicious objects used for initial infection

Malicious objects that are used for initial infection ofICS computers include
dangerous internet resources that are added todenylists, malicious scripts
and phishing pages, and malicious documents.

By the logic of cybercriminals, these malicious objects can spread easily.
As aresult, they are blocked by security solutions more often thamanything else.
This isreflected in our statistics.

Typical attacks blocked within an OT network are a multstage process, where
each subsequent step of the attackers is aimed at increasing privileges and
gaining access to other systems by exploiting vulnerabilities in OT systems and
networks.

It is worth noting that during the attack, intruders often repeat the same steps
(TTP), particularly, when they use malicious scripts and established communication
channels with the management and control infrastructure (C2) to move

horizontally within thenetwork and advance the attack.

Email clients

Eccess atlemét
Denylisted
- . , ., . %*r-——-—--—-—-—-—-—-—-—-—-—-—=——==—"=—7
internet resources |« - - - -~ -~ |
L |
Data exfitration/ Data exfiltration/
C2 communication icati
[Fetch | Cc2 commll.lmcatlon
Malicious : !
> |
Download documents | |
|
Fetch/ I I | !
Execution Execution/ I
Payload deployment 'L I
I
| Malicious |
Download - . p :
—|Execution| 5 » scripts |« - gm_n fection/| _
cript trigger -
Malicious code|  [Malicious code Malicious code I
deployment deployment deployment Malicious code
deployment —>
@l Spyware
Eail

Ransomware

Kill chain examples: from initial infection to next -stage malware

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 5
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Regions ranked
by percentage
of ICS comput -
ers on which
threats from
the internet
were blocked,
Q2 2024

Regions ranked
by percentage
of ICS comput -
ers on which
threats from
email clients
were blocked,
Q2 2024

Globally and in almost all regions, denylisted internet resources and malicious
scripts and phishing pagesare the top malware categoriesin terms
of the percentage of ICS computers on which this malware was blocked.

The sources of the majority of malicious objects used for mitial infection
are the internet and email.

In Q2 2024, the egions withinternet threats above the global average of 11.25%
were Central Asia , South -East Asia , Russia, andAfrica .

World

Central Asia
South-East Asia
Russia

Africa

Middle East
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South Asia
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Australia and New Zealand
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USA and Canada
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East Asia
Northern Europe

0.0% 5.0%

Internet
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e ] 2.33%
12,10 %
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11067
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10,65 70
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I 0..5.3 %
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10.0% 15.0%

H 022024 mQl2024

The regions withemail threats above the global average of 3.04%were
Southern Europe , Eastern Europe ,the Middle East ,Latin America
South -East Asia, Africa , Australia and New Zealand .

World

Southern Europe
Eastern Europe
Middle East
Latin America
South-East Asia
Africa

Australia and New Zealand
Western Europe
South Asia

USA and Canada
Northern Europe
East Asia
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Russia

Email Clients

3.04%

e 7.06%
T 4.97%
T 4.79%
3. 79%
S 4.33%
e 3.67%
e 3.20%
EE—— 2.53%

E—— 2.10%

e 1.88%

——— 1.71%

. 1.62%

— 1.53%

E— 1.00%

0.0% 2.0% 4.0% 6.0%

HQ2 2024 mQl2024
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Denylisted internet resources

Regions ranked
by percentage
of ICS comput -
ers on which
denylisted
internet
rersources
were blocked,
Q2 2024

Changes in
the percentage
of ICS comput -

The leading regions by percentage of ICS computers on which denylisted
internet resources were blocked (above the global average of 6.63%) were
Russia, Central Asia , Africa , andEastern Europe .

Denylisted internet resources

World

Russia

Central Asia
Africa

Eastern Europe
South Asia
South-East Asia
Latin America
Southern Europe
Middle East
Western Europe
Australia and New Zealand
USA and Canada
Northern Europe
East Asia

6.63%
T 7.80%
e 7.58%
. 2.35%
P 7.07%
6. 33%,
e —_6.07%
5. 54 %
.22
502 %
e 4.86%
e 4.75%
E—— 1.14%
E—— 3.79%

e 3.47%

0.0% 2.0% 4.0% 6.0% 8.0%

HQ2 2024 mQl 2024

The top three regions in terms ofgrowth inthe percentage of ICS computers
on which denylisted internet resources were blocked were Western Europe,
Australia and New Zealandgnd USA and Canada.

Denylisted internet resources

ers on which VIS -0-21%

. Western Europe I 0.97%
deny“Sted Australia and New Zealand NI 0.93%
internet USA and Canada I 0.64%
resources Russia [N 0.31%
were blocked, Central Asia I 0.17%

Eastern Europe I 0.14%
Q22024 Northern Europe Il 0.12%
East Asia -0.09%
Southern Europe
Latin America
South-East Asia
South Asia
Africa
Middle East -1.52%
-1.80% -1.30% -0.80% -0.30% 0.20% 0.70% 1.20%
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Malicious scripts and phishing pages

Regions ranked
by percentage
of ICS comput -
ers on which
malicious
scripts and
phishing pages
were blocked,
Q2 2024

Changes in

he percentage
of

ICS computers
on which
malicious
scripts and
phishing pages
were blocked,
Q22024

The leading regions by percentage of ICS computers on which malicious scripts
and phishing pages were blocked (above the global average of 5.69%) were
Southern Europe ,the Middle East , South -East Asia , Australia

and New Zealand, Latin America ,Africa , andEaster n Europe.

Malicious scripts and phishing pages

5.69%
e 7.46%
e 6.90%
e 6.77%
I G.73%
.59 %
5,275
5. 75%
I ——_5.51%
e 4.63%
e 4.53%
e 4.28%
E— 3.72%
e 3.49%

E— 2.64%

World
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0.0% 2.0%
mQ22024 mQl 2024

4.0% 6.0% 8.0%

Malicious scripts and phishing pages

Werld  -0.16%

Southern Europe

East Asia

Western Europe

Australia and New Zealand
South-East Asia

Northern Europe

USA and Canada

Middle East

Central Asia

Russia

Eastern Europe

Latin America

Africa

South Asia

-0.80%

-1.30% -0.30%

I 0.50%
I 0.46%

I 0.45%

I 0.31%

Il 0.11%

1 0.03%

-1.07%
0.20%

0.70%

1.20%

The top three regions in terms ofgrowth inthe percentage of ICS computers
on which malicious scripts and phishing pages were blocked were
Southern Europe, East Asia, and Western Europe.

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS
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Malicious documents

Regions ranked
by percentage
of ICS comput -
ers on which
malicious
documents
were blocked,
Q2 2024

Changes in

the percentage
of ICS comput -
ers on which
malicious
documents
were blocked,
Q22024

The leading regions by percentage of ICS computers on which malicious
documents were blocked (above the global average of 1.96%) were
Southern Europe, Latin America , South -East Asia , Eastern Europe ,
andthe Middle East .

Malicious documents

World 1.96%

Southern Europ e | — 3.75%
Latin America I 3_23%
South-East Asia EEEE— 2.76%
Eastern Europe IS 2.32%
Middle East [——— 2.29%
Africa T 1.88%
East Asia |E——].620
Western Europe I ].60%
Australia and New Zealand I 1.57%
South Asia I ] 35%
USA and Canada e 1.15%
Central Asia I 1.15%
Russia = (.90%
Northern Europe == 0.86%

0.0% 1.0% 2.0% 3.0% 4.0%
H Q22024 mQl2024

The top three regions in terms ofgrowth inthe percentage of ICS computers
on which maliciousdocuments were blocked wereWestern Europe,South-East
Asia, andSouthern Europe.

Malicious documents

World 0.24%
Western Europe NN 0.60%
South-East Asia I 0.53%
Southern Eurcpe I 0.51%
Latin America NI 0.25%
Northern Europe I 0.27%
East Asia [INNNNIENENEGEGEGEGN 0.24%
South Asia NN 0.21%
Central Asia I 0.21%
Australia and New Zealand I 0.13%
Russia I 0.12%
USA and Canada I 0.12%
Middle East I 0.11%
Africa I 0.05%
Eastern Europe -0.01%

-0.4% -0.2% 0.1% 0.3% 0.5% 0.7%
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Next -stage malware

Malicious objects used to initially infect computers deliver nextstage
malwaref spyware, ransomware, and miners to victims' computers.

In the second quarter of 2024, asignificant portion of Windows miners found

on ICS computers consisted of archives with names mimicking legitimate
software. These archives did not contain actual software but included
aWindows LNK file, commonly known as a shortcut. However, the target

(or path) that the LNK file points to is not a regular application, but rather
acommand capable of executing malicious code, such as a PowerShell script.
Nowadays, threat actors are increasingly using PowerShell to execute malware,
including cryptominers,by embedding malicious code directly into commaneline
arguments. This code runs entirely in memory, enabling fileless execution

and minimizing detection.

— Ty
> L
1N A In-memory execution
-
Malicious —L
internet resource > ZIP 3 LNK [ oo o7 FPowersShell
. ) ; LNK path script with
i_Command _; miner code
~ e
~ -
Encrypted [software name]*.exe : o
archive  Windows link file named Fileless execution: miner code
Phishing email as legitimate software embedded into command-line

arguments runs entirely

with path attribute in memory

containing command to
run PowerShell script

Kill chain example:fileless execution in cryptomining attacks

Another common method of deploying miners on ICS computers involves using
legitimate cryptocurrency mining software such as XMRig, NBMiner,

OneZeroMiner, and others. While these miners are not inherently malicious,

they are classified asRiskToolsby security systems. Attackers exploit these

miners by combining them with customized configuration files that enable

the ) e+~ ¢ HE ADéeeaeGeeh el 1@ DU-DOARGO acuo

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 1c
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(-’ o MR _| Legitimate
(_ _\___/__R; —B i In-memory execution ?‘l:!:‘r?;?
Malicious I
Internet resource » 2P —> LNK [\ Ngpatn | PowerShell
: Command script__
. ,: ”‘“—-'/ h
~ |
Encrypted [software name].exe » Config
- . archive Windows link file named Downloads and runs legitimate
Phishing email as legitimate software mining software:
with path attribute XMRig, NBMiner,
containing command to OneZeroMiner, etc. Configuration
run PowerShell script file to run
crypto miner
in hidden
mode
Kill chainexample: use of legitimate mining tools in cryptomining attacks
Spyware

As a rule, the higher the percentage of ICS computers on which the initial
infection malware is blocked, the higher the percentage for nextstage malware.

Spyware (includingTrojans, backdoors, and keyloggers) is typically the most
frequently detected type of next -stage malware. It is either used as a toolset
for intermediate steps in the kill chain (such as reconnaissance and lateral
movement) or as a finalstage tool for stealing and exfiltrating confidential data.

When spyware is detected on an OT computer, it usually indicates that

the initialinfection vector was not prevented i whether through a user clicking
on amalicious link, opening an attachment from a phishing email, or plugging
inaninfected USB drive. This suggests that OT perimeter protection measures
(such as network security and enforcement of removable device policies)
were either absent or ineffective.

As expected, the regions leading in the percentage of ICS computers
on which spyware was blocked were also the leading regions for initial
infection threats (with the exception of Russia, which does not show
highrates of spyware).

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 1
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Regions ranked
by percentage
of ICS comput -
ers on which
spyware was
blocked,
Q22024

In Q2 2024, the regions with spyware above the global average of 4.08% were
Africa ,the Middle East , Southern Europe , South -East Asia , Eastern
Europe, Central Asia , Latin America ,East Asia.

Spy Trojans, backdoors and keyloggers

World 4.08%
Africa | 7. 14%
Middle East | ————————————— (.29%
Southern Europe | —— 5.2 1%
South-East Asia | 5.78%
Eastern Europe IS 5.44%
Central Asia | 1.80%
Latin America I 4.77%
East Asia IEEEEEE———— . 15%
South Asia S 2 98%
Russia E——0.31%
Australia and New Zealand E—2.15%
Northern Europe = 1.83%
Western Europe = 1.75%
USA and Canada = 1.58%

0.0% 2.0% 4.0% 6.0% 8.0%
Q22024 mQl 2024

In almost all regionsspyware does not rank higher tharthird in the threat
category rankings by percentage ofICS computers on which it was blocked,
except inthe following regions:

1 East Asia: in this region, spyware is theaumber one malware category
in terms of the percentage of ICS computers on which it was blocked
(4.15%.

1 Central Asia, Africa, the Middle East, and Southern Europe :spyware
is the second most prevalent threat in these regions.

The top three regions in terms ofgrowth inthe percentage of ICS computers
on whichspyware wasblocked were Southern Europe, SouthEast Asia, and
Eastern Europe.

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 1
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Changes in

the percentage
of ICS comput -
ers on which
spyware was
blocked,
Q22024

Spy Trojans, backdoors and keyloggers

World 0.18%

Southern Europe I 0.75%
South-East Asia NN 0.61%
Eastern Europe NN 0.56%

Africa NI 0.49%
East Asia NN 0.47%
Australia and New Zealand I 0.41%
Middle East I 0.41%
Central Asia NN 0.10%
Western Europe NI 0.23%
Latin America NN 0.22%
Northern Europe I 0.13%
USA and Canada I 0.12%
South Asia I 0.09%
Russia -0.18%

-0.60% -0.40% -0.20% 0.00% 0.20% 0.40% 0.60% 0.80%

Covert crypto -mining programs
Miners in the form of executable files for Windows

Regions ranked
by percentage
of ICS comput -
ers on which
miners in

the form of
executable files
for Windows
were blocked,
Q2 2024

The leading regions by percentage of ICS computers on which miners
inthe form of executable files for Windows were blocked (above the global
average of 0.89%) wereCentral Asia , Russia, Africa , andEastern Europe .

Miners in the form of executable files for Windows

World 0.89%
Central Asia | dD 205
R U5 2 | L1806
Africa I 1.06%
Eastern Europe |[——1.01%
South Asia | 0.85%
Latin America I () 78%
Australia and New Zealand EE—————0.69%
Middle East EE—— 0.67%
South-East Asia EE——— 0.65%
Southern Europe HEm. 0.51%
Northern Europe I 0.45%
USA and Canada e 0.38%
Western Europe [ 0.24%
East Asia [ 0.22%

0.0% 0.5% 1.0% 1.5% 2.0%
HQ2 2024 EAQl 2024

In the global ranking of threat categories by percentage of ICS computers
on which they were blocked, miners in the form of Windows executable files
are ranked seventh.

1 Inthe corresponding ranking in Russia, they arefmurth place.

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 18
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1 In Central Asia, Australia and New Zealand, Northern Europe
they camefifth .

The top three regions in terms ofgrowth inthe percentage of ICS computers
on whichminers in the form of Windows executable fileswere blocked were
Latin America, Africa, and South Asia.

Changes in ) ) ) )

the percentage Miners in the form of executable files for Windows

of ICS comput -
World ~ -0.03%

ers on which
. . Latin America NI 0.14%
miners in the Africa I 0.09%
form of South Asia I 0.08%
executable files Middle East I 0.05%
for Windows East Asia I 0.05%
Northern Europe H 0.010%
were blocked, Western Europe B 0.006%
Q22024 USA and Canada
South-East Asia
Southern Europe
Eastern Europe
Australia and New Zealand
Central Asia
Russia -0.20%
-0.25% -0.20% -0.15% -0.10% -0.05% 0.00% 0.05% 0.10% 0.15% 0.20%
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Covert crypto -mining programs
Web miners running in browsers

The leading regions by percentage of ICS computers on which web miners
running in browsers wereblocked (above the global average of 0.50%jvere:
Africa ,Middle East ,Latin America , Australia and New Zealand , Eastern

Europe, andSouth -East Asia.

Regions ranked
by percentage
of ICS comput -
ers on which

Web miners running in browsers

World 0.50%
A frica | 0.83%
. Middle East | 0.8 1%
web miners Latin America  E————— . 68%
were blocked, Australia and New Zealand |I——————————_0.63%
Q2 2024 Eastern Europe I 0.63%
South-East Asia EEEEE—_0.56%
Southern Europe EEE———_0.16%
Northern Europe I 0.43%
USA and Canada E———0.42%
South Asia S 0.42%
Russia S 0.36%
Central Asia S (.30%
Western Europe H—_0.24%
East Asia mmmmmmr 0.15%

0.0% 0.2% 0.4% 0.6% 0.8% 1.0%
Q22024 mQl 2024

In the regional rankings of threat categories by percentage of ICS computers
on which they were blocked, web miners ended up higher regionally
(eighth place globally) in:

1 US and Canadd fifth place in the regional ranking

1 Northern Europe, Australia and NeviZealandf sixth place
inthe respective regional ranking

1 Eastern, Western, Southern Europe, Middle East seventh place
inthe respective regional ranking

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 1t
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The top three regions in terms ofgrowth in the percentage of ICS computers
on which web miners were blocked were Latin America, Russia, and Central Asia.

Changes in the
percentage of Web miners running in browsers

ICS computers

on which web
. Latin America NN 0.11%
miners were Russia NN 0.04%
blocked, Central Asia I 0.04%
Q22024 Eastern Europe I 0.03%
East Asia Hl 0.01%
Northern Europe
South-East Asia
USA and Canada
Western Europe
Middle East
Southern Europe
South Asia
Africa
Australia and New Zealand -0.10%

World 0.01%

-0.15% -0.10% -0.05% 0.00% 0.05% 0.10% 0.15% 0.20%

Ransomware

The regions where the highest percentage of ICS computers on which
ransomware was blockedabove the global average of 0.18%) were

the Middle East, Africa ,South -East Asia, South Asia ,Latin America ,
Central Asia , Southern Europe , andEast Asia.

Regions ranked
by percentage
yp g World 0.18%

of ICS comput - Middle East I ——— 0.33%
ers on which Africa  EE—————0.25%
ransomware South-East Asia IS (.22%
was blocked, South Asia  EEEEE— 0.22%
Latin America EEE——————— (), 22 %
Q22024 Central Asia S 0.19%
Southern Europe IEEESS————_— (.19%
East Asia EEEEEEEEE——— (.18%
Eastern Europe Ee—————0.18%
Australia and New Zealand S (.157%
USA and Canada HE— (.141%
Russia = 0.100%
Western Europe = 0.084%
Northern Europe = 0.082%

Ransomware

0.0% 0.1% 0.2% 0.3% 0.4%
HQ2 2024 mWAQl 2024

The top three regions in terms ofgrowth inthe percentage of ICS computers
on whichransomwarewas blocked were Latin America, $uthern Europe,
and Australia and New Zealand.

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 1¢
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Changes in the
percentage of
ICS computers
on which
ransomware
was blocked,
Q22024

Ransomware

World 0.033%
Latin America NI 0.088%
Southern Europe I 0.067%
Australia and New Zealand NN 0.062%
USA and Canada NN 0.059%
East Asia I 0.048%
Middle East I 0.047%
South-East Asia I 0.039%
Western Europe NI 0.031%
Northern Europe I 0.028%
Eastern Europe I 0.021%
Central Asia I 0.011%
Russia Il 0.004%
South Asia I 0.002%
Africa -0.012%

-0.06% -0.04% -0.02% 0.00% 0.02% 0.04% 0.06% 0.08% 0.10%

Self -propagating malware. Worms and viruses

Worms and virus infected files were originally used for initial infection,
but as botnet functionality evolved, they took on next-stage characteristics.

To spread across ICS networks, viruses and worms rely on removable media,
network folders, infected files including backups, and network attacks
on outdated software.

High rates of self-propagating malware and malware spreading via network
folders at the industry, country, or regional level likely indicate the presence
of unprotected OT infrastructure that lacks even basic endpoint protection.

Worms
The leading regions by percentage of ICS computers on which worms were
blocked (above theglobal average of 1.48%) werAfrica ,Central Asia ,

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 1
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Regions ranked
by percentage
of ICS comput -
ers on which
worms were
blocked, Q2
2024

the Middle East , South -East Asia , East Asia, South Asia ,
and Eastern Europe.

Worms

World 1.48%
Africa | 4.67%
Central Asia 0 .72%
Middle East H———— 0 72 %
South-East Asia ST 1.91%
East Asia I 1.80%
South Asia EE——1 . 74%
Eastern Europe I 1.56%
Russia I 1.14%
Latin America s 0.85%
Southern Europe e 0.80%
Australia and New Zealand === 0.42%
Northern Europe [ 0.36%
Western Europe = 0.30%
USA and Canada HE 0.28%

0.0% 2.0% 4.0% 6.0%
HQ2 2024 EAQl 2024

Globally, worms are in sixth place in the threat category ranking by percentage
of ICS computers on which they were blocked. In similar regional rankings,
worms rank higher in the following regions:

1 Africa, Central Asia, South Asid fourth place in therespective
regionalranking

1 East Asiathe Middle East, Latin America, Russia, Eastern Europe,
Western Europe, Southern Europd’ fifth place in therespective
regionalranking

The top three regions in terms ofgrowth inthe percentage of ICS computers
on whichworms were blocked were Australia and New Zealandeast Asia,
and Southern Europe.
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Changes in the
percentage of
ICS computers
on which worms
were blocked,
Q2 2024

Regions ranked
by percentage
of ICS comput -

Worms

World™ -0.03%
Australia and New Zealand I 0.13%
East Asia I 0.11%
Southern Europe I 0.08%
Northern Europe I 0.05%
Latin America Il 0.05%
Eastern Europe Il 0.03%
South-East Asia Il 0.03%
Russia M 0.02%
USA and Canada | 0.005%
Western Europe
Central Asia
Middle East
South Asia
Africa -0.62%

-0.80% -0.60% -0.40% -0.20% 0.00% 0.20% 0.40%

The top regions for worms were also the leading regions by percentage

of ICS computers on which threats were blocked when connecting
removable media:Africa, South Asia, South- East Asig East Asig Central Asia,
Middle East

Removable Devices

World = 92%
Africa 0 30

ers on which South Asia  EEEEEE—_1.94%
threats from South-East Asia 1 £9%
removable East Asia | 1.54%
i ja E—1.37%
devices were Central Asia %
lock Middle East E——1 31%
blocked, Eastern Europe HEEE_0.52%
Q22024 Russia mmm, 0.38%
Latin America HEE,0.37%
Southern Europe mEE.0.36%
Northern Europe H,0.24%
USA and Canada H.0.19%
Western Europe M 0.18%
Australia and New Zealand ® 0.18%
0.0% 2.0% 4.0% 6.0%
H Q22024 EQl2024
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Viruses

Regions ranked
by percentage
of ICS comput -
ers on which
viruses were
blocked,
Q22024

Changes inthe
percentage of
ICS computers
on which
viruses were
blocked,
Q22024

The leading regions by percentage of ICS computers on which viruses were
blocked (above the global average of 1.54%) wei®outh -East Asia, Afric a,
East Asia,the Middle East, South Asia .

Viruses

World 1.54%
South-East Asia | 8.06%
Africa E——3.84%
East Asia | 2.95%
Middle East e 1.99%
South Asia E——1.69%
Central Asia ., 1.28%
Latin America HEEm 0.83%
Eastern Europe [ 0.54%
Russia =¥ 0.39%
USA and Canada & 0.37%
Australia and New Zealand H 0.35%
Southern Europe M 0.34%
Northern Europe B 0.25%
Western Europe B 0.19%

0.0% 2.0% 4.0% 6.0% 8.0%
mQ2 2024 mQl 2024

In South -East Asia, viruses are in first place (!) in the threat category ranking
by percentage of ICS computers on which they were blocked.

The top three regions in terms ofgrowth inthe percentage of ICS computers
on which viruses were blocked were SouthEast Asia, Australia and New Zealand,
and East Asia.

Viruses

World | -0.01%
South-East Asia NN 0.45%
Australia and New Zealand I 0.11%
East Asia Il 0.06%

Russia W 0.02%

Western Europe | 0.01%
Southern Europe
Eastern Europe
USA and Canada
Latin America
Northern Europe
Central Asia
Middle East
South Asia

Africa -0.25%

-0.50% -0.30% -0.10% 0.10% 0.30% 0.50% 0.70% 0.90%
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Regions ranked
by percentage
of ICS comput -
ers on which
threats from
network

folders were
blocked,
Q22024

Note that four of the top regions are also leaders by percentage

of ICS computers on whichnetwork folder threats

were blocked: East Asia,

South-East Asig South Asia, Middle East

World

East Asia
South-East Asia
South Asia
Middle East
Central Asia
Africa

Russia

Eastern Europe
Southern Europe
Latin America
Western Europe
USA and Canada
Northern Europe
Australia and New Zealand

AutoCAD malware

This category of malware can spread in a variety of ways, so it does not belong

Regions ranked
by percentage
of ICS comput -
ers on which
malware for
AutoCAD was
blocked,
Q22024

to a specific group.

0.0%

Network Folders

—— ().13%

e 0.35%
e ——0.34%
—0.21%
E——_0.13%

E—0.12%

E——0.11%

. 0.11%

E_0.075%

e 0.073%

m_ 0.050%

E_0.044%

==_0.029%

=.0.016%

B.0.010%

0.4%

0.1% 0.2% 0.3%

HQ2 2024 mQl 2024

The same regions that lead in the virus ranking are also the leaders
by percentage of ICS computers on which AutoCAD malware was blocked
(above the global average of 0.42%)South -East Asia, East Asia, andAfrica .

World
South-East Asia
East Asia

Malware for AutoCAD

——— ().42%

e 2.93%
e 1.57%

Africa

Middle East
South Asia
Australia and New Zealand
Central Asia
Eastern Europe
USA and Canada
Latin America
Southern Europe
Northern Europe
Russia

Western Europe

0.0%

e 0.58%
E 0.31%

m 0.29%
== 0.15%
== 0.13%
= 0.10%

= 0.09%

= 0.08%

B 0.08%

F 0.05%

1 0.03%

1 0.02%

0.5% 1.0% L.5% 2.0% 2.5%

HQ22024 mQl2024
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Normally, AutoCAD malware is a minor threand usually comes bottom
of the malware category rankings by percentage of ICS computers on which
it was blocked.

However, in Q2 2024, this category ranked higher than the corresponding global
ranking @inth place) in the following regions:

1 South-East Asiaf fifth place in the regional ranking
1 East Asiaf seventh place in the regional ranking

The top three regions in terms ofgrowth inthe percentage of ICS computers
on whichmalware for AutoCAD was blocked were South-East Asia,East Asia,
and Australia and New Zealand.

Changes in the

percentage of Malware for AutoCAD
ICS computers
on which World ' 0.004%

| f South-East Asia I 0.117%
malware for East Asia I 0.080%
AutoCAD was Australia and New Zealand I 0.070%
blocked, Northern Europe HEE 0.032%

H 0y

Q2 2024 South Asia Il 0.025%

Russia | 0.004%

Western Europe | 0.002%
USA and Canada
Southern Europe
Latin America
Central Asia
Eastern Europe
Africa

Middle East -0.029%

-0.250% -0.150% -0.050% 0.050% 0.150% 0.250% 0.350% 0.450%

Regions. Special considerations

To see the specific distinctions of regions, you can compare them to other
regions and to the globalaverage statistics.

In most regions as well as globally, firglace in the ranking by percentage

of ICS computers on which specific threat categories were blocked areoccupied
by spyware and by the malicious objects used fothe initial infection

of computers. The internet leads the ranking otop threat sources inallregions.

Some of the regionalrankings have their owrpeculiaritiesand distinctions,
which are noted below.
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Africa

Current threats

- 1-
Denylisted
internet resources

7.35%

O decreasein Q2
1.X above global average
3rd in the world

Worms

4.67%

O decreasein Q2
3.2x above global average
1st in the world

Web miners

0.83%

O decreasein Q2
1.7xabove global average
1st in the world

Threats from
Internet

11.85%

O decreasein Q2

1.1xabove global average
4th in the world

2.

Spyware
7.14%

O 1.k increasein Q2
1.8 above global average
1st in the world

Viruses

3.84%

O decreasein Q2
2.5x above global averag
2nd in the world

Ransomware

0.25%

O decreasein Q2
1.4xabove global average
2nd in the world

Threats from
Removable devices

4.34%

O decreasein Q2

4.7x above global average
above email threats
1st in the world

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS
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_3-

Malicious scripts
and phishing pages
5.87%

O decreasein Q2
slightly above global average

Executable miners

1.06%

O 1.1xincreasein Q2
12x above global average
3rd in the world

2nd in the world in terms
of growth
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Overall

First place in the global ranking by percentage of ICS computers on which
malicious objects were blocked.

Of all regions, Africa traditionally has the highest percentage of ICS computers
on which malicious objects were blocked. Therefore, it is not surprising
that Africa leads in many rankings, in some cases by a huge margin.

The percentage of ICS computers on which malicious objects were blocked
is higher than the global average. The region exhibits a slight downward trend
with fluctuations.

32.4%

U 26.0%
26.5%

o NN 36.3%
22.6%
o I 34.8%
o IR  32.5%
!
| |
| 24
ro
I |
|
25|L
|
|
N 33.3%
| 26
] ]
I
) |
I |
!'23.?'%
i 1
I |
i |
| 2
I |
]
| 2414%
|
| |
23.5%

1 2 3 Q4 Ql Q2 Q3 Q4 Ql Q2

2022 2023 2024

B Africa World

Comparative analysis

Africa occupies leading positions among regions by percentage
of ICS computers on which the following were blocked:

First place: spyware, web miners, worms, threats from removable media
Second place:ransomware, viruses

Third place: denylisted internet resources, miners in the form

of executable files for Windows, malware for AutoCAD

Threat categories

1 Compared to global figures , the region has a higher percentage
of ICS computers on which threats were blocked across all threat categories
except for malicious documents.
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i i I mmmmmmm——— 7.35%
Denylisted internet resources 6.63% "

Spy Trojans, backdoors and keyloggers _408% 7.14%

Malicious scripts and phishing pages (IS and HTIVIL) /EG_-GS—_—G—_————— 5.7 %

I 4.67%
Worms 1.48% ’

: I 3.84%
Viruses 1.54% o

Malicious documents (MSOffice + PDF) I 11.52%
Miners in the form of executable files for Windows _O%&g%
Web miners running in browsers -0.5%'9%3%
Malware for AutoCAD -021'2592%
Ransomware W 0.25%
0% 2% 4% 6% 8%

W Africa World

1 The region has a significantly highepercentage than the respective global
average percentages of ICS computers on which the following wre blocked:

U Worms, 3.2 timeshigher
U Viruses, 2.5 timeshigher

Worms and viruses outpace malicious documents in the threat
category ranking by percentage of ICS computers on which they were
blocked. Wormsare infourth place (sixth place globally) As noted
earlier, high rates of selfpropagating malware on a large scale indicate
that a significant portion of the OT infrastructure lacks even basic
endpoint protection, making it a source of malware infection attempts.

Spyware, 1.7 timesigher
Web miners 17 times higher
Malware for AutoCAD, 1.4 times higher

i
i
i
0 Ransomware, 1.4 timdsigher

Threat sources

Removable drives occupy second place in the regional ranking of threat
sources by percentage of ICS computers on which malicious objects
from different sources were blocked (third place globally).

Africa is the only region this quarter where a higher percentage

of ICS computers had threats blocked from removable media than from email
threats. This appears to be a longterm trend. We assume this might indicate
that OT systems in the region are generally not frequently connected
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to corporate resources, including email services. Instead, removable media
is often used for information exchange in OT infrastructure.

14%
12% 11'85%_L1.25%
10%
8%
6% 4.34% 3.67%
1% 0770 3.04%
2% . 0.92% . 0.11%0.13%
0%
Internet Removable devices Email clients Network folders
M Africa World

Quarterly changes and trends

Threat categories

Africa

Spy Trojans, backdoors and keyloggers IIIIIIENEG@EGEGEGEGEGEE 0.19%
Miners in the form of executable files for Windows Il 0.09%
Malicious documents (MSOffice + PDF) Il 0.05%
Ransomware | -0.01%
Malware for AutoCAD
Web miners running in browsers
Viruses
Worms
Malicious scripts and phishing pages (JS and HTML)
Denylisted internet resources -1.43%

-1.50% -1.00% -0.50% 0.00% 0.50%

1 Thelargest proportional quarterly increase  in Q2 2024 was in the percentage
of ICS computers onwhich the following were blocked:

U Spywaref by 1.1 times, rising econd place in the region
from third
U Miners in the form of executable files for Windowsf by 1.1 times

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 26
REGIONSQ2 2024 d 2024 AOKASPERSKY.AB



kaspersky

04
LUl
O
(/p)
o
>~
~
]
| .
o
Q
7]
@
A4

1 Thetop threat categories exhibit various quarterly dynamics:
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Ransomware
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1 The heatmap below illustrates changes in the ranking of threat categories
inthe region over aperiod of 2.5 years.Denylisted internet resources
have been the leading threat category in the region since early 202%pyware
moved up fromthird to second place inQ2 2024, whilemalicious scripts
and phishing gradually dropped fromfirst place in 2022 tothird in Q2 2024.

2022
Q2

Africa
Q1

Denylisted internet resources

Spy Trojans, backdoors and keyloggers

Malicious scripts and phishing pages
(JS and HTML)

Worms
Viruses

Malicious documents (MSOffice + PDF)

Miners in the form of executable files

for Windows g i

Web miners running in browsers | 8 8
Malware for AutoCAD 10 9
Ransomware 9 10
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10

Q4

10

Q1

10

2023

Q2

10
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Q3 Q4 Q1
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8 7 7 7
7 8 8 8
9 9 9 9
10 10 10 10
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Threat sources

1 Removable devices have beenabove the global average by a wide margin
since Q2 2022 and exhibit a downward trend closelipllowing the global trend.

Removable devices

8,58%  8,56% 2
10% © S 7,54% £.42% 7,24%
8% 6,01% 6,35%  6,06% 560%

6%
4%‘: 2,17%  2,66%  2,63% 2,67%
2%
0%

4,34%

_—m

192%  2,02% 1,31% 1,29% 1,13% | 0,92%

Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024

=== Africa World

1 Interms of quarterly changes , all threat sourcesexhibit mostly
downward trends.

Africa

200 17.77% ooy 16.95% 17.69%

15.35% 1537% 14919 14.67% 14.82%
15% - . —__ 11.85%
8.58%  8.56% T

8.42%
10% 7.54% 7.24%
o e 6.01% 6.35%  6.06% 9
. - i o S 260% 1y 3
5% ° ”
° | 711% | 7.05% g37% . . ——
5.33% | 545% | 458% @ 451%
0% : 22 1 3.71% | 3.53%  3.67%
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2
2022 2023 2024

e=g==|nternet ==®==Email clients ==8==Removable media

Industries

1 The most affected industriesin the region, as selected for this report, are:

U Energy
U Engineering and ICS Integration
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1 Compared to the global averages , the following industries had a significantly
higher percentage of ICS computers with blocked malicious objects compared
to the respective global averages

Manufacturing ¥ 1.4 timeshigher

Engineering and ICS Integratioii 1.4 timeshigher
Oil & Gasf 1.4 timeshigher

Energyf 1.3 timeshigher

cC: o CC

Energy N 31.6%

24.2%

o,
Engineering & ICS Integration M 31.5%

23.0%

0il & Gas TN 29.3%

21.2%

o,
Building Automation N 29.2%

26.2%

Manufacturing IR 25.7%

18.0%
0% 10% 20% 30% 40%

M Africa World

1 InQ22024, all selected sectors in the region exhibitec decrease
inthe percentage of ICS computers on which malicious objects were blocked.

Africa

30.0%

Regional Average o ——

Energy e U
Engineering & ICS Integration .57
Oil & Gas . 2. 375
Building Automation i 2927
Manufacturing - I 25,7

0% 10% 20% 30% 40%
HQ22024 EQ12024 EQ42023
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41%
39%
37%
35%

1 The selected sectors show positivedynamicsin their long-term trends :

Africa —— Buildi
40.7% Bu|ld|ngl
automation
37.0% Energy
36

33% et 31.6% —— Engineering & ICS
33.7% == Integration
31% 1% == > 3000% g
29% = —— Manufacturing
27%
25% .
23% 25.7% Oil & Gas
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024 - -+ - Regional Average
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South -East Asia

Current threats

1 2- 3-

Viruses

8.06%

O 1.Xincreasein Q2
5.2x above global average
1st in the world

Spyware
5.78%

O 1.1xincreasein Q2
1.4x above global average

Ransomware

0.25%

O decreasein Q2
1.2xabove global average
3rd in the world

Malicious scripts and
phishing pages
6.77%

O slightincreasein Q2
1.2 above global average
3rd in the world

Malware for
AutoCAD

2.93%

O slightincreasein Q2
7x above global average
1st in the world

Threats from
Internet

12.10%

O decreasein Q2
1.1xabove global average
2nd in the world

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS
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Denylisted internet
resources

6.07%

O decreasein Q2

Malicious documents

2.76%

O 1.X increasein Q2
1.4x above global average
3rd in the world

Threats from
Network folders

0.34%

O decreasein Q2
2.6x above global average
2nd in the world
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Overall

Second place in the global ranking by percentage of ICS computers on which
malicious objects were blocked.

The percentage of ICS computers where malicious objects were blocked
remains consistently higher tharthe global average, reflecting a longterm trend.
While the region shows a slight downward trend, this pattern includes

periodic fluctuations.
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. o~ [ R ol SOl S - o PRI S =~ J. - S o
Ig I 1k I- | | I |
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024
B South-East Asia World

Comparative analysis

South-East Asiaoccupies leading positions among regions by percentage
of ICS computers on which the following vere blocked:

First place:viruses, malware for AutoCAD

Second place:threats from the internet, threats from network folders
U Third place: malicious scripts and phishing pages,

maliciousdocuments, ransomware

Threat categories

Viruses came first in the ranking of malware categories by percentage ofCS
computers on which they were blocked. In SouthEast Asia, thispercentage is
5.2 times higher than the global average.
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i — 3.06%
Viruses 1.54% °

Malicious scripts and phishing pages (JS and HTVL) . ©.77%

. ——
Denylisted internet resources §O07%. .

; —— 5.78%
Spy Trojans, backdoors and keyloggers ——>.78%

I 2.93%
Malware for AutoCAD 0.82% ?

Malicious documents (MSOffice + PDF) 1.969% 76%

I 1.91%
Worms 1.48%

Miners in the form of executable files for Windows WM _0.63%
Web miners running in browsers ™8 0.36%
Ransomware W 0.22%
0% 2% 4% 6% 8% 10%
B South-East Asia World

AutoCAD malware is in fifth place in this ranking (the global percentage
of ICS computers on which this malware was blocked is one of the lowest
amongall categories).

Compared to the global figures , the region has a significantly higher
percentage of ICS computers on which the following vere blocked:

AutoCAD malware, 7times higher

Viruses, 5.2times higher

Spyware, 1.4imes higher

Malicious documents 1.4imes higher

Worms, 1.3imes higher

Ransomware 1.2imes higher

Malicious scripts and phishing pages, lithes higher

[t et ot A ot B S et

Threat sources

The region rankedfirst in the worldby percentage of ICS computers on which
threats from network folders were blocked, exceeding the global average
by 2.6 times

With regard to threats from the internet , the region ranked second in the world,
slightly exceeding the global average.

The region rankecdthird in the world by percentage of ICS computers on which
malicious threats fromremovable devices were blocked, exceeding the global
average by Btimes.
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The percentage of computers on which threats from email clients
were blocked exceeded the global average by 1.4 times Q2 2024

14% 12.10%
19% 11.25%
10%
8%
6% 4.33%
0 3.04%
A% 1.69%
2% ] 0.92% 0.34% 0.13%
0%
Internet Email clients Removable devices Network folders
M South-East Asia World

Quarterly changes and trends

Threat categories

South-East Asia

Spy Trojans, backdoors and keyloggers I 0.61%
Malicious documents (MSOffice + PDF) I 0.53%
Viruses I 0.45%
Malware for AutoCAD I 0.12%
Malicious scripts and phishing pages (JS and HTML) I 0.11%
Ransomware Wl 0.04%
Worms W 0.03%
Miners in the form of executable files for Windows ' -0.01%
Web miners running in browsers
Denylisted internet resources -1.12%

-1.30% -1.10% -0.90% -0.70% -0.50% -0.30% -0.10% 0.10% 0.30% 0.50% 0.70%
Thelargest quarterly increase was in the percentage of ICS computers
on which the following were blocked:

U Malicious documentsi by 1.2 times
U Ransomwaref by 1.2 times
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1 Thetop threat categories exhibit various quarterly dynamics:
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Ransomware

H South-
East Asia

B World

I 0.51%
I 0.39%
. 0
JI
- O
N
—yf
I‘ﬂ.
'y
I .p
-;.-0
i
=*,'0 16%
0.19%
'
= 0.14%
0.14%
j
o = 0.16%
B | 0.17%
]
) 0.18%
W' 0.15%
1
"
o Il 0.22%
B 0.18%

Ql
2022 2023 2024

1 The heatmap below illustrates changes in the rankings of threat categories
inthe region over aperiod of 2.5 years.Viruses have been the leading
threat category in the region sinceQ12024. Malicious scripts and phishing
moved up from third to second place in Q2 2024, whildenylisted internet
resources dropped from first place inthe first half of 2023 to third in Q2 2024.

South -East Asia 2022 2023 2024
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2

Viruses

Malicious scripts and phishing pages
(JSand HTML)

Denylisted internet resources
Spy Trojans, backdoors and keyloggers
Malware for AutoCAD
Malicious documents (MSOffice + PDF)

Worms 7 7 6 6 6 7 6 7 7 7

Miners in the form of executable
files for Windows

Web miners running in browsers =~ 8 8 7 7 8 8 8 8 9 9

Ransomware 10 10 10 10 10 10 10 10 10 10
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Threat sources

1 Almost all threat sources except for email clients exhibiteda decrease in terms
of the percentage of ICS computers on which they were blockedThreats
from email clients increased bya factor of 1.1n terms of quarterly changes,
the majorthreat sources have shownmostly downward long-term trends.

South-East Asia
18% 16.84%

15.81% 15.54% 15.65% o,
16% — T T 1408% 147a%  14.56% 14.01%
& _ _ _ . (]

14% wm
12%

10%

7.69% ' 7.26%

8% 6.22%
5.32% | 5.39%
% 4.63%
6% .‘\___\4-46" > 385% | 3.85% @ 33%

4% > = —— —

- >

29% 416%  4.38% | 403%  388%

3.05%  3.14% . .. o—
2.52% . .
0% 2.23% | 2.09% | 169%
Q1 Q2 Q3 Q4 a1 Q2 Q3 Q4 a1 Q2

e=g== nternet ==®==Email clients ==8==Removable media

Threats from removable devices andnetwork folders are significantly above
the respective global averages.

Removable devices

59 4.38%
4.16% 4.03%  3.83%

4% 3.05% 3.14%

3%

1.69%
2% 2.66% 2.63% 2.67%
2.17%
L% 0 o o 1.31%
. ° 1.29% 0
0% 1.13% 0.92%
Ql Q2 Q3 Q4 Q1 Q2 Q3 Q4 Ql Q2
2022 2023 2024
==g==South-East Asia World
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Network folders

0.8% 0.70% 072% 0.70% 4 g79
0.7% 0.60%
0.6% 0.49%
0.5% 0.41%
0.4%
0.3% 0,359, 0.42% 0.40%  0.39%
. (]
0.2% 0.28% = 0.28%
[+
g.;;a 0.17%
. 0
Q1 Q2 Q3 Q4 a1 Q2 Q3
2022 2023
South-East Asia World

Industries

The most affected

U Building automation
u Energy

0.39% 0:43%
0.34%
0.17% | 0.15%  0.13%
Q4 Q1 Q2
2024

industries in the region, aselected for this report, are:

1 Compared to the global averages , the following industries had
a significantly higher percentage of ICS computers on which malicious

objects were blocked:

U Manufacturing ¥ 1.5imes higher
U Energyf 1.Zimes higher

Building Automation

I 29.7%

26.2%

o,
Energy R 20.4%

Manufacturing

Engineering & ICS Integration

0% 10%
W South-East Asia

20%
World
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1 InQ2 2024, all selected sectors experienced a decrease
inthe percentage of ICS computers where malicious objects
were blocked, with the exception of building automation,
which remainedunchanged

South-East Asia

. I
Regional Average s 29.2%

Building Automation [, 22 7%
Energy .
Manufacturiog | 2"
Engineering & ICS Integration ‘1%

0% 10% 20% 30% 40%
HQ22024 ®Ql2024 mQ42023

1 Thetrends inthe selected sectors demonstrate overall positive
dynamics, thoughthey are marked by steep jumps and extended periods
of slow increases and declines.

28.9% South-East Asia e Building

40% :
automation

38%
36%
34% 33.1%

32% 29.4%
30% 31.3% —202%
28%
26%
24% 25.1% ,
22% 23.7% —— Manufacturing

20%

35.0% 35.0%
Energy

—— Engineering & ICS

=EH Integration

Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2

— = — Regional Average
2022 2023 2024
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Central Asia

Current threats

1 2- 3-

Denylisted internet
resources

7.58%

O slightincrease in Q2
1.X above global average
2nd in the world

Worms

2.712%

O decreasein Q2
1.8 above global average
2nd in the world

Threats from
Internet

12.33%

O 1.Xincrease in Q2
1.X above global average
1st in the world

1st inthe world in terms
of growth

Spyware
4.80%

O 1.Xincrease in Q2
1.2 above global average

Executable
miners

1.62%

O decreasein Q2
1.8 above global average
1st in the world

Threats from
Removable devices

1.37%

O decreasein Q2
1.5x above global average

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS
REGIONSQ2 2024

Malicious scripts and
phishing pages
4.28%

O decreasein Q2

Ransomware

0.19%

O 1.1xincrease in Q2
above global average
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Overall

Third place in the global ranking by percentage of ICS computers on which
malicious objects were blocked.

The percentage of ICS computers where malicious objects were blocked
remains higher than the global averagealthough the gaphas tended to narrow
since Q1 2023

2 < ® 2
n Gyl = o X R
< . HEN] o &= o 32 o o
Re 835 A3 85 KRR D% Ax Z® &2 &g
© Y- S - B N Y s ~N Q0 r~ ™~ N ©w = !
Im A I‘“‘I“**I’“‘”ﬁlf“‘r SE Sg
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024

M Central Asia World

Comparative analysis

Central Asiaoccupies leading positions among regions by percentage
of ICS computers on which the following were blocked:

U First place:threats from the internet, miner executable files for Windows
U Second place:denylisted internet resources, worms
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Threat categories

Denylisted internet resources q} 7.58%

Spy Trojans, backdoors and keyloggers  ——. - 80%

Malicious scripts and phishing pages (S and HTIVIL) [EGEG_—_——4.28%_ . g9,

Worms ' NEG—2.72%

Miners in the form of executable files for Windows WSS 1.62%

Viruses M. 1.28%
Malicious documents (MSOffice + PDF) W—_1.15% .
Web miners running in browsers ™_0.3028
Ransomware ¥ §-19%
Malware for AutoCAD  1,0-13%,

0% 2% 4% 6% 8%
m Central Asia World

Compared to the global average , the region has a higher percentage
of ICS computers on which the following were blocked:

0 Worms, 1.8&imes higher

0 Miners in the form of executable files for Windows, 1.8mes higher.
Thisthreat category ranks fifth (seventh place globally).

U Spyware, 1.2imes higher

0 Denylisted internet resources, 1tilmes higher

Threat sources

The region ranked first in the world by percentage of ICS computers
on whichthreats from the internet were blocked, exceeding the global average
by a factor of 1.1.

The percentage of ICS computers on which threats from removable devices
were blocked exceeded the global average by3times in Q2 2024.
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14% 12.33%
12% 11.25%
10%
8%
6%
4% 3.04%
1.53% 1.37%
2% 0.92% 0.12% 0.13%
0% [ | [ | e
Internet Email clients Removable media Network folders
M Central Asia World
Quarterly changes and trends
Threat categories
Central Asia

Spy Trojans, backdoors and keyloggers I 0.40%
Malicious documents (MSOffice + PDF) IIIIIINIEIGEGNGNGNGNGNGNGNNN 0.21%
Denylisted internet resources I 0.17%
Web miners running in browsers |l 0.04%
Ransomware W 0.01%
Malware for AutoCAD -0.02%
Malicious scripts and phishing pages (JS and HTIML)
Viruses
Miners in the form of executable files for Windows
Worms -0.16%

-0.35% -0.25% -0.15% -0.05% 0.05% 0.15% 0.25% 0.35% 0.45%

The largest quarterly increase was in the percentage of ICS computers
on which the following were blocked:

Malicious documentsi by 1.2 times
Web minersi by 1.2 times
Spywaref by 1.1 times
Ransomwaref by 1.1 times

et I et I e S e
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1 Thetop threat categories exhibit various quarterly dynamics:
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1 The heatmap below illustrates changes in the rankings of threat categories
inthe region over aperiod of 2.5 years.Denylisted internet resources
have been the leading threat category in the region since Q1 2022
with the exception of Q4 2022 and Q4 2023Spyware moved from third
to second place in Q1 2024.

Central Asia 2022 2023 2024
Ql Q2 Q3 Q4 QI Q2 Q3 Q4 QI Q2

Denylisted internet resources

Spy Trojans, backdoors and keyloggers

Malicious scripts and phishing pages
(JS and HTML)

Worms

Miners in the form of executable
files for Windows

Viruses | 7 7 7 7 7 7 6 6 6 6

Malicious documents (MSOffice + PDF) | 6 6 6 6 6 6 7 7 7 7
Web miners running in browsers = 8 8 8 8 8 8 8 8 8 8
Ransomware 9 9 9 9 9 9 9 9 9 9

Malware for AutoCAD 10 10 10 10 10 10 10 10 10 10
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Threat sources

In Q2 2024, the region exhibite@n increasein the percentage of ICS computers
on which threats from the internet were blocked, exceeding the global average
by a factor of 1.1.

Internet
20% 17.87% 18.36%
14.74%
15% |r1es 13.54% © 12.90% 12.8a% 1372% 1233
: == et 10.99%
o | 14.69% 9 ——
10% 12.939 T H22% ° | 14-39% | 13 0% o 13.25% -
12.49% 12.24% | 11 25%
10.22% 2%
5%
0%
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024
==g==Central Asia World
Threats from email clients also saw a slight increase in Q2 2024
Email clients
7% 6.12%
5.46% 5.51% 0
o o 5.20%
6% 5.06% o
o% 9 3.46%
Q,
a9, 3-36%  3.42% : 9% 315%  3.04%  3.04%
39 o-——%ﬁ 2.24%  2.21%  2.10%
2% . . . 1.59% 1379 1.45% 1.53%
S
1% = - -
0%
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 a1 Q2
2022 2023 2024
==8==_Central Asia World

Threats from removable devices have been above the global average since
Q12022, although the gapsignificantly narrowed by Q3 2023 compared
to early 2022, and has remained steady since.
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Removable devices
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=== Central Asia World

Industries

I Themost affected industry in the region, as selected for this report,
was building automation

{1 From aglobal perspective ,the percentage of ICS computers on which
malicious objectswere blockedin the building automation sector was 1.2 times
higherthan the global averagefor the industry:

Q2 2024

i ion I 30-2%
Building Automation 26.2%

o,
Engineering & ICS Integration NN 23.8%

23.0%
0% 10% 20% 30% 40%

B Central Asia World

1 InQ2 2024, building automation and engineering & ICS integratiorsaw
aslightincrease in thepercentage of ICS computers on which malicious objects
were blocked.
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Central Asia

I  26.5%
I ——

o,
Building Automation |~
o,
Engineering & ICS Integration | —

0% 10% 20% 30% 40%

Regional Average

HQ22024 mQl2024 mQ42023

1 Thetrends inthe selected sectors demonstrate overall positive dynamics.

Central Asia
40%
38%
36%
34%
32%
30%
28%
26%
24%
22%
20%

37.3% —=— Building
Automation

—— Engineering & ICS
Integration

Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2 — = — Regional Average
2022 2023 2024
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Middle East

Current threats

1 2- 3-

Malicious scripts
and phishing pages
6.90%

O decreasein Q2
1.2 above globalaverage
2nd in the world

Malicious documents

2.29%

O slight increasein Q2
1.2 above globalaverage

Web miners

0.81%

O decreasein Q2
1.6x above globalaverage
2nd in the world

Threats from
Internet

11.06%

O decrease

Spyware
6.29%

O 1.Xincreasein Q2
15x above globalaverage
2nd in the world

Worms

2.22%

O decreasein Q2
1.5< above globalaverage
3rd in the world

Ransomware

0.33%

O 1.2xincrease
1.8 above globalaverage
1st in the world

Threats from
Email clients

4.79%

O decrease
1.6xabove globalaverage
3rd in the world
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Denylisted internet
resources

5.02%

O decreasein Q2

Viruses

1.99%

O decreasein Q2
13x above globalaverage

Threats from
Removable devices

1.31%

O decrease
1.4xabove globalaverage
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Overall

Fourth place in the global ranking by percentage of ICS computers on which
malicious objects were blocked.

The percentage of ICS computers where malicious objects were blocked
hasremained higher than the global average since Q1 2022.
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2022 2023 2024
H Middle East World

Comparative analysis

The Middle Eastoccupies leading positions among regions by percentage
of ICS computers on which thefollowing were blocked:

U First place: ransomware

U Second place: spyware, malicious scripts and phishing pages, web miners
U Third place: worms, threats from email clients

Threat categories

1 Compared to the global figures , the region has a highepercentage
of ICS computers on which all categories of threats were blocked,
except for denylisted internet resources, executable miners, and malware
for AutoCAD.
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Malicious scripts and phishing pages (JS and HTIviL) EE—————— .90%
Spy Trojans, backdoors and keyloggers % 03% 6.29%

Denylisted internet resources 2,02% 6.63%

Malicious documents (MSOffice + PDF) 1 &%

I 2.22%
Worms 1.48% 7"

i I 1.99%
Viruses 15480

Web miners running in browsers WS 0.81%
Miners in the form of executable files for Windows WE_0.673¢
Ransomware ™ 0,33%
Malware for AutocAD ™ 031%
0% 2% 4% 6% 8%
B Middle East = World

Specifically, the following threat categories showed significantly higher values:

Ransonware, 1.8 times higher

Web miners, 1.6 times higher

Spyware, 1.5 times higher

Worms, 1.5 times higher

Visruses, 1.3 times higher

Malicious scripts and phishing pages, 1.2 times higher
Malicious documents, 1.2 times higher

(- S o B o B o B o N e

Threat sources

The region rankedhird in the world by percentage of ICS computers on which
threats from email clients were blocked, exceeding the global average
by afactor of 1.6.

The percentage of computers on which threats fromremovable devices
were blocked exceeded the global average by 1.4 times in Q2 2024.
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12% 11.06% 11.25%
10%
8%
6% 4.79%
4% 3.04%
1.31%
2% 0.92%
’ - 0.13% 0.13%
0%
Internet Email clients Removable media Network folders
H Middle East World

Quarterly changes and trends

Threat categories

Middle East

Spy Trojans, backdoors and keyloggers | 0.41%
Malicious documents (MSOffice + PDF) [l 0.11%

Miners in the form of executable files for Windows | 0.05%
Ransomware || 0.05%
Malware for AutoCAD
Web miners running in browsers
Malicious scripts and phishing pages (JS and HTML)
Viruses
Worms
Denylisted internet resources -1.52%

-2.00% -1.50% -1.00% -0.50% 0.00% 0.50%

1 Thelargest quarterly increase was in the percentage of ICS computers
on which the following were blocked:

U Ransomwaref by 1.2 times
U Minersin the form of executable filest by 1.1 times
U Spywaref by 1.1 times
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1 The heatmap below illustrates changes in the rankings of threat categories
inthe region over aperiod of 2.5 years.Malicious scripts and phishing pages
have been the leading threat category in the region since Q1 2022.
Spyware moved up from third to second place in 2 2024.

Middle East 2022 2023 2024
QL Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2

Malicious scripts and phishing pages
(JS and HTML)

Spy Trojans, backdoors and keyloggers
Denylisted internet resources
Malicious documents (MSOffice + PDF)
Worms

Viruses | 6 6 6 6 6 6 6 6 6 6

Web miners running in browsers 8 8 7 7 7 7 7 7 7 7

Miners in the form of executable
files for Windows

Ransomware 9 9 10 9 10 10 10 10 10 9

Malware for AutoCAD 10 10 9 10 9 9 9 9 9 10

Threat sources

Middle East
16.80%
20%  '15.41% | 14.80% | 14.99%  15.12% T 12.03% 14.48% .
15% — — - " 12.58% 13.02% 11 06%
7.27% | 7.32%
10% o o 6.60% 6.19% 6.21% 5.89% 5.63% 5.21% 4.86% 4.79%
5% ~— - s —— = o ° o .

» m—l

0% 481% | 442%  414% @ 4.54%

2.89%  2.58%  2.08% @ 2.00% 1.62% 131%
-5%
Q1 Q2 Q3 Q4 (o} Q2 Q3 Q4 Q1 Q2

2022 2023 2024

e=g==|nternet ==®==Emailclients ==#==Removable media
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The trend for threats from email clients has been above the global average
since Q1 2022. The gap widened in3Q023 and has remained mostly
steady since.

Email clients
7.27%  7.32%

8%
6.60%

o e 7" 6.19%  621%  5go% ¢ ca 0
- ° - 3.21%  4.86%  4.79%
5% o 612% ; " ° o
4%, | 5.46% 5.51% ¢ ogor  5.20% 4 509,
3% IR
2% 3.46%  315%  304%  3.04%
1%
0%

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2

2022 2023 2024
==g==\liddle East World

Threats from removable devices have been above the global average since
Q12022. The gaphad significantly narrowed by @ 2023 compared to early 2022,
and has remained steady since.

Removable devices

6%
4.81% .
5% 4.82% 4149, 324%

4%

3% 2.00%

+}
1.62% 1.31%

2% . 266%  2.63%  267%

19 | 2:17% 1.92%  2.02%

0% 1.31% 1.29% 1.13% 0.92%

Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Q1 Q2
2022 2023 2024
==o==Middle East World
Industries
I Themost affected industry in the region, as selected for this report,
was building automation .
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1 From aglobal perspective , the following industries saw a higher percentage
of ICS computers on which malicious objects were blocked

U Building automationi 1.1imes higher
U Energyf 1.1imes higher
0 Oil and gag 1.1imes higherrespectively

ad ; I 28.3%
Building Automation 26.2%

e 26.3%
Energy 2429,

; e 23.5%
Oil & Gas 21.9%

ineeri ion T 23.4%
Engineering & ICS Integration 23.0%

Manufacturing NN 11.7% 1lo

0% 5% 10% 15% 20% 25% 30%

M Middle East World

1 InQ2 2024, theoil and gas sector exhibited a slight increasein the percentage
of ICS computers on which malicious objects were blocked, while the other
sectors saw a decrease.

Middle East

I 2 5_ 0%
I

Building Automation _8-3%
- T
0il & Gas | 2~
Engineering & ICS Integration _34%
Manufacturing ‘7%

0% 10% 20% 30% 40%

Regional Average

HQ22024 ®EQl1l2024 mQ42023
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40%
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30%

25%

20%
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I Thetrends inthe selected sectors demonstrate overall
positive dynamics.

Middle East —e— Building

Automation
33.0%
I Energy
319% l\

- o 250% —s— Engineering & ICS
~e

27.6% - Integration
18.6% 23.5%
22.2% —— Manufacturing
13.2%
11.7%
Oil & Gas

Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2

2022 2023 2024 — = — Regional Average
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Eastern Europe

Current threats

-1 -2- - 3-

Denylisted internet
resources

7.07%

O slightincreasein Q2
1.1x above globalaverage
4th in the world

Malicious documents

2.32%

O decreasein Q2
12x above globalaverage
4th in the world

Web miners

0.63%

O slightincreasein Q2
13x above globalaverage
4th in the world

Threats from
Internet

10.98%

O decreasein Q2

Malicious scripts and
phishing pages
5.75%

O decreasein Q2
slightly above global average

Worms

156%

O slightincreasein Q2
11x above globalaverage

Ransomware

0.18%

O 1.k increasein Q2

Threats from
Email clients

4.97%

O 1.1xincreasein Q2
1.6xabove globalaverage
2nd in the world

3rd globallyin terms

of growth

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS

REGIONSQ2 2024

Spyware
5.44%

O 1.Xincreasein Q2

13x above global average
3rd in the worldin terms
of growth

Executable miners

1.01%

O decreasein Q2
11x above globalaverage
4th in the world
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Overall

Fifth place in the global ranking bypercentage of ICS computers on which
malicious objects were blockedBefore Q2 2023, the region did not rank higher
than ninth place.

In Q2 2024, the percentage of ICS computers on which malicious objects were
blocked was the same aghe global average.

33 ‘32 ‘32 3'3 63 o o .o o
in in s} RN e o X R R
X e@ ®o Ve =xwx g8 ~X 8x R3T ¥F
N NN 9% % mN  ®% §a A3 33 gg
Ry dp R Rp 8 =p I”I ------ o
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024
M Eastern Europe World

Comparative analysis

Eastern Europe rankedsecond among regions by percentage of ICS computers
on which threats from email clients were blocked.

Threat categories

Compared to the global figures , the region has a higher percentage
of ICS computers on which all categories of threats were blocked,
except for virusesand malware for AutoCAD.
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Denylisted internet resources —63%7%

Malicious scripts and phishing pages (JS and HTIVIL) EEE—E————— >.12%

Spy Trojans, backdoors and keyloggers 2.08%
Malicious documents (MSOffice + PDF) EEG_—82.32%

Worms = 1121%90%

Miners in the form of executable files for Windows - 0?'8'85}6%

Web miners running in browsers . D:83%
Viruses ™ _0.34% _
Ransomware ¥ 8-18%
Malware for AutoCAD 1.0-10%
0% 2% 4% 6% 8%
M Eastern Europe World

Specifically, the following threat categories showed significantly higher values
compared to the global average

U Spyware, 1.3 times higher
U Web miners, 1.3 times higher
U Malicious documents, 1.2 times higher

Threat sources

The region ranked second in the world by percentage of ICS computers
on which threats from email clients were blocked, exceeding the global average

by 1.6 times.
12% 10.98% 11.25%
10%
8%
6% 4.97%
4% 3.04%
2% 0.92%
’ 0.52% 0.07% 0.13%
0% |
Internet Email clients Removable media Network folders
W Eastern Europe World
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Quarterly changes and trends

Threat categories

Eastern Europe

Spy Trojans, backdoors and keyloggers I, 0.56%
Denylisted internet resources | 0.14%
Worms [l 0.03%
Web miners running in browsers [l 0.03%
Ransomware ] 0.02%
Viruses
Malicious documents (MSOffice + PDF)
Malware for AutoCAD
Miners in the form of executable files for Windows
Malicious scripts and phishing pages (JS and HTML)  -0-38%

-0.6% -0.4% -0.2% 0.0% 0.2% 0.4% 0.6%
1 Thelargest quarterly increase was in the percentage of ICS computers
on which the following were blocked:

U Spyware, by 1.1 timeRanked third in the worldn terms of growth
U Ransomware, by 1.1 times.

1 Thetop threat categories exhibit various quarterly dynamics:

Denylisted internet resources

BES
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e ) I} ! ) ]
88 Be QN gc.ci r:: f:__mQ s N3 W Eastern
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Ransomware
2
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1 The heatmap below illustrates changes in the rankings of threat categories
inthe region over aperiod of 2.5 years.Denylisted internet resources
hasbeen the leading threat category in the region since Q2024. Malicious
scripts and phishing pages fell from first to second place in Q1 2024.

Eastern Europe 2022 2023 2024
Q2

Denylisted internet resources

Malicious scripts and phishing pages
(JS and HTML)

Spy Trojans, backdoors and keyloggers
Malicious documents (MSOffice + PDF)

Worms

Miners in the form of executable files for
Windows

Web miners running in browsers
Viruses 8 8 8 8 8 8 8 8 8 8
Ransomware 9 9 9 9 9 9 9 9 9 9

Malware for AutoCAD 10 10 10 10 10 10 10 10 10 10
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Threat sources

In Q2 2024, threats fromemail clients in Eastern Europe ranked third

inthe world in terms of growth. The trend has been above the global average
throughout the observed period. The gap began towiden noticeably in Q2 2023
and reached itsmaximumin Q2 2024.

Email clients

8% 6.59% 9
o 6.4‘84: 6.25% 5.01% 5.72%
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5.06%  520% 4 54,
2% 3:46% | 3.15% | 3.04% @ 3.04%
0%
Ql Q2 Q3 Q4 Q1 Q2 Qa3 Q4 Ql Q2
2022 2023 2024
==g==Eastern Europe World

Threats from the internet and removable devices have exhibiteda downward
trend over the past three quarters.

Eastern Europe

16% 14.45% 14.25%
13.04%

12.69%
14% 12.09% 9 12.15%
12; 11.30% 10 8% ’ 11.81% ° | 10.98%
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Industries

1 Themost affected industry in the region, as selected for thisreport,
was building automation

Compared to the respective global averages,allselected industries
demonstrated lower percentages of ICS computers on which malicious objects
were blocked.

idi ion N 25.7%
Building Automation 5600

Engineering & ICS Integration  — 22%8";6

. 18.9%
Energy 2499

0% 5% 10% 15% 20% 25% 30%

M Eastern Europe World

1 InQ2 2024, all sectorsunder observation saw a decreaseinthe percentage
of ICS computers on which malicious objects were blocked.

Eastern Europe

1 9
Regional Average 23.5%

I ——
Building Automation || "

0,
Engineering & ICS Integration 2,6%
o,
0% 5% 10% 15% 20% 25% 30%
HQ22024 EQl2024 mWQ42023
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1 Thetrends in the selected sectors demonstrate a generalstabilization
after a notable rise in 2022.

Eastern Europe

35% 32.3% —— Building
Automation

30% 27.2%

’ ) 26.3% 26.6%  35.7%
25% 22.9% I e == a s _235% Energy
L -

20%

15% 18.1% 18.9% —— Engineering & ICS
Integration

10%
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2

2022 2023 2024

— = — Regional Average
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Russia

Current threats

-1- -2- -3-
Denylisted internet Malicious scripts
resources and phishing pages Spyware
7.8% 4.53% 2.31%

O slightincreasein Q2 O decreasein Q2 O decreasein Q2

1.2 above globalaverage
1st in the world

Executable Malicious Threats from
miners documents Internet
1.18% 0.90% 11.89%
O decreasein Q2 O 1.2xincreasein Q2 O decreasein Q2
1.3x above globalaverage 1.2xabove global average
2nd in the world 3rd in the world
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Overall

Sixth in the global ranking by percentage of ICS computers on which malicious
objects were blocked.

With the exception of Q3 and Q4 2022, the percentage of ICS computers
on which malicious objects were blocked in the region is slightly lower
than the global average.

] R
-
o =0 - 2R M o o S
e RE G5 gR X x®  ox 2®  2®  ex
~ @ o o o9 < 9 q:g m'"m‘* o ° 3 & N
< 8 i}”I Poooan & 4% R RS 4R
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024

m Russia World

Comparative analysis

Russiaoccupies leading positions among regions by percentage
of ICS computers on which the following were blocked:

U Firstplacef denylisted internet resources
U Second placef miners in the form of executable files for Windows
U Thirdplaceft threats from the internet

Threat categories

Compared to global figures , the region has a higher percentage
of ICS computers on whichthe following threat categories were blocked:

U Miners in the form of executable files for Windows, 1.3 times higher
U Denylisted internet resources, 1.8mes higher
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Denylisted internet resources 6.63% 7.80%

Malicious scripts and phishing pages (JS and HTVL) EGCGG—_—_————————82J.53%

Spy Trojans, backdoors and keyloggers W 2.31%

Miners in the form of executable files for Windows NS, 1,185

I 1.14%
Worms 148%

Malicious documents (MSOffice + PDF) W _0.90%

t M 0.39%
Viruses ® 154%

H ingi B 0.36%

Web miners running in browsers G200
| 0.10%

Ransomware 0.18%

0.026%
Malware for AutoCAD 0A2%
0% 2% 4% 6% 8% 10%

B Russia World

Threat sources

The region rankecdthird in the world by percentage of ICS computers on which
malicious threats fromthe internet were blocked.

14% 11.89%
12%

10%
8%
6%
4% 3.04%

S0 1.00% 0.38% 0-92% 0.11% 0.13%
0% -

11.25%

Internet Email clients Removable media Network folders

B Russia World
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Quarterly changes and trends

Threat categories

Russia

Denylisted internet resources | 0.31%

Malicious documents (MSOffice + PDF) | o0.12%
Web miners running in browsers [l 0.04%

Worms i} 0.02%

Viruses [l 0.02%
Malware for AutoCAD | 0.004%

Ransomware | 0.004%
Malicious scripts and phishing pages (JS and HTML)
Spy Trojans, backdoors and keyloggers

Miners in the form of executable files for Windows -0.20%

-0.35% -0.25% -0.15% -0.05% 0.05% 0.15% 0.25% 0.35%

1 Thelargest proportional quarterly increase  in Q2 2024 was in the percentage
of ICS computers onwhich the following were blocked:

U Malicious documents, by 1.2 times.
U Malware for AutoCAD, by 1.2 times.

1 Thetop threat categories exhibit various quarterly dynamics:

Denylisted internet resources

X
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I H World

2022 2023 2024

I 6.48%
B 5.92%
I 11.13%
N I 690%
\
]
1
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Malicious documents (MSOffice + PDF)

4.47%

: . M Russia
- *®
-~ -
ol - Sg--al_®
c ___I -,:'I__C’ ‘I - I = World
[ | II ] . |

2022 2023 2024

M 1.01%
I 4.00%

1 The heatmap below illustrates changes in the rankings of threat categories
inthe region over aperiod of 2.5 years.Denylisted internet resources
have been the leading threat category in the region since Q3 2023.

Russia 2022 2023 2024
Ql Q2 Q3 Q4 QI Q2 Q3 Q4 QI Q2

Denylisted internet resources

Malicious scripts and phishing pages
(JS and HTML)

Spy Trojans, backdoors and keyloggers

Miners in the form of executable
files for Windows

Worms

Malicious documents (MSOffice + PDF)

Viruses 8 8 8 8 8 8 8 8 7 7

Web miners running in browsers | 6 7 7 6 6 6 7 7 8 8

Ransomware 9 9 9 9 9 9 9 9 9 9

Malware for AutoCAD 10 10 10 10 10 10 10 10 10 10
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Threat sources

i1 Threats from the internet (by percentage of ICS computers where they were
blocked) have exhibited a slightly oscillating downvard trend since Q4 2022
and have remainedvery close to the global average since Q2 2023.

Internet

25% 22.91% 322.09%

20% 15.62% 16.48%

13.44% 12.86% 13.82% 12.30%

S N — ——
14.22% 14.69% 14.54% 13.40%

11.89%

———

12.49%  13.25% 1 12.24% | 11 550

15% 10.17%
10%
590 | 10.22%

12.93%

0%
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024

==g==RUssia World

1 Other threat sources also exhibit predominantly downward trends.

Russia

2.0% 1.75%
1.8% 162%  1.60% 1.68%

1.6% iﬂgg/ﬁ
1.4%
1.2%
1.0%

1.26%
1.13%

0.96% = 1-00%

0.8%
0.6% | 0.36% 0.36% 0.36% 0.36% 0.38%
Q,

0.4% 0.21%  0.18% 0.10% 0.12% 0.11% %
0.2%
0.0%

Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2

2022 2023 2024
==g==Email clients ==8==Removable media Network folders
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Industries

The most affected industries

in the region, as selected for this report, are:

U Engineering and ICS integration
U Building automation

U Energy

Compared to the global averages , the following industries had a higher

percentage of ICS computers on which malicious objects were blocked

U Engineering and ICS Integration, tifhes higher
U Manufacturing, slightly higher

Engineering & ICS Integration
Building Automation

Energy

Manufacturing

Oil & Gas

INQ2 2024, allthe selected i

I ————— 24.9%
23.0%

[ ————24.3%
26.2%

I 23.9%
24.2%

I 18.8%
18.0%

I 16.7%
21.2%

0% 5%

M Russia

10%
World

15% 20% 25% 30%

ndustriesin the region exhibiteda decrease inthe

percentage of ICS computers on which malicious objects were blocked.

Regional Average
Engineering & ICS Integration
Building Automation

Energy

Manufacturing

Oil & Gas

Russia

22.5%
— o
I 2 %
I, < %%
I -7

0% 5% 10% 15% 20%

25% 30%

HQ22024 EQl2024 mAQ42023
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1 The selected sectors have shown mostly positive dynamics in their longterm
trends since Q4 2022:

Russia —— Building

a0 38.9% automation

35% Energy

30%
259 | 22.7%

Engineering & ICS
Integration

23.9%

) 3.4
20% 21.7% —— Manufacturing

15% 13.2% 16.7%

10% Oil & Gas

Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2

2022 2023 2024 - = = Regional Average
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Latin America

Current threats

-1 -2- - 3-

Malicious scripts
and phishing pages
6.69%

O decreasein Q2
1.2 above globalaverage

Malicious documents

3.23%

O 1.k increasein Q2
1.7 above globalaverage
2nd in the world

Threats from
Internet

10.56%

O decreasein Q2

Denylisted internet
resources

5.54%

O decreasein Q2

Web miners

0.68%

O 1.Xincreasein Q2
1.4x above globalaverage
3rd in the world

1st in the worldin terms
of growth

Threats from
Email clients

4.79%

O decreasein Q2
1.6xabove globalaverage
3rd in the world

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS

REGIONSQ2 2024

Spyware
4.77%

O slightincreasein Q2
1.2 above globalaverage

Ransomware

0.22%

O 1.7% increasein Q2

1.2 above globalaverage
3rd in the world

1st in the worldin terms
of growth
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Overall

Seventh place in the global ranking byercentage of ICS computers on which
malicious objects were blocked. The region demonstrates a downward trend.

The percentage of ICS computers on which malicious objects were blocked
hasbeen slightly below the global averagethroughout the observed period,
except at the beginning of 2022

E‘Q E‘Q o L 6'3 o 63 o ~0 o 33
Sx no 22 BDOSR BE g g 2% ex
Ne N8 88 4~ 28 88 28 a4 ey Sa
~ I N N N R ~ N ~N o N~
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024
M Latin America World

Comparative analysis

1 Latin Americaoccupies leading positions among regions by percentage
of ICS computers on which the following were blocked:
U Second placef malicious documents

U Third placet web minersransomware threats from email clients
Threat categories

Compared to global figures , the region has a higher percentage
of ICS computers on whichthe following threat categories were blocked:

Malicious documents 1.Times higher

Web miners 1.4imes higher

Malicious scripts and phishing pages, ltithes higher
Spyware, 1.2imes higher

Ransomware 1.2imes higher

cC.CCCC
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Malicious scripts and phishing pages (JS and HTvL) | ©.69%

Denylisted internet resources 3.34%

6.63%
Spy Trojans, backdoors and keyloggers _4_089‘2-77%
Malicious documents (MSOffice + PDF) _1.96% 3.23%
Worms T 5% 20
Viruses TN 0.83% o
Miners in the form of executable files for Windows T Od?ésg%:%
Web miners running in browsers -o%c%g%
Ransomware ¥ 9:22%
Malware for AutoCAD | fo8%
0% 2% 4% 6% 8%

M Latin America World

Threat sources

The region rankedthird in the world by percentage of ICS computers on which
malicious threats fromemail clients were blocked, exceeding the global average
by 1.6 times

12% 10.65%11-2°%
10%
8%
6% 4.79%
4% 3.04%

2% 0.37% 0-92% 0.05% 0.13%
0% -

Internet Email clients Removable media Network folders

M Latin America World
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Quarterly changes and trends

Threat categories

Latin America

Malicious documents (MSOffice + PDF) NGNS 0.29%
Spy Trojans, backdoors and keyloggers I 0.22%
Miners in the form of executable files for Windows I 0.11%

Web miners running in browsers I 0.11%
Ransomware I 0.09%
Worms [l 0.05%
Malware for AutoCAD -0.02%
Viruses
Malicious scripts and phishing pages (JS and HTML)
Denylisted internet resources -0.68%

-0.75% -0.55% -0.35% -0.15% 0.05% 0.25%
1 Thelargest quarterly increase was in the percentage of ICS computers
on which the following were blocked:

U Ransomwaref by 17 times
0 Web miners running in browser$ by 1.2 times
U Miners in the form of executable files forWindowsf by 1.2 times.

1 Thetop threat categories exhibit various quarterly dynamics:

Malicious scripts and phishing pages (JS and HTML)

xR e
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1 The heatmap below illustrates changes in the rankings of threatategories
inthe region over aperiod of 2.5 years.Malicious scripts and phishing pages
have been the leading threat category in the region throughout the observed
period. Spyware moved up from fourth to third place in Q4 2023 and haheld
that position since.

Latin America 2022 2023 2024

Malicious scripts and phishing pages
(JS and HTML)

Denylisted internet resources
Spy Trojans, backdoors and keyloggers
Malicious documents (MSOffice + PDF)

Worms

Viruses = 8 8 8 7 6 6 6 6 6

Miners in the form of executable files
for Windows

Web miners running in browsers | 6 7 7 7 7 8 8 8
Ransomware 9 9 9 9 9 9 9 9 9 9

Malware for AutoCAD 10 10 10 10 10 10 10 10 10 10
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Threat sources

1 Threats from email clients (in terms of percentage of ICS computers where
they were blocked) exhibit a downward trend consistent with the global trend,
but noticeably above the global average

Email clients

) , 8.99% X
10% — 7.92% 7.90% 4599  7.79%
8% A - 6.26% o
oo —p— \\5-354 4.91% 5.09% 4.79%
(]
;rf 546% | ®12% 551%  s506% | 520% | 4 oo
[+ . . [+]
0;: 3.46%  315% 3.04% @ 3.04%
Ql Q2 Q3 Q4 a1 Q2 Q3 Q4 Ql Q2
2022 2023 2024
=== Latin America World
1 Overall, all majosources exhibitdownward trends.
Latin America
16% g
13.44% 0 o,  13.61%
145 e 13.23%  12.83% 13:25% P77 45 40w 11.90% 12:62%  12.46%
12% N N v 10.65%
8. Q,
10%  7.92% 7.90% 7590  7.79%
8% . 6.26%

6% o e 00% | 491% | 5.09% | 4.79%
(]

4% 1.79%  1.88%  1.87%  1.66%

. _
g ———

2% a 1.11%  0.95%  0.75% @ 0.64%  0.49% 0.37%
0% ® =
a1l Q2 Q3 Q4 a1 Q2 Q3 Q4 a1 Q2
2022 2023 2024

e=g==Email clients  ==8==|nternet ==#==Removable media

Industries
1 The mostaffected industr vy in the region, as selected for this report,
was building automation
1 From aglobal perspective ,the percentage of ICS computers on which
malicious objects were blockedin the oil and gas industry was Zites higher
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ildi i I 23.5%
Building Automation 6.

o

; e 22.8%
Oil & Gas 21.9% e

I 21.9%
Energy 221.2%

i i i I 21.6%
Engineering & ICS Integration 23.5%

Manufacturing EE——— ]i'/égg;i;

0% 5% 10% 15% 20% 25% 30%

M Latin America World

1 InQ2 2024, all selected sectors in the region exhibitec decrease inthe
percentage of ICS computers on which malicious objects were blocked.

Latin America

22.4%

Building Automation _-5%

oil & Gas . 2 57

Energy .

Engineering & ICS Integration N2, 6%
vanutacturng I 7

0% 5% 10% 15% 20% 25% 30%

Regional Average

HQ22024 EQl2024 EQ42023
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1 The selected sectors have shown mostly positive dynamicsin theirlong-term
trends since Q1 2023

Latin America —e— Building
35% Automation
33% 31.3%
29.8% Energy

31% .
29% 27V \/\

0, — . - i i
27% - = LT __\__.\ 23.5% ——— Engineering & ICS
25%  279% T == -\’—’4\"\' = Integration
23% — —— ’
21%
19%
17%
15%

—— Manufacturing

Oil & Gas

Ql Q2 a3 Q4 a1 Q2 a3 Q4 a1 Q2
2022 2023 2024 — = — Regional Average
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South Asia

Current threats
Lik

Denylisted internet
resources

6.33%

O decreasein Q2

Worms

1.74%

O decreasein Q2
12x above globalaverage

Threats from
Internet

10.94%

O decreasein Q2

2.

Malicious scripts and
phishing pages
9.57%

O decreasein Q2

Viruses

1.69%0

O decreasein Q2
11x above globalaverage

Threats from
Removable devices

1.94%

O decreasein Q2
2.1xabove globalaverage
2nd in the world
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_3-

Spyware
2.98%

O slightincreasein Q2

Ransomware

0.22%

O decreasein Q2
1.6x above globalaverage
3rd in the world

Threats from
Network folders

0.21%

O decreasein Q2
1.6xabove globalaverage
3rd in the world
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Overall

Eighth place in the global ranking by percentage of ICS computers on which
malicious objects were blocked. The region demonstrates a slow downward
trend with some fluctuations. The percentage of ICS computers on which
malicious objects were blocked has been bele the global average since

Q4 2023.

B R ¥ R R R S 2 3@
N o o N o o 00 2 .o s N o X o
ax S2 XZ 8% 3% go ®g ¥R yI o3
N2 N dgY 4N g Y fe Y ey Yo
|ﬁ I S - 0 B A s SR N g
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024
o South Asia World
Comparative analysis
1 South Asiaoccupies leading positions among regions by percentage
of ICS computers on which the following were blocked:
0 Second placef threats from removable devices
0 Third placef ransomware, threats from network folders
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Threat categories

Denylisted internet resources 6 %}‘6%3%

Malicious scripts and phishing pages (JS and HTv1L) T — 55?’67909/,%

. I 2.98%
Spy Trojans, backdoors and keyloggers Z28% 05y

I 1.74%
Worms 1.88%

i I 1.69%
Viruses 15457°

Malicious documents (MSOffice + PDF) WEE.._1.35%
Miners in the form of executable files for Windows s 0.85%
Web miners running in browsers 8 0.42%
Malware for AutocAD M 0,29%
Ransomware W 0.22%
0% 2% 4% 6% 8%
M South Asia ™ World

1 Compared to the global average , the region has a noticeably higher
percentage of ICS computers on which the following vere blocked:

0 Ransomware, 2times higher

U Worms, 1.2imes higher. Wormsrankedfourth in the regional
ranking ofthreat categories by percentage of ICS computers
on which they wereblocked (sixth globally)

0 Viruses, ILtimes higher

Threat sources

South Asia rankssecond globally by percentage of ICS computers on which
malicious threats from removable devices were blocked, surpassing the global
average by 2.1 times.

Additionally, the regionis third in the global ranking for the percentage
of ICS computers on whichmalicious threats from network folders
were blocked, exceeding the global average by factor of 1.6.
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12% 10.94%41.25%
10%
8%
6%
4% 2.10% %% 1.94%
2% 0.92% 0.21% 0.13%
o [ ] ] -
Internet Email clients Removable media Network folders
W South Asia World
Quarterly changes and trends
Threat categories
South Asia

Malicious documents (MSOffice + PDF) I 0.21%
Spy Trojans, backdoors and keyloggers |l 0.09%
Miners in the form of executable files for Windows [l 0.08%
Malware for AutoCAD W 0.03%
Ransomware
Web miners running in browsers
Viruses
Worms
Malicious scripts and phishing pages (JS and HTML)
Denylisted internet resources -1.14%

-1.30% -1.10% -0.90% -0.70% -0.50% -0.30% -0.10% 0.10% 0.30% 0.50%

1 Thelargest quarterly increase was in the percentage of ICS computers
on which the following were blocked:

U Malicious documents, by 1.2 times
U Miners in the form of executable files for Windows by 11times
U Malware for AutoCAD, by 1.1 times
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1 The top threat categories exhibit various quarterly dynamics:

Denylisted internet resources
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1 The heatmap below illustrates changes in the rankings of threatategories
inthe region over aperiod of 2.5 years.Denylisted internet resources
have been the leading threat category in the region since Q1 2023,
with the exception of Q4 2023.Malicious scripts and phishing pages have
ranked secondsince Q1 203 with the exception of Q4 2023 when they were
infirst place.Viruses andworms have consistently ranked high throughout
the observed period, mostly alternating betweenfourth andfifth place.

South Asia 2022 2023 2024
QL Q2 Q3 Q4 Q1 Q2 Q3 Q4

Denylisted internet resources

Malicious scripts and phishing pages (JS and
HTML)

Spy Trojans, backdoors and keyloggers
Worms
Viruses

Malicious documents (MSOffice + PDF)

Miners in the form of executable fl_les for 7 7 8 7 7 7 7 7 7 7
Windows

Web miners running in browsers 8 8 7 7 9 8 8 8 8 8
Malware for AutoCAD 10 9 9 9 8 9 10 10 9 9

Ransomware 9 9 10 9 10 10 9 9 10 10

Threat sources

INnQ2 2024, the percentage of ICS computers on which threats fromemail
clients were blockedincreased1.1limes compared to the previous quarter,
makingit the second biggest threat source in the region(this source was third
in Q12024).

Since Q1 2022, threats frontemovable drives in South Asia had consistently
placed second in the regional rankingpy percentage of ICS computers on which
malicious objects from various sources were blocked. However, in Q2 2024,
the threat level from removable devices dropped, falling below that

of emailclients.
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South Asia
0,
165 15:00% 14.90% 14.44% 13.92%

14% 13.24%  13.47% 13.00% 13.62% 13.27%

0
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0

10%
8%

6% 4.62% | 452%  4.65% | 436%
N _ 3.32% | 331%  3.20% @ 5 g3%

4% = : ———— 2-46% 1 949

2% 356% 344% — s o } =9
0% 2.81% | 2.63% 285% | 2.47% | 2.35% | 507% 1.99% . 2.10%
a1 Q2 Q3 Q4 a1 Q2 Q3 Q4 a1 Q2

2022 2023 2024

e=g==|nternet ==8®==Email clients ==#==Removable media

From a global perspective, he percentage of ICS computers on which treats
from removable devices were blockedin South Asiaclosely followed the global
trend, stayingwellabove the global average However, the gap between these
trends has mostly become narrowersince 4 2022.

Removable devices

. 4.62% 4.52% 4.65% 4369

- 3.32%  3.31%  3.20%
4% B S ?
6 2.83% | 46%

3% N 1.94%
Q,

2% o 2.66% 2.63% 2.67%

1% 2.17% 1.92%  2.02%

0% 1.31% 1.29% 1.13% 0.92%

Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024
=== South Asia World

The percentage of ICS computers where threats fromnetwork folders were
blocked follows the global trend. However, in Q3 2023, theegionaltrend
diverged from the global one, rising noticeably above the global average.
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Network folders

05% 043% 042% .5, 030%

0,4% 0,30% 0,29%

0,26%

03% | 0,42% 0,40% 0,39% 0,24%  0,21% 0,21%
; o

0,2% 0,28%  0,28%

0,1%

, 0,17% = 0,17%

0,0% ’ ° | 0,15%  0,13%
Q1 Q2 Q3 Q4 a1 Q2 Q3 Q4 Q1 Q2

2022 2023 2024
South Asia World

Industries

1 The most affected industr y in the region, as selected for this report,
was building automation

From aglobal perspective ,all sectors under consideration exhibited a lower
percentage of ICS computers on which malicious objects were blocked
than the respective global averages

Building Automation N — 23.5?%’:6

o

; ; i I —— 19.4%
Engineering & ICS Integration ©93.0%

[ ———19.4%
Energy ° 24.2%

. . 16.
Manufacturing 1613,%%

0% 5% 10% 15% 20% 25% 30%

M South Asia World
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1 InQ2 2024, all selected sectors in the region exhibitech decrease
inthe percentage of ICS computers on which malicious objects were blocked.

South Asia

Regional Average 21.4%

Building Automation 3.5%

Engineering & ICS Integration %

Energy

o
o

Manufacturing
0% 5% 10% 15% 20% 25% 30%

HQ22024 EQ12024 EQ42023

1 The selected sectors show mostly positive dynamics in their longerm trends
since Q1 2024:

South Asia —— Building
Automation
28.1%
— -—— —— g
==~ o 21.4%
24.5% £ —— Engineering & ICS
Integration

16.9% .
° —— Man ufacturing

Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2

— =+ — Regional Average
2022 2023 2024
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East Asia

Current threats

-1 -2- - 3-

Spyware
4.15%

z 1.X increasein Q2
above globalaverage

Viruses

2.95%

z slightincreasein Q2
1.% above globalaverage
3rd in the world

3rd in the worldin terms
of growth

Malicious documents

162%

z 12x increasein Q2

Threats from
Internet

6.46%

O decreasein Q2

Malicious scripts
and phishing pages
3.49%

z 1.X increasein Q2
2nd in the worldin terms
of growth

Worms

180%

z 1.X increasein Q2

12x above globalaverage
2nd in the worldin terms
of growth

Ransomware

0.18%

z 1.3xincreasein Q2

Threats from
Removable devices

1.54%

z slightincreasein Q2
1.7xabove globalaverage
Ist in the worldin terms
of growth
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Denylisted internet
resources

3.47%

O decreasein Q2

Malware for
AutoCAD

1.5/%6

z 1.X increasein Q2

1.6x above globalaverage
3rd in the world

2nd in the worldin terms
of growth

Threats from
Network folders

0.35%

z 1.1xincreasein Q2

2.6x above globalaverage
1st in the world

1< in the worldin terms
of growth
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Overall

Ninth place in the global ranking by percentage of ICS computers on which
malicious objects were blocked.

One of four regions that saw an increase in the percentage of ICS computers
on which malicious objects were blocked.

East Asiademonstrates a slow downtrend with fluctuations. The percentage
of ICS computers on which malicious objects were blocked has been below
the global average since @ 2023.
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2022 2023 2024

M East Asia World

Comparative analysis

i East Asiaoccupies leading positions among regions by percentage
of ICS computers on which the following were blocked:

U Firstplacer threats from network folders
U Second placef malware for AutoCAD
U Third placef viruses

1 The only region in which spyware topped the malware category ranking
interms of the percentage of ICS computers on which it was blocked.
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Threat categories

Spy Trojans, backdoors and keyloggers EG—_—-——— 4‘?@}3';’,?’

Malicious scripts and phishing pages (JS and HTMVL) EEGEG—_———— 3.49% 5 69%

i i I 3.47%
Denylisted internet resources 0 6.63%

i I 2.95%
Viruses 1.54% 1

Worms ES—1.80%
Malicious documents (MSOffice + PDF) [EEGSG—_—__1.62%

Malware for AutoCAD m 1.57%

Miners in the form of executable files for Windows N _0.22% .

B 0.18%
Ransomware 0.18%

H ingi B 0.15%
Web miners running in browsers 0720%

0% 2% 4% 6% 8%

M East Asia World

1 Compared to the global average , the region has a noticeably higher
percentage of ICS computers on which the followingwere blocked:

U Malware for AutoCAD, 37 times higher
0 Viruses, 1.8imes higher
0 Worms, 1.2imes higher

Threat sources

East Asia rankedirst amongthe regions by percentage of ICS computers
where malicious threats fromnetwork folders were blocked, surpassing
the global average by2.7 times.

The percentage of ICS computers on which hreats from removable devices
were blockedin the regionwas 1.7 times higher than the global average.

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 10t
REGIONSQ2 2024 d 2024 AOKASPERSKY.AB



Kaspersky ICS CERT kaspersky

19% 11.25%
10%
8% 6.46%
6%
4% 3.04%
1.62% 1.54%
2% 0.92% 0.35%
. 0.13%
0% ] [ |
Internet Email clients Removable media Network folders
M East Asia World
Quarterly changes and trends
Threat categories
East Asia

Spy Trojans, backdoors and keyloggers I 0-47%
Malicious scripts and phishing pages (JS.. I 0.46%
Malicious documents (MSOffice + PDF) IIIINEIEGEGEGEGEGEGEGEGENEENGNGNGNGGEGEN 0.24%
Worms I 0.11%
Malware for AutoCAD I 0.08%
Viruses I 0.06%
Ransomware [ 0.05%
Miners in the form of executable files for...]llllll 0.05%
Web miners runningin browsers | 0.01%
Denylisted internet resources -0.09%

-0.30% -0.20% -0.10% 0.00% 0.10% 0.20% 0.30% 0.40% 0.50%
1 All threat categories except for denylisted internet resources saw growth
inQ22024.

1 Thelargest quarterly increase was in the percentage of ICS computers
on which the following were blocked:

U Ransomwaref by 1.3 times
U Miners in the form of executable files forWindowsft by 1.3 times
U Malicious documentsi by 1.2 times
U Malicious scripts and phishing pageé by 1.2 times
THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 10¢
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1 Thetop threat categories exhibit various quarterly dynamics:

Spy Trojans, backdoors and keyloggers
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1 The heatmap below illustrates changes in the rankings of threat categories
inthe region over aperiod of 2.5 years.Spyware has been the leading threat
category in the region since Q4 203, jumping fromthird to first place
and replacing malicious scripts and phishing pages

2022 2023 2024
QL Q2 Q3 Q4 Q1 Q2 Q3 Q4

East Asia

Spy Trojans, backdoors and keyloggers

Malicious scripts and phishing pages
(JS and HTML)

Denylisted internet resources
Viruses
Worms

Malicious documents (MSOffice + PDF)

Malware for AutoCAD = 7 7 7 6 7 7 6 6 6 7

Miners in the for_m of exec_:utable 8 8 9 9 9 9 8 9 8 8
files for Windows

Ransomware 10 10 10 8 8 8 9 8 10 9

Web miners running in browsers 9 9 8 10 10 10 10 10 9 10

Threat sources

1 Network folder threats which were blocked on ICS computers iftast Asia
showed a declining trendfrom the second half of 2022 to Q1 2024put stayed
consistently higher than the global average. While the global rate remained
relatively stable at lower levels, the gap between East Asia and the global
average gradually narrowedip to Q12024, with only a slight rise observed
in East Asia inQ2 2024.

11
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Network folders
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East Asia World

1 In Q2 2024, the region exhibite@n increase irthreats distributed via
removable devices , in contrast to the global average.

Removable devices

3.5% 3.05% 3.29% 3.17%

3.0%
2.5%
2.0% 2.66%  2.63% 1.54%
1.5% 2.17%
1.0% - .
0.5% 1.31% 1.29% 1.13%

0.0%

2.76%

2.55%
2.23%

1.92% @ 2.02%

0.92%
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024

==g==East Asia World

1 Overall, all major sources exhibit downward trends.

East Asia
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6.75% | 6.46%
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Industries

T

T

The most affected industr vy in the region, asselected for this report,
wasenergy .

Compared to the respective global averages , the following sectors
inthe region saw a higher percentage of ICS computers on which malicious
objects were blocked:

U Energy, 1.8mes higher
U Manufacturing, 1.fimes higher

. 30.4%
Energy 20.2% e

P ion T 22.1%
Engineering & ICS Integration 23.0%

Manufacturing _18%]% 8%

T : I 19.7%
Building Automation 26.2%

0% 10% 20% 30% 40%
m East Asia World

InQ2 2024, all sectors exhibited an increasé the percentage
of ICS computers on which malicious objects were blocked. The following
sectors saw noticeably higher values compared to the previous quarter:

U Energy, 1.1 times higher
U Buildingautomation, 1.1 timekigher

East Asia

H I
Regional Average 21.3%

S
Energy [ 0047
Engineering & ICS Integration [N, 22-17%
Manufacturing [, 12-8%
Building Automation [ 1°-7%

0% 10% 20% 30% 40%
HQ22024 mQl2024 mQ42023
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1 Theenergy sector consistently exhibited the highest rate of blocked malicious
objects on ICS computers throughout the period, significantly above
the regional average. In contrast, other sectorexperienced a downward trend
from 2022 until Q1 2024, followed by an increase in Q2 2024

East Asia —— Building

40%  36.1% Automation
34.0%

35% 30.4% Energy

30%
25% o, —— Engineering & ICS
Integration

20%

g 19.8%
15% 17.4% —— Manufacturing

10%
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2

— =+ — Regional Average
2022 2023 2024
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Southern Europe

Current threats

-1 -2- - 3-

Malicious scripts and
phishing pages
7.46%

z 1.k increasein Q2

1.3x above globalaverage
1st in the world

1st in the worldin terms
of growth

Malicious documents

3.75%

z 1. increasein Q2

1.% above globalaverage
1st in the world

3rd in the worldin terms
of growth

Threats from
Internet

9.53%

O decrease in Q2

Spyware

6.21%

z 11x increasein Q2

1.5x above globalaverage
3rd in the world

1st in the worldin terms
of growth

Ransomware

0.19%

z 16x increasein Q2
above globalaverage
2nd in the worldin terms
of growth

Threats from
Email clients

7.06%

z slight increasein Q2
2.3x above globalaverage
1st in the world

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS
REGIONSQ2 2024

Denylisted internet
resources

5.22%

O decreasein Q2
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Overall

Tenth place in the regional ranking.

InSouthern Europe, the percentage of ICS computers on which malicious
objects were blocked is normallybelow the global average.

® 2 2 =° R o o
2 X @ ) - < & e <
%S. & % R o X © R 5 X © e N R e A
I s B QN A BN me NS ¥ 9m
iN el I T AL T e s o
Ql Q2 Qa3 Q4 Q1 Q2 Qa3 Q4 Ql Q2
2022 2023 2024
M Southern Europe World

Comparative analysis

Southern Europeoccupies leading positions among regions by percentage
of ICS computers on which the following vere blocked:

U Firstplacef threats from email clients, malicious scripts and phishing
pages, malicious documents.
U Third placef spyware.
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Threat categories

Malicious scripts and phishing pages (JS and HTIVIL) /EE— — 7.46%

Spy Trojans, backdoors and keyloggers _4.08% 6.21%

Denylisted internet resources I 5.22%

Malicious documents (MSOffice + PDF) EG—G————— 3.75%

6.63%

. 0.80%
Worms 1.48%

Miners in the form of executable files for Windows W 0'501_3/"9%

i ingi Bl 0.46%
Web miners running in browsers 0'509%

i B 0.34%
Viruses * 154%

B 0.19%
Ransomware 0.18%
1 _0.08%
Malware for AutoCAD DA3%
0% 2% 4% 6% 8%

B Southern Europe World

1 Compared to the global average , the region has a higher percentage
of ICS computers on which the following were blocked:

0 Malicious documents, 1.9 timekigher
U Spyware, B times higher
U Malicious scripts and phishing pages,3ltimes higher

Threat sources

Southern Europe rankedfirst in the world by percentage of ICS computers
where malicious threats fromemail clients were blocked, surpassing the global
average by 23 times.

Other threat sources remained below their respective global averages.
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12% 11.25%
10% 9.53%
(4]

8% 7.06%

6%

4% 3.04%

0.92%
2% 0.36% 0.07% 0.13%
0% —
Internet Email clients Removable media Network folders

H Southern Europe World

Quarterly changes and trends

Threat categories

Southern Europe

Spy Trojans, backdoors and keyloggers I 0. 75%
Malicious documents (MSOffice + PDF) NG 0.51%
Malicious scripts and phishing pages (JS and HTML) NGNS 0.50%
Worms [l 0.08%
Ransomware [l 0.07%
Viruses

Malware for AutoCAD
Miners in the form of executable files for Windows
Web miners running in browsers

Denylisted internet resources -0.66%

-0.80% -0.60% -0.40% -0.20% 0.00% 0.20% 0.40% 0.60% 0.80%

i Thelargest quarterly increase in absolute termswas in the percentage of ICS
computers on whichspyware was blocked In terms of proportional increases,
the following threat categories showed significantchanges.

0 Ransomware by 5 times
U Malicious documents by 2 times
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Thetop threat categories exhibit various quarterly dynamics:
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Malicious documents (MSOffice + PDF)
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1 The heatmap below illustrates changes in the rankings of threat categories
inthe region over aperiod of 2.5 years.Malicious scripts and phishing pages
have been the leading threat category in the region throughout the observed
period. Spyware moved from third to second place in Q2 2024. It alternated
between second and third place throughout the observed period.

Southern Europe 2022 2023 2024
QL Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2

Malicious scripts and phishing pages
(JS and HTML)

Spy Trojans, backdoors and keyloggers
Denylisted internet resources
Malicious documents (MSOffice + PDF)

Worms

Miners in the form of executable files for
Windows

Web miners running in browsers

Viruses

Ransomware

Malware for AutoCAD 10 10 10 10 10 9 10 10 10 10

Threat sources

In Q2 2024, the percentage of ICS computer®n whichthreats from email
clients were blocked increased compared to the previous quarter. The long
term trends, both local and global, for emattlient threats remained mostly
consistent with each other until Q3 2023. However, since Q4 2023, the trends
have started to diverge.

Email clients
120 10.77% 10.78%

9.25%
N 8.57% 8.72%
lng — 7 7.02%  7.14%
0

6%

4%

6.85% @ 7.06%

- —_—— .

546% O12% 551% e | 5.20%

29 4.59% -
3.46% | 3.15% @ 3.04% 3.04%
0%
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024
==g==Southern Europe World
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The local and global longterm trends for threats from the internet have been
mostly consistent with each other since Q3 2023Both trends have been
declining since Q1 2024.

Internet
o 14.22%  14.69% 14.54% . ]
1% 000 e 13-40% | 12.49% | 13-25%  12.24% | 4, 5co
> y y . ° : s o 11‘8;9/
5% 9.82% @ 9.60% 9.16% 9.67% 10.56% 10.88% 10.26% 8370 10.95% 9.53%

0%
Ql Q2 Q3 Q4 Ql Q2 Q3 Q4 Ql Q2
2022 2023 2024

==g==Southern Europe World

Industries

1 The most affected industr y in the region, as selected for thisreport,
was building automation

1 Compared to the respective global averages , the building automation sector
saw a higher percentage of ICS computers on which malicious objects
were blocked.

idi ion T 27.0%
Building Automation 26.2%

P ion N 18.3%
Engineering & ICS Integration ° 23.0%

s 16.7%
Energy o 242%

Manufacturing IR 15.3?1{38 -

0% 5% 10% 15% 20% 25% 30%

B Southern Europe World

1 InQ2 2024, building automation was the only sectounder observationthat
exhibited an increaseinthe percentage of ICS computers on which malicious
objects were blocked.
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Southern Europe

I 20.9%
1

Building Automation - [
Engineering & ICS Integration _8-3%
energy |
Manufacturing _15-3%

0% 10% 20% 30%

Regional Average

mQ22024 mQl2024 mQ42023

1 All selected sectors exhibit fluctuating trends in terms of percentage
of ICS computers on which malicious objects were blocked. The rate
inthe building automation sector remains consistently higher than
the regional average. Meanwhile, the other sectorbave maintaired steady,
lower percentages since Q2 2023 with modest fluctuations throughout
the period.

Southern Europe
40% —— Building

35% 32.4% Automation

30% Energy

25%
—=— Engineering &
20% .
ICS Integration

15%

—— Manufacturing
10%

---=--- Regional
Average

2022 2023 2024
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Australia and New Zealand

Current threats
-1-

Malicious scripts
and phishing pages
6.73%

z slightincreasein Q2
12x above globalaverage
4th in the world

Web miners

0.68%

O decreasein Q2
1.4xabove global average
6th in the region (8th

inthe global threat ranking)

3rd in the world

Ransomware

0.16%

z 1.6xincreasein Q2
close to global average
3rd in the worldin terms
of growth

_2-

Denylisted internet
resources

4.75%

z 12x increasein Q2
2nd in the worldin terms
of growth

Worms

0.42%

z 1.5xincreasein Q2
1st in the worldin terms
of growth

Threats from
Internet

9.79%

z 1.1xincreasein Q2
2nd in the worldin terms
of growth

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS

REGIONSQ2 2024

Spyware
2.15%

z 1.2xincreasein Q2

Viruses

0.35%

z 1.5xincreasein Q2
2nd in the worldin terms
of growth

Threats from
Email clients

3.29%

O decreasein Q2
1.2xabove globalaverage
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Overall

Eleventh place in the regional ranking.

One of four regions that saw an increase in the percentage of ICS computers
on which malicious objects were blocked.

The percentage of ICS computers on which malicious objects were blocked
inthe region is less than the global figure.
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Comparative analysis

Threat categories

Malicious scripts and phishing pages (JS and HTIVIL) EE—— - 6.73%

Denylisted internet resources 4.75% 6.63%

. I 2.15%
Spy Trojans, backdoors and keyloggers 2.15% 4.08%
Malicious documents (MSOffice + PDF) E——— 1'517.3/%%

Miners in the form of executable files for Windows ™_0,69%

Web miners running in browsers ™8 0.68%
Worms M _0.42%

Viruses ™ _0.35%

1.48%

1.54%
Ransomware ¥ 9.16%

I 0.15%
Malware for AutoCAD 0a5%
0% 2% 4% 6% 8%
MW Australia and New Zealand World
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Compared to the global average , the region has a higher percentage
of ICS computers on which the following were blocked:

U Web minersi 14 times higher
U Malicious scripts and phishing pages 1.2 timesigher

Threat sources

The percentage of ICS computers on which threats fromemail clients were
blocked surpassed the global average by factor of 1.1.

Other threat sources remained below their respective global averages.

12% 11.25%

9.79%
10%
8%
6%
1% 3.29% 3 g4
2% . 0.18% 9% 0.01% 0.13%
0% —_—
Internet Email clients Removable media Network folders

W Australia and New Zealand World

Quarterly changes and trends

Threat categories

Australia and New Zealand

Denylisted internet resources |GGG 0.93°%
Spy Trojans, backdoors and keyloggers NN 0.11%
Malicious scripts and phishing pages (JS and HTML) I 0.31%
Worms [ 0.13%
Malicious documents (MSOffice + PDF) |l 0.13%
Viruses [l 0.11%
Malware for AutoCAD |l 0.07%
Ransomware [l 0.06%
Miners in the form of executable files for Windows
Web miners running in browsers  -0.10%

-1.00% -0.50% 0.00% 0.50% 1.00%
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1 Compared to the previous quarter, the largest proportional increase was
inthe percentage of ICS computers on which the following vere blocked:

Malware for AutoCAD T by 1.9 times
Ransomwaref by 1.6 times

Worms i by 1.8imes

Virusesft by 1.5 times

Spywaref by 12 times

Denylisted internet resourcesi by 12times

(el el et i a i et e

1 Thetop threat categories exhibit various quarterly dynamics:

Malicious scripts and phishing pages (JS and HTML)
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Spy Trojans, backdoors and keyloggers
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1 The heatmap below illustrates changes in the rankings of threat categories
inthe region over aperiod of 2.5 years.Malicious scripts and phishing pages
have been the leading threat category in the region throughout the observed
period, whiledenylisted internet resources  have consistently rankedsecond.

Australia and New Zealand 2022 2023 2024
QL Q2 Q3 Q4 Ql Q2 Q3 Q4 Q1L Q2

Malicious scripts and phishing pages
(JS and HTML)

Denylisted internet resources
Spy Trojans, backdoors and keyloggers

Malicious documents (MSOffice + PDF)

Miners in the form of executable files for
Windows

Web miners running in browsers
Worms

Viruses

Ransomware 9 9 9 9 9 9 9 9 9 9

Malware for AutoCAD 10 7 9 9 7 9 10 10 10 10

Threat sources

In Q2 2024, the percentage of ICS computern whichthreats from

the internet were blocked increased compared to the previous quarter
by afactor of 1.1. The loaterm local and global trendshad beendiverging
but the gap between them hasgenerally narrowed in recent quarters

Internet
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The long term trend for email client threats shows mostly downward
movement, while remaining above the global average throughout the observed
period. However, in Q2 2024, the gap narroweslignificantly.

Email clients

10% 8.34%

8% 6.35% 6.08% 5.80% 6.29%
\ R . 4.96%  4.63%

6% < -~ — 3.96% 4.06% 5o,
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. .
2% 3.46%  3.15% 3.04% @ 3.04%
0%
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2
2022 2023 2024
==g== Australia and New Zealand World

The long term trend for threats from removable devices hasbeen significantly
below the global average throughout the observed period After a noticeable
drop in Q3 2023, the rate remained low with some fluctuations, followed

by anincrease in Q2 2024.

Removable devices

3.0% 2.66% 2.63% 2.67%
2.5% 217% 1929 | 2-02%
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Industries

1 The most affected industr y in the region, as selected for this report,

was building automation
1 Compared to the respective global averages ,all sectors under studysaw

alower percentage of ICS computers on which malicious objects were blocked.

ildi ion N 20.3%
Building Automation 26.9%
ineeri ion NN 18.8%
Engineering & ICS Integration 23.0%
on NN 13.6%
Construction 22.9%
0% 5% 10% 15% 20% 25% 30%
B Australia and New Zealand World

1 InQ2 2024, all sectors under studyexhibited an increasein the percentage

of ICS computers on which malicious objects were blockedompared

to the previous quarter. The largest increase was in engineering

and ICSintegration i 1.1 timesore.
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1 Thebuilding automation andengineering & ICS integration sectors exhibit
highlyfluctuating trends , oscillating around the regional average until Q3 2023
interms of the percentage of ICS computers on whichmalicious objects were
blocked. Both trends have stabilized above the regional average since Q4 2023.
Meanwhile, theconstruction sector has shown amostly downward trend,
remaining below the regional average since Q4 2022.

Australia and New Zealand
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Current threats

1 2- 3-

Malicious scripts and
phishing pages
4.63%

z 1.X increasein Q2

Malicious documents

1.15%

z 1.X increasein Q2

Threats from
Internet

7.85%

z slight increasein Q2
4th in the worldin terms
of growth

Denylisted internet
resources

4.14%

z 1.X increasein Q2
3rd in the worldin terms
of growth

Web miners

0.42%

close to global average
5th threat in the region
vs. 8th in the world

THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS
REGIONSQ2 2024

Spyware

158%

z 1.X increasein Q2

Ransomware

0.14%

z 1. & increasein Q2
4th in the worldin terms
of growth
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Overall
Twelfth place in the regional ranking.
One of the four regions that saw an increase in the percentage
of ICS computers on whichmalicious objects were blocked, rankingpurth
globallyfor the extent of the increase.
In general, this is one of the safest regions, with one of the lowest percentages
of ICS computers on which malicious objects were blocked.
The percentage of ICS computers on which malicious objects were blocked in
the region islower than the global average.
) (2] o o 83
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Comparative analysis

Threat categories

Malicious scripts and phishing pages (JS and HTIVIL) EGTG_—GII_—_——————1.63% . g0

. . |
Denylisted internet resources sl 6.63%

Spy Trojans, backdoors and keyloggers [HESS—._1.58% 4.08%
Malicious documents (MSOffice + PDF) NN 1.15%
Web miners running in browsers ™ 0,429

Miners in the form of executable files for Windows ™ _0.38%
Viruses ™ _0.37%

Worms M_0.28%

1.54%
1.48%
Ransomware 1 Q:13%
Malware for AutocAD 1,0-09%
0% 2% 4% 6% 8%
B USA and Canada World

1 Compared to the global average , the percentage of ICS computers inthe region
on whicheach threat type was blocked was lower across all threat types.

1 Web miners were fifth in the ranking of malware categories by percentage
of ICS computers on which they were blocked (eighth globallyyince
the beginning of 2024, the percentage of ICS computers on which threats
from this category were blocked in the region is close to the global average.

Threat sources

All threat sources showed valuesoticeably below their respective
globalaverages.

12% 11.25%
10%
i 7.85%
8%
6%
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THREAT LANDSCAPE FORIDUSTRIAL AUTOMATION SYSTEMS 13t

REGIONSQ2 2024 d 2024 AOKASPERSKY.AB



Kaspersky ICS CERT kaspersky

Quarterly changes and trends

Threat categories

1 Thelargest quarterly increase was in the percentage of ICS computers
on which the following were blocked:

0 Ransomwaref 18 times higher, rankingthird globally by thesize
of the increase.As a result, the percentage forransomwarein the region
was close to the global figure

0 Denylisted internet resourcesf 12 times higher, rankingthird globally
by the size of the increase

U Spywaref 1ltimes higher

0 Malicious documentsi 1.1 timekigher

1 Thetop threat categories exhibit various quarterly dynamics:
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