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B aTOM 0630p€e Mbl pacckasbiBaeM 06 aTakax Ha MPOMbILLNIEHHbIE KOMMaHWKW KN6epKprmMmHana n
xakTmBrcToB. APT-aTakam NnocB4LLEH OTOENbHbIA OTYET.

MHorve CCbInky Ha CaTbl KOMMNaHWIA, rae 6bina onybaMKkoBaHa HGOopPMaLUns 06 NHUMOEHTaX, B
HaCcTosLLEE BPEMS HE paboTaloT — COOTBETCTBYOLWAs MHPOpMaLMs yxxe yaaneHa. Hecmotps Ha
3TO, Mbl OCTaBWU/IN TaKWe CChINIKN B TEKCTE, MOCKOSbKY OPUEHTMPOBANCH Ha 3a9BNEHNS
NOCTPanaBLUMX KOMMaHWN.

ATakm nporpamm-BbiMoratenen

B OTY 4YacCTb BKJTIOYEHbI MHUMOEHTbI, B KOTOPbLIX OpraHn3aunsd ocbmu,maano
noareepauia kKomMripomeTaunto. CoobLueHns o KomMnpomMeTaun OpFGHI/ISGLI,VIVI,
3a9BJ1IEHHbIE TOJIbKO KVI6eprI/IMI/IHaJ'IbeIMVI rpynnamMmm, He paccmMaTprBarOTCY.

Creos n Enovos

25 vitong sHepreTmnyeckas koMmnaHusg Encevo ns Jltokcembypra noaTBepania,
YTO e€ [OYEPHME KOMMaHNN — OMNepaTop CUCTEM TPaHCMOPTUPOBKM
NPUPOAHOro rasa 1 anekTpuyecknx ceter Creos 1 NocTaBLUMK SHeprm Enovos
— NOABEpPrnnCh KnbepaTake.

Mo coobLeHnto Encevo, pe3ynbTaToM aTaku cTana Kpaxa
3M10YMbILLNEHHNKAMIW AaHHbIX aTaKOBaHHbIX KOMMaHWM, @ TakXe noTeps AocTyna
K AaHHbIM. ATaka Tak>Ke BblBefa N3 CTPOS KIMEHTCKME NopTasnbl 06enx
KoMnaHuK. bbina HemeaneHHO 3aecTBOBaHa KOMaH4a pearnpoBaHng Ha
NHUMOEHTbI; KNIMEHTaM Bbl10 PEKOMEHAOBAHO CMEHUTb YYETHbIE AaHHbIE
akkayHTOB. Encevo nogana »anoby B nonmumio Benvkoro Nepuorctea n
npouHpopmmpoBana o6 nHumaeHTe CNPD (HaunoHanbHyo KOMUCCUKO MO
3awmTe gaHHblX, National Commission for Data Protection), the ILR (MHCTUTYT
perynmpoBaHus Jllokcembypra, Luxembourg Institute of Regulation) v
COOTBETCTBYIOLLME MVHNCTEPCTBA.

lpynna BoiMoraTtenen ALPHV, nssectHas Takxxe kak BlackCat, Basna Ha cebs
OTBETCTBEHHOCTb 3a knbepaTaky Ha Creos n nobasuna nHdopmaumio 06 3Tom
aTake Ha csoi canT 30 nons, yrpoxas BellIOXUTb B OTKPbITbIM gocTyn 180 000
yKpageHHbix $paiinos cymmapHbiv pa3mepom 150 b, B TOM uncne KOHTpaKTbl U
[0roBOpbl, MAaCNOPTHbIE AaHHbIE, CYETa 1 3NEKTPOHHbIE NMUCbMA.

Cremo

B vitone weenuapckmin rmraHT MOIOYHON NPOMbILLNeHHOCTY Cremo nan
XKEepPTBOW kKnbepaTtaku. KomnaHmsa nogana sagsneHve B NoamLmIo, Bbino HavaTo
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https://www.encevo.eu/wp-content/uploads/2022/07/2022-Communique-de-presse-Cyberattaque.pdf
https://www.encevo.eu/wp-content/uploads/2022/07/2022-Communique-de-presse-Cyberattaque.pdf
https://www.bleepingcomputer.com/news/security/blackcat-ransomware-claims-attack-on-european-gas-pipeline/
https://www.bleepingcomputer.com/news/security/blackcat-ransomware-claims-attack-on-european-gas-pipeline/
https://www.bleepingcomputer.com/news/security/blackcat-ransomware-claims-attack-on-european-gas-pipeline/
https://www.bleepingcomputer.com/news/security/blackcat-ransomware-claims-attack-on-european-gas-pipeline/
https://www.bleepingcomputer.com/news/security/blackcat-ransomware-claims-attack-on-european-gas-pipeline/
https://switzerland.detailzero.com/local/amp/34022
https://switzerland.detailzero.com/local/amp/34022
https://switzerland.detailzero.com/local/amp/34022
https://switzerland.detailzero.com/local/amp/34022
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Semikron

BRP

paccnegoBaHue. 1o cnosam reHepanbHOro cekpetapsd Cremo,
3MOYMBILLMEHHVKW YKPani y KOMMaHUy AaHHbIE 1 MOTpeboBany BbiKyT.
HecmoTps Ha aTaky, KOMNaHns CymMmena He npepbiBaTh MPOU3BOACTBO U
NOCTaBKM NPOAYKLUMN KNNEHTaM. ICTOUHMK BHY TP KOMMNAHUA NOLTBERANS, YTO
NPON3BOACTBO NPOAYKLUMN HE MOCTPanano, OaHaKo BbILLN U3 CTPOS
3NEKTPOHHbIE MHCTPYMEHTbI MO KPaHEN Mepe Ha YaCTu NPELNPUATAN
KOMMaHun. B 4yacTHOCTIN, He paboTan CUCTEMbI NEKTPOHHOW NOYTbI,
pa3MeLLEeHs 3aKa30B W BbICTaB/IEHNS CYETOB.

HemeLkunin nponssoguTenb NONynpoBoagHNKOB Semikron coobLun 1aBerycTa,
YTO CTan XepTBOW KnbepaTaki, pe3yibTaTOM KOTOPOW CTano «4acTUYHOE
wmndpoBaHmne NT-cnctem n dannos». 310yMbILLNEHHVKW, aTakoBaBLU/E
Semikron, yTBep>XgatoT, UTO YKpanu y XXepTBbl aHHble. KoMnaHus HemeaneHHO
NpUHANa BCe HEObXOAMMbIE MEPbI A5 OrPaHNYEHNS BOSMOXXHOIO yLLepoa,
npoBeria paccnegoBaHne NHUMaeHTa v NpeanpuH§na ycunms ans
MUHMN3aUMn €ro NocneacTBUiA ANs CBOUX COTPYAHVKOB, KIMEHTOB U
KOHTpareHToB.

KomnaHus He HasBana 3n10yMbILLNEHHVKOB, OgHaKo nsgaHne BleepingComputer,
COTPYAHVK KOTOPOro B1aen 3anmcky ¢ TpeboBaHMEM BbiKymna Ha OOHON 13
cuctem Semikron, COO6LLNO, UTO 3@ aTakoW, BOSMOXHO, CTOUT rpynna
BbiMoraTene LV, n uto, cornacHo 3arnmcke, y XXepTBbl YKpaaeHo oBa TepabainTa
OaHHbIX.

KaHagckuin nponsBoamnTENb TEXHVKW 19 akTUBHOro otapixa BRP (Bombardier
Recreational Products) coobLumn 9 aBrycra, Uto CTan >XepTBON «BPeOOHOCHOM
aKTVBHOCTW B 0611aCTV KN6epbe30nacHOCT» 1 MPUHA «OnepaTmBHblE Mepbl
NO COEPXMBAHWIO CUTYaLMN». DT Mepbl NpeaycMmaTpmBani akTMBaLmo
«BHYTpeHHen ceTn UT-npodeccmnoHanoB» 1 NpuBeYeHe 3KCnepToB No
Knbepbe3onacHOCTN K 0becneyeHnto 6e30nacHOCT KOMMbIOTEPHbIX CUCTEM
KOMMaHW1 1 Y4aCTUIO BO BHY TPEHHEM paccnefoBaHN MHUMOEHTA.
MNpuoCTaHOBNEHHAs B pe3ybTaTe BTOPXXEHNS paboTa KoMnaHuy 6bina
BO306HOBNEHa. [louepHss komnaHnsg BRP — aBcTpuiickas KOMNaHns no
NPou3BOACTBY OABUratenei Rotax, Takxxe noctpagana oT kmbepaTakiu U
NPVUOCTaHOBWIA CBOIO PaboTy.

15 aBrycTa BRP coobLuna, 4To eé paboTa No BOCCTAHOBNEHWIO CBOVIX CUCTEM
N ONEPALMIOHHOWN AEATENbHOCTN MPOJOMKAETCY, a MPOU3BOACTBEHHbIE
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https://www.arcinfo.ch/suisse/geant-suisse-des-produits-laitiers-cremo-a-ete-pirate-1200586
https://www.arcinfo.ch/suisse/geant-suisse-des-produits-laitiers-cremo-a-ete-pirate-1200586
https://www.semikron.com/de/cyber-vorfall-bei-semikron.html
https://www.semikron.com/de/cyber-vorfall-bei-semikron.html
https://www.semikron.com/de/cyber-vorfall-bei-semikron.html
https://www.bleepingcomputer.com/news/security/semiconductor-manufacturer-semikron-hit-by-lv-ransomware-attack/
https://www.bleepingcomputer.com/news/security/semiconductor-manufacturer-semikron-hit-by-lv-ransomware-attack/
https://news.brp.com/news-releases/news-release-details/brp-reports-cyberattack
https://news.brp.com/news-releases/news-release-details/brp-reports-cyberattack
https://ooe.orf.at/stories/3168756/
https://ooe.orf.at/stories/3168756/
https://news.brp.com/news-releases/news-release-details/brp-resumes-operations-after-cyberattack
https://news.brp.com/news-releases/news-release-details/brp-resumes-operations-after-cyberattack
https://news.brp.com/news-releases/news-release-details/brp-resumes-operations-after-cyberattack
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Cisco

MOLLHOCTI B YETbIPEX CTPaHax HapaLLmMBaloT NPOV3BOACTBEHHYIO aKTUBHOCTb 1
MOryT MOHOCTbIO BOCCTaHOBWTb HOPMasIbHYIO paboTy Ha CnenyoLwmin AeHb.
[MnaHnpoBanoch NO3TaNHOEe BO3BpaLLEHE OCTalbHbIX MPOV3BOACTBEHHbIX
NIOLLAAOK K HOpMarbHOM paboTe B TeveHre Hegenu. B Tom e coobLueHnmn
BRP npepncTtasnna nepsble pesybTaTbl CBOEro BHY TPEHHErO paccneoBaHus,
COOBLLVB, YTO Xakepbl MPOHUK/IN B €€ CUCTEMbI YEPE3 CTOPOHHETO MOCTaBLLMKA

yCnyr.

lpynna BbIMoraTenen RansomEXX B3sa Ha cebd OTBETCTBEHHOCThL 3a
«BPELOHOCHYIO KMBEPaKTMBHOCTb» 1 Kpaxky dainos BRP obLwym o6bemMom
29,9 I'b, BkNto4ag oroBopbl 0 Hepa3srnaweHn KoHPUaeHUanbHbiXx CBEOEHNN,
NacrnopTHbIE N NNYHbIE AaHHbIE, KOHTPAaKTbl 1 COrfaLleHns O NocTaBke.

23 aBrycta BRP ony6nmkoBana 3agsneHvie, B KOTOPOM nogTeepauia
NOOJIMHHOCTb YKPaAEHHbIX LOKYMEHTOB, 4O6ABVB, YTO KOMMaHMS akTUBHO
paboTaeT C NOCTPaAaBLUMMM OT aTaku, YUTOObl MVHUMU3MPOBAaTL HEraTVBHbIE
nocnencTBus PackpbITUS KOHGUAEHUMaNbHoOW nHdopmaumn. B yactHocTn, BRP
NOATBEPANNIA, UTO YXKe CBA3anacb C O4EeHb HEMHOMOUNCIEHHBIMI
COTPYOHMKaMW, KOTOPble MOr NOCTpanaTh OT NHUMOEHTA.

TpaHCHaUMOHanbHbI TEXHONOMAYECKWIA KOHrTOMEPaT 1 MPOU3BOAUNTENb
ceTeBoro obopynosaHus Cisco onyonmkoBan yBeooMIEHNE 06 VHLMAEHTE
NHDOPMAELIMOHHOW 6E30MaCcCHOCTM U TEXHUYECKWM B10rMOCT € NOAPOBHOCTAMM
B3/10Ma, KOTOPbIN Bbln 06Hapy>keH 24 Mas. KomnaHus onybnvkoBana
noapobHyto nHopmaumo ob atake 10 aBrycTa, BCKOpe nocne nybnmkaumm
KNbepnpecTynHMKamMmu cnmcka ¢aiinos, SKobbl yKpaaeHHbIx ¢ cucTtem Cisco.

MNo ceepeHvam Cisco, 3N0yMbILLNEHHVKM aTakoBaav OAHOro N3 COTPYAHVKOB
KOMMaHWW, N M YOanocCb YKpacTb TOMbKO daiisibl, KOTOPbIE XPaHUIUCh B Narnke
Box, oTHOCSLLENCS K YYETHOW 3anCy aTakOBaHHOrO COTPYAHVIKA, a TakXe
OaHHble ayTeHTudKaumm coTpyaHukos 13 Active Directory. KomnaHus
YTBEPXAAET, YTO NHPOPMaLS, KOTOpas XpaHuiach B nanke Box, He bbina
KOHPUAEHUMANBHOW.

[ns nonyyeHns nepBoHaYanbHOro 4OCTYyna K CUcTeMam KOMMaHW Obin
B3/IOMaH NNYHbIN akkayHT Google coTpyaHuKa. Xakepbl MOAYyYNIN YYETHbIE
JaHHble aTakoOBaHHOIO COTPYAHMKa B cucTemMax Cisco 13 bpaysepa Google
Chrome, B KOTOPOM 6biNa BKIKOUEHa CUHXPOHK3aLMs naponei. ns obxoaa
MHorodakTopHoM ayTeHTudrkaumm (multi-factor authentication, MFA)
3M0YMBILLNEHHMKI UCMONb30Banu npuem, n3secTHbli kak MFA fatigue
(yctanoctb oT MFA), KOTOPbI OCHOBaH Ha OTMpaBKke B0/bLLIOro KONM4YeCcTBa
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https://www.bleepingcomputer.com/news/security/ransomexx-claims-ransomware-attack-on-sea-doo-ski-doo-maker/
https://www.bleepingcomputer.com/news/security/ransomexx-claims-ransomware-attack-on-sea-doo-ski-doo-maker/
https://www.bleepingcomputer.com/news/security/ransomexx-claims-ransomware-attack-on-sea-doo-ski-doo-maker/
https://news.brp.com/news-releases/news-release-details/brp-provides-information-data-leak
https://news.brp.com/news-releases/news-release-details/brp-provides-information-data-leak
https://tools.cisco.com/security/center/resources/corp_network_security_incident
https://tools.cisco.com/security/center/resources/corp_network_security_incident
https://tools.cisco.com/security/center/resources/corp_network_security_incident
https://tools.cisco.com/security/center/resources/corp_network_security_incident
https://tools.cisco.com/security/center/resources/corp_network_security_incident
https://blog.talosintelligence.com/2022/08/recent-cyber-attack.html
https://blog.talosintelligence.com/2022/08/recent-cyber-attack.html
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push-3anpocoB Ha MOBUIbHOE YCTPOWCTBO XEPTBbI B HAAEXAe, UTO OHa
NPUMET 3anpocC Mo OLMOKE UK B MOMbITKE NPEKPATUTb NOTOK YBELOMIIEHNIA.

B npouecce atakm COTpYOHUKY TakxXe B TeYEHNE HECKOSbKNX AHEN NOCTYNanu
TenedOHHbIE 3BOHKW, B XO4Ee KOTOPbIX 3BOHALLMIN (MPEACTaBNSBLUNIACS
COTPYAHNKOM OpraHn3aumm Nogaep ki) NblTancs BBIMaHNTb Y XXEPTBbI HY>KHble
cBefeHvs. B pesynbTaTte 3/10yMbILWIEHHVKaM YAan0Ch NOAKIOUNTb HOBbIE
ycTpomnctea K MFA n nponTtun ayteHTudmkaumo Ha VPN-cepeepe Cisco. [Janee
aTaKyloLWyM yAanoCh NOBbICUTL YPOBEHb MPUBUNETAIA B CUCTEME U MOAYUNTb
npaBa agMUHUCTPATOPA, YTO AaN0 M BOSMOXHOCTb aBTOPM30BaTbhCH Ha
PasINYHbIX CUCTEMAX N YCTAHOBUTb Ha HUX CPeaCTBa YOaneHHOro 4ocTyna n
BpenoHocHoe 0O ong cnenyoLlmx aTanoB aTakuy. Xakepbl yCTaHaBnmBanm
©3K4oPbI 4Ng 3aKPENNEHNs B CUCTEME 1 3aTEM NEPEMELLLANNCh Ha coceaHmne
cucTemsbl, Bktovas cepaepbl Citrix 1 KOHTpoNnepbl 4JOMEHOB.

Mo ceBepeHuam Cisco, aTa aTtaka — 4eno pyk bpokepa nepBoHa4vanbHoro
pocTyna (initial access broker, IAB), cBa3aHHoro ¢ rpynnon UNC2447. 5T1o
rpynna 3710y MbILLEHHMKOB, MEIOLLLAs CBA3KM C Poccumen n nssecTtHas
NCNONb30BaHMEM NporpaMm-BbiMoraTenen FiveHands 1 HelloKitty, a Takxe
Lapsus$. Mpynna oTMeTunach B aTakax Ha HECKOJIbKO KPYTHbIX KOMMaHWM,
NOCe Yero eé BO3MOXXHbIX YIEHOB BbIYCIIV NPaBOOXPaHNTENbHbIE OpraHb.
[aHHbI BpoKep NepBOHaYanbHOroO AOCTYNa CBA3aH TakXKe C rpynnom
BbIMOraTenen Yanluowang, KoTopas B3ana Ha cebsl OTBETCTBEHHOCTb 3a aTaky
Ha Cisco, 3a9BVB, UTO €1 YOanoch YKpacTb okono 3 000 daiinos obLym
obbemom 2,8 I'b. Cyas no ony6vKOBaHHbIM xakepamyl UMeHam Gainnos, OHM
ykpanu naponm ona VPN-KIMeHTOB, MICXOOHbIY KOA, LOroBOPbI O
HepasrnaleHnn KoHGUOEHLUMaNbHbIX CBEAEHUIA N OpYre AOKYMEHTDI.

South Staffordshire PLC

South Staffordshire PLC — 6puTaHCcKas BOOOCHab>XatoLLLas KoMMaHus,
poamTensckasa koMmnaHug South Staffs Water n Cambridge Water, —
nogTeepamia 15 aBrycTa, UTo OHa nana XepTBou knbepaTaku. CornacHo
odpuLManbHOMY 3asBNEHMIO KOMMaHNK, BbI10 HAPYLEHO GYHKLMOHNPOBaHME
KOPMOopaTVIBHOM CETU, UTO HE OTPAa3USIOCh Ha €€ «CMNOCOBHOCTW MOCTaBNSATb
6e30nacHyto BoLy» NOTPEBUTENAM.

Mo cnoBam NpegnonaraemMoro BUHOBHVIKA aTak — rpynnbl KnbepsBbiIMoraTenem
Clop — aTakoBaHa bbina gpyras, bonee KpynHas BOL4OCHabXatoLLas KOMMaHns
Thames Water, koTopasi B CBOIO ouepenp Hasgasia 9To 3aaBeHne
«kmnbepdanbLurBkony. B ceoem 3agsneHmm rpynna Clop yTeep>xgana, uto
3aBnagena 6onee vyem 5 Tb gaHHbIX OpraHM3aLmn->XePTBbI, a TakxXe nonyymnna
0OCTyn K HekoTopbiM 13 ee cnctem SCADA. Mapy aHen cnycta rpynna Clop
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https://twitter.com/sloppy_bear/status/1557454760516718593
https://twitter.com/sloppy_bear/status/1557454760516718593
https://www.south-staffs-water.co.uk/news/important-statement
https://www.south-staffs-water.co.uk/news/important-statement
https://www.thameswater.co.uk/network-latest/cyber-hoax
https://www.thameswater.co.uk/network-latest/cyber-hoax
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DESFA

06HOBVNa MHPOPMaLMIO Ha CBOeM caiiTe. 1o HOBbIM CBeAEHVSIM, aTakoBaHa
6bina South Staffordshire PLC, a He Thames Water.

KpynHenwag rasotpaHcnopTHas komnaHug ['peunn DESFA nogtesepania 20
aBrycTa, YTO OHa CTasia XXepTBOWN KMbepaTakim, KOTopas HeraTyBHO ckasanachb
Ha AOCTYMHOCTW HEKOTOPLIX CUCTEM, a TakXe rnpreena K yteuke gaHHbix. [1o
coobLeHnio DESFA, komnaHus NpeBEeHTVBHO OTKJIOUMIa MHOre n3 ceoux UT-
CEepPBUCOB, OCTYMHbIX YepPe3 MHTEPHET, YTOBbI 3aLLNTUTb KIIMEHTCKNE OaHHbIE.

3aTem oHa NpucTynmna K NoCTENEHHOMY BOCCTaHOBEHMIO X
paboTocnocobHocTn. DESFA 3agBumnia, YTO OTNpaBuia CBeAeHNS 06
NHUMOEHTE B nopasaenieHme noamumm no 6opboe ¢ KnbepnpecTyrnneHnsmuy,
HaLVOHanbHOe yrpaBneHe No 3aLmTe AaHHbIX, MUHUCTEPCTBO OBOPOHbI U
MWUHCTEPCTBO 3HEPreTUKM 1 OXpaHbl OKPY>KatoLLel cpeabl. Komnanns caenana
3T0, YTOBbI Pa3pPeLLNTb MHLUMAEHT C MUHUMAaSbHBIMI NOTEPSMN BPEMEHN 1
NoCneacTBUSAMM.

OnepaTopbl Nporpammbl-BeiMoratens Ragnar Locker B3gnm Ha ceb4
OTBETCTBEHHOCTL 3a aTaky, 3agBMB NPU STOM, YTO YKpani y KOMMaHUM->XepTBbI
KOH®UOEHLUMaNbHbIE AaHHbIE. 310YMbILLNEHHMKY ONyBnMKOBanm Ha CBOemM
BbIMOraTeIbCKOM CaliTe CMNCOK SIKOBbI YKpaAeHHbIX CBEOEHUI, a Takke
HeBOoNbLLOM HABOP YKPaAEHHbIX LOKYMEHTOB, MO-BUONMOMY, HE COOEPXaLLNX
KOHPUAEHUMaNbHbIX AaHHbIX. Kpome Toro, rpynna BeIMOraTenemn yTBepXaaeT,
YTO OBHaPYXXKNa HECKONbKO Ys3BMOCTen B cucTtemax DESFA n cooblumna o
HNX ra30TPaHCMNOPTHOM KOMMaHUM — BEPOSTHO, 3TO TOXE BblNo YaCTblO
BbIMOraTEMbCKOW CXEMbI 3T0YMbILLNEHHNKOB. OpraHM3aTopbl aTakn He
nonyunnn ot DESFA oTBeTa.

HoocTHom pecypc Bloomberg 31 aBrycta coobLLm1 06 aTake Ha UTanbSHCKWNA
HedTaHOW rraHT Eni. Mo HenoaTBep XAeHHbIM JaHHbIM 3gaHng, Eni cTana
XKEPTBOW aTaku NPorpaMmM-BbiIMOraTenei.

Eni noareepania BTOPXEHVE 3/10YMbILLIEHHUKOB B €€ KOPNopaTyBHYIO CETb.
Mo coobLeHMO NpeacTaBUTENS KOMMNaHWK, 6riarogaps onepaTrBHOMY
OBHaPY>XEHMIO BTOPXXEHME NMENO He3HaUUTESbHbIE NOCNeacTBns. KomnaHms
yBegomMumna o6 HUMOEHTE UTanbsHCKME BNacTW, KOTOPbIE Havanm
paccnenoBaHve, YTobbl onpenennTb MacluTad aTaku.
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https://www.theregister.com/2022/08/18/clop_ransomware_uk_water/
https://www.theregister.com/2022/08/18/clop_ransomware_uk_water/
https://www.documentcloud.org/documents/22156322-desfa-statement?responsive=1&title=1
https://www.documentcloud.org/documents/22156322-desfa-statement?responsive=1&title=1
https://www.documentcloud.org/documents/22156322-desfa-statement?responsive=1&title=1
https://techmonitor.ai/technology/cybersecurity/desfa-cyberattack-ragnar-locker-ransomware
https://techmonitor.ai/technology/cybersecurity/desfa-cyberattack-ragnar-locker-ransomware
https://techmonitor.ai/technology/cybersecurity/desfa-cyberattack-ragnar-locker-ransomware
https://techmonitor.ai/technology/cybersecurity/desfa-cyberattack-ragnar-locker-ransomware
https://techmonitor.ai/technology/cybersecurity/desfa-cyberattack-ragnar-locker-ransomware
https://techmonitor.ai/technology/cybersecurity/desfa-cyberattack-ragnar-locker-ransomware
https://www.bloomberg.com/news/articles/2022-08-31/hackers-hit-italian-oil-giant-eni-s-internal-computer-network
https://www.bloomberg.com/news/articles/2022-08-31/hackers-hit-italian-oil-giant-eni-s-internal-computer-network
https://www.reuters.com/business/energy/hackers-hit-italian-oil-company-enis-computer-networks-bloomberg-news-2022-08-31/
https://www.reuters.com/business/energy/hackers-hit-italian-oil-company-enis-computer-networks-bloomberg-news-2022-08-31/
https://www.reuters.com/business/energy/hackers-hit-italian-oil-company-enis-computer-networks-bloomberg-news-2022-08-31/
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Hensoldt

Cama komMnaHus He o6Hapo,u,osana HNKa@KNX TEXHNYECKUX OaHHbIX, N1 OCTaeTCH
HEeNn3BECTHbIM, KaK 3J1T0yMblILLIEHHKaM Y4a/10Cb B3/1lOMaThb 3alTY U Kakmne Luenmn
OHU NpecnenoBann.

NT-nHdpacTpyKTypa NPON3BOANTENS SNEKTPOHVKYN 159 OOOPOHHOM
MNPOMbILLNEHHOCTY — KoMnaHum Hensoldt Nexeya France, dpaHLy3cKow
«poukm» HENSOLDT AG, — nana »xepTBoi kmbepaTtaki. [1o cBeaeHnsm
Hensoldt, 3n0yMbILAEHHVKI, BEPOATHO, NONYUAIA LOCTYN K 3HAUNTENbHbIM
obbemam gaHHbIX. YacTb cnucTem bbina 3awmndpoaHa. Hensoldt Havana
KOMMIEKCHOE paccnefoBaHve MHUMOEHTa B TECHOM COTPYOHNYECTBE C
BnacTsaMu. [1o cBefeHNsSM KOMMNaHUn, MHUMOEHT He 3aTpoHyn UT-
NHOPACTPYKTYPY M SaHHbIE OPYTMX KOMMAHWI, BXOOALWMX B XONAmHr Hensoldt
Group.

Elbit Systems

Laderach

Elbit Systems of America, [o4YepHas KOMNaHWS N3PannbCKoro 060POHHOTO
nogpsagunka Elbit Systems, noaresepanna oakT BTOP>XKEHNS Yepes HECKOBbKO
MeC9LIEB MOCNE TOro, Kak rpymnna BoIMoraTenen 3assuna o B3fIoMe CUCTEM
KOMMaHuu. B yBeJOMNEeHV O BTOPXXEHUW, MOAaHHOM B yrpaBfeHe
reHepasnbHOro Npokypopa wrata MaH, KoMnaHNg 3asBUia, YTO BTOPXXEHVE
NPON30LLNO 8 NIOHS 1 BbIIO OBHAPYXKEHO B TOT XXe AeHb. B COOTBETCTBUM C TEM
e yBeJOMINEHNEM, 3aTPOHY Tbl faHHbIE TOMbKO 369 COTPYOHNKOB KOMMaHNN,
BKJIOYas X UMEeHa, agpeca, 4aThl POXOEHWS, AaHHbIE O NPSMOM AernosunTe,
HaLMOHaNbHOCTb 1 HOMepa coupanbHOro ctpaxosaHng (Social Security
numbers). KomnaHus packpbliia MUHUMYM MHPOPMaLn 06 NHUNOEHTE,
COOBLLVB NMLLb, YTO «KTO-TO MbITANCS HAPYLWNTL Knbepnpoueccsl Elbit
America» 1 YTO paccnegoBaHve NPOaOIKaeTCs.

lpynna BbiMoraTenei Black Basta o6b9B11a, YTO 3TO OHa B3nomarna CUCTEMbI
Elbit Systems of America B KOHLe MtoHg. 1o cBefeHnsam ¢ canTta B ceTu Tor,
KOTOPbIN Fpynna UCNosb3yeT O1s pasMeLLeHns nHPopmaumm o6 yTeukax, Bce
yKkpageHHble y Elbit daiinbl BelnoXkeHbl B NyOAnYHbINA 4OCTY.

LLIBeluapckmin nponssoauTenb Wokonaga Laderach noctpanan ot kmbepaTtaku.
CornacHo 3agB/1eHNO KOMMaHUK, Ory6MKOBaHHOM 6 CEHTAbPS, aTaka bbina
ObHapy>XeHa yTpoM 5 CeHTSbps; OHa 3aTPOHYNa NPON3BOACTBO, TOTNCTUKY U
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https://www.marketscreener.com/quote/stock/HENSOLDT-AG-112902521/news/HENSOLDT-AG-French-subsidiary-of-HENSOLDT-AG-targeted-by-a-serious-cyber-attack-41354670/
https://www.marketscreener.com/quote/stock/HENSOLDT-AG-112902521/news/HENSOLDT-AG-French-subsidiary-of-HENSOLDT-AG-targeted-by-a-serious-cyber-attack-41354670/
https://www.marketscreener.com/quote/stock/HENSOLDT-AG-112902521/news/HENSOLDT-AG-French-subsidiary-of-HENSOLDT-AG-targeted-by-a-serious-cyber-attack-41354670/
https://apps.web.maine.gov/online/aeviewer/ME/40/476d065d-c0a4-46ce-9a0c-97f7f9baf732.shtml
https://apps.web.maine.gov/online/aeviewer/ME/40/476d065d-c0a4-46ce-9a0c-97f7f9baf732.shtml
https://www.securityweek.com/defense-giant-elbit-confirms-data-breach-after-ransomware-gang-claims-hack
https://www.securityweek.com/defense-giant-elbit-confirms-data-breach-after-ransomware-gang-claims-hack
https://www.securityweek.com/defense-giant-elbit-confirms-data-breach-after-ransomware-gang-claims-hack
https://laderach.com/eu-en/blog/post/laderach-affected-by-cyber-attack
https://laderach.com/eu-en/blog/post/laderach-affected-by-cyber-attack
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aoMuHUCTpaTVBHble GyHKUMN Laderach. MNprmepHo 3a ase Hegenm KoMnaHum
y4anoch NOYTM NOMHOCTBLIO BO3OOHOBUTL PaboTy.

MNMopTan HoBocTen N3 cdhepbl NHGOPMALMOHHBLIX TEXHONOr Inside-IT
OBHapy>XI/1 B AapKBebe HECKOMbKO NakeToB AaHHbIX 13 ceTu Laderach,
3arpy>KeHHbIX rpynnow BeiMoraTenei Bianlian. INo cnosam knbepnpecTynHMKOB,
3TO daisbl, OTHOCALMECS K BU3HECY KOMMaHWW, Takne Kak ynpaBneH4Yeckas
OOKYMEHTaLMs, CBEOEHNS O PasBUTUM NPOAYKTOB M NEPCNEKTUBHbBIX MPOEKTaXx,
OIO0XKETHOM MNaHMPOBaHM 1 aHANUTIIKE, @ TaKXKe TEXHNYECKE JOKYMEHTbI. Ha
MOMEHT Nyb6mKaumm NpencTaBmTeb Laderach He cmor noaTBepanTb
BaNMOHOCTb AaHHbIX, 3arPy>XEHHbIX Ha PECYPC 3N10YMbILLNEHHVKOB, 1 358U,
YTO KOMMaHNS «ByOeT NPoAo/KaTb OTCNEXMBATb CUTYaLMIO BMECTE C
npencTaBUTENSMU COOTBETCTBYIOLLMX BEAOMCTB — U NPY HEOBXOONMOCTM
CHOBa NMHGOPMUPOBATL BCEX, KOFO 3aTPOHY NHLUNOEHT».

Tata Power

KpynHelwasa sHepreTunyeckas komnanuna Nngum Tata Power Company Limited
14 oKTbpPSa NoATBEPAMIa, YTO NOABEPriach KmbepaTake, KoTopag 3aTPoHyna
ee UT-nHppacTpykTypy. KomnaHus coobumna, YTo Bce He0bXxoaMmble MepbI MO
BOCCTaHOBEHWMIO CUCTEM Y>XXe MPUHSATI, U BCE KPUTUYECKW BaXKHbIE CUCTEMbI
PYHKUMOHUPYIOT. KpoMe TOro, B KayecTBe Mepbl MPeoCTOPOXHOCTN AN
npenoTBpaLLEHNS HECaHKLIVIOHNPOBAHHOIO [OCTYNa 6blv peann3oBaHsbl
OorpaHVyeHns 4ocTyna v npodunakTnyeckme NpoBepKn COTPYOHNKOB A
KSIMEHTOB NMpw paboTe C nopTanamy KOMMaH.

PacnonoxeHHas B Mymbae aneKkTpoaHepreTnyeckas KOMnaHus, BXoaslas B
cocTaB koHrnomepata Tata Group, He onybnrkoBana HUKakux CBEAEHUIN O
XapakTepe U BPEMEHN aTaKW.

lpynna BoIMoraTenen Hive B3gna Ha cebs OTBETCTBEHHOCTb 3a aTaky. Xakepbl
13 rpynnbl Hive yTBep>XgatoT, UTo 3awmdpoBanm cuctemol Tata Power 3
okTa6ps. CoobLleHne 06 aTake NoSBUIOCH Ha caiTe rpynnbl B AapkBebe 24
OKTSABPSA. Xakepbl 3arpy3usiv Ha CBO PECYPC NPUMEPDI YKPaaeHHbIX Galinos,
BKJIOYas OOrOBOPLI O HaiMe, AOrOBOPbLI C MOCTaBLLVIKaMW, IMYHbIE aena
COTPYAHMKOB, AOKYMEHTbI O KOMMEHCALMOHHbIX MakeTax PyKOBOACTBa U Apyrue
cBeneHus.

Hemeukoe raseTHOe nspaTenbCTBO

ATaka nporpamm-BbiMoraTenel Npueena K OTK/IIOUYEHNIO CUCTEM,
MNCNONb3YeMbIX 415 MeYaT HECKOMBbKX HEMELIKMX ra3eT. ATaka HapyLumna
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https://www.inside-it.ch/cyberkriminelle-veroeffentlichen-daten-von-laederach-20221006
https://www.inside-it.ch/cyberkriminelle-veroeffentlichen-daten-von-laederach-20221006
https://www.inside-it.ch/cyberkriminelle-veroeffentlichen-daten-von-laederach-20221006
https://www.inside-it.ch/cyberkriminelle-veroeffentlichen-daten-von-laederach-20221006
https://archives.nseindia.com/corporate/TATAPOWER_14102022190039_SELetter.pdf
https://archives.nseindia.com/corporate/TATAPOWER_14102022190039_SELetter.pdf
https://www.timesnownews.com/technology-science/hive-ransomware-group-claims-responsibility-for-tata-power-data-breach-article-95074638
https://www.timesnownews.com/technology-science/hive-ransomware-group-claims-responsibility-for-tata-power-data-breach-article-95074638
https://www.timesnownews.com/technology-science/hive-ransomware-group-claims-responsibility-for-tata-power-data-breach-article-95074638
https://www.bleepingcomputer.com/news/security/ransomware-attack-halts-circulation-of-some-german-newspapers/
https://www.bleepingcomputer.com/news/security/ransomware-attack-halts-circulation-of-some-german-newspapers/
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U-blox

paboTy MegMNHOIrO XONAMHra, BbiMyCKatoLLEero Takne nsganHns kak Heilbronner
Stimme, Pressedruck, Echo n RegioMail.

'naBHbI pepakTop Heilbronner Stimme 3asBwn, YTO aTaka — aeno pyk
N3BECTHOW KNOEepnpeCcTyNHOM rpynmbl, KOTOpas 3awmndpoBana CUCTEMbI
n3paTenbcTBa BEYEpPOM 14 OKTIOpPS, OCTaBMB 3amniCKm C TPE6OBaHNSMMN O
Bblkyne. bblna co3naHa aHTUKpU3CHas KoManaa, M 9KCnepTbl Mo
Knbepbe3onacHOCTU NPUCTYMN K pacCnefoBaHnio MHUMAOeEHTa. B
paccnenoBaHN TakXe NPUHAN yYacTe NPEeACTaBUTEN NOANLMA
MVHUCTEPCTBA BHY TREHHWX AEN.

U-blox — wBeeiiapckas KoMmnaHus, CosaatoLLas 6eCcnpoBOaHbIE MUKPOCXEMbI
MOZY M AN NOTPEBUTENBCKOrO PbiHKE, aBBTOMOBUIBHON NMPOMBILLIIEHHOCTU U
APYTX MPOMbILLNIEHHBIX OTpacnemn, —28 okTsabps coobLumna, YTo OHa
nogBeprinach atake BPeAOHOCHbIX MPOorpamMM-BbiIMOraTenei, kKotTopas bbina
OBHapy>keHa 1 3ab1oKMpoBaHa 24 OKTAOPS.

ATaka Bbl3Bana cbou B HECKONMbKMNX BHYTPeHHUX VT-cructemax. KomnaHums
3asBKNa, YTO HU KNIMEHTCKME AaHHble, HW MHTENNEKTyalbHas COGCTBEHHOCTb HE
ObII1 CKOMMPOMETUPOBAHbI, MPOV3BOACTBO HE NOCTPAanaso,  BOCCTaHOBMEHME
naeT NonHbIM xoooM. Knbepataka ckasanacb Ha OCTYNHOCTU cucTemMsl ERP
(NNaHMpOBaHWS PECYPCOB MPEANPUSATIS), YTO MO0 MOCNY>XXUTb NPUYNHOMN
3a0EepP>XXKN OTTPY3OK.

KomMnaHus npriBnekna BHELLHMX 9KCMepTOoB Mo Knbepbe3onacHOCTV Ans
y4yacTus B MPOBEAEHNM BCECTOPOHHErO KPUMUHANUCTNYECKOrO aHanmsa
NHUMAEeHTa. YTo6bl 06ecneynTb fanbHelwee CHXKEHME YPOBHS puycka s
KSIMEHTOB, COTPYAHVKOB 1 KOMMaHWW B LLEeSIOM, COBCTBEHHbIE 1 BHELLHNE
3KCrMepTbl NOArOTOBUAN NNaHbl 06ecneyeHns 6e30nacHOCT 1 MUHMMU3aLMA
pucka. Kpome Toro, KomnaHus 3apyunniack NOAAEPXKKON MECTHbIX BNacTel,
YTOBbI OBEeCneunTb AanbHelLLee paccnenoBaHme aTak 1 HakasaHe BUHOBHBIX.

Richard Wolf

Mpons3soanTenb MeanLUMHCKOro obopyaoBaHus Richard Wolf nogseprcs
KnbepaTake B Hauane Hosbps. CornacHo npecc-pennay KOMMnaHum, ee AaHHble
Obinn 3awndpoBaHbl. [TouTK Yepes TpY Hegenm Nocne MHUMAEHTa KOMMaHMs
3a9BK1a, YTO NOYUTU BCE OrpaHNYeHNs Ha NCMOb30BaHVe TeNnedOHHbIX
CEepPBMCOB W MOYTOBbIX akKayHTOB CHATbI. OX1OanocCh, YTO K KOHLLY Hegenm
OyneT 3aBepLUeHa paboTa No BOCCTaAHOBEHNIO paboTocnocobHoCcTn T -
CUCTEM KOMMaHWW.
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https://www.stimme.de/regional/region/cyberangriff-auf-die-heilbronner-stimme-art-4689056
https://www.stimme.de/regional/region/cyberangriff-auf-die-heilbronner-stimme-art-4689056
https://www.stimme.de/regional/region/cyberangriff-auf-die-heilbronner-stimme-art-4689056
https://www.stimme.de/regional/region/cyberangriff-auf-die-heilbronner-stimme-art-4689056
https://www.u-blox.com/en/u-blox-fends-off-ransomware-cyberattack
https://www.u-blox.com/en/u-blox-fends-off-ransomware-cyberattack
https://www.richard-wolf.com/en/company/news-press/news-press-detail/cyberangriff-auf-richard-wolf-gmbh-kommunikation-voruebergehend-stark-eingeschraenkt
https://www.richard-wolf.com/en/company/news-press/news-press-detail/cyberangriff-auf-richard-wolf-gmbh-kommunikation-voruebergehend-stark-eingeschraenkt
https://www.richard-wolf.com/en/company/news-press/news-press-detail/cyber-attack-on-richard-wolf-gmbh-restrictions-on-communication-have-been-largely-reduced-logistics-gradually-return-to-normal-operations
https://www.richard-wolf.com/en/company/news-press/news-press-detail/cyber-attack-on-richard-wolf-gmbh-restrictions-on-communication-have-been-largely-reduced-logistics-gradually-return-to-normal-operations
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Uponor

KomnaHus npmenekia BHELHMX 3KCNEPTOB MO KOMMbIOTEPHOW KPUMUHANNCTUKE
015 obecneyeHns Knbepobe3onacHOCTY CBOVX cncTem. [No 3agsneHunto Richard
Wolf, komnaHws B nocnegHve rofbl roToBuiach IMEHHO K TaKOMY CLeHapWio:
NPVHMMana TEXHNYECKE N OPraHn3aLMOHHBIE MepPbI, HaHMana NPodubHbIX
CreumanncToB, NPOBOAMAa TRPEHNHI 019 CBOEro nepcoHana 1 3agencreoBana
BHELLUHMX KOHCYNbTaHTOB. [1ocne ataku 6binv HeEMeL1eHHO
NPONHOOPMUPOBAaHBLI BCE KOMMETEHTHbIE OpPraHbl, NOCTaBLUMKW, KPYMHbIE
KNMEeHTbl 1 NepcoHan. KomnaHus He oTBETUNa Ha TPeboBaHNS O BbiKyMe.

DUHCKMIA NPON3BOANTESNb CaHTEXHNYECKOro 060pyaoBaHuns Uponor o6b581/1 B
npecc-pennae, YTo CTasn XXepTBOW aTaky NporpamMmM-BbIMOoraTenen,
OBHapy>XeHHo 5 HoAbpPS. PaccnenoBaHme nokasaso, YTo pe3ynbTaToOM aTaky
CTana TakxXe Kpaxka QaHHbIX, OTHOCSLLUMXCS K COTPYOHMKaM, KNMeHTaMm 1
napTHepam Uponor. Mo ceegeHmsam Uponor, yKpaaeHHble AaHHbIE He
ony61KOBaHbI Ha OBLLIEAOCTYMHbIX PECYPCaX.

Cpaasy e nocne aTtakv KOMMaH1s NpyHsIa Mepbl Mo paccnefoBaHNo U
NCNPaBeHNIO CUTYaLUWK. B 4acTHOCTW, B KauecTBe Mepbl MPEAOCTOPOXHOCTH
BbIN OTK/IFOYEHBI BCE CUCTEMBI 1 MPOV3BOACTBEHHbBIE MOLLIHOCTY KOMMaHWW.
Yepes Hegento rnocne oTkItoYeHs CUCTEM Havanochb X BO3BPAaLLEHME K
HopPManbHOMY PYHKLIMOHMPOBAHWIO, U B TEYEHWE Heae i MoCTaBKM Bbln
BO306HOB/EHbI BCEMI NoapasaeneHaMy komnanun. lNMocne atoro Uponor
nocTaBuna nepen coboi 3afgadvy BEPHYTb MPON3BOONTENIBHOCTb K YPOBHSM,
npeaLwecTBYOLWMM aTake, 06ecrneyrB Npy 9TOM 3aLLMTY CUCTEM KOMMaHWM.

Maple Leaf Foods

Kanapckuin npoussogmTenb NpoaykToB nuTaHnsa Maple Leaf Foods 6 Hos6ps
ony6nMKoBan 3agB/eHE O TOM, YTO Y HEro NpomnsoLLen coor B paboTe cucTem
B CBS3M C MHLUMOEHTOM KnbepbesonacHoCTU. KoMmnaHus coobLumna, YTo BBena B
OeNCTBME NnaHbl Mo obecneyeHnto becnepeboHom PaboThl 1 PaboTaeT Hafg,
BOCCTAHOBJ/IEHMEM 3aTPOHYThIX MHLUMAEHTOM cnucTtem. OXimnaanoch, YTo MosHoe
BOCCTaHOB/EHME PaboTOCNOCOOHOCTM CUCTEM NOTPEDYET BPEMEHN 1 ByAeT
COMPOBOXAATbCSA HEKOTOPbLIMY CO0GMM B GYHKLIMIOHMPOBAHN CUCTEM U
cepBucoB. [Nocne Nyonrkaumm 3Toro 3asBeneHns rpynna BeiMorateneit Black
Basta B3g51a Ha cebs OTBETCTBEHHOCTL 3a aTaky 1 ynomaHyna Maple Leaf
Foods kak ogHy 13 cBoux XXepTB. [pynna onyb6nmkoBana HECKOSbKO
CKPVHLLOTOB TEXHMYECKMX OKYMEHTOB, GUHAHCOBbLIX CBEAEHWI 1 OPYTNX
KoprnopaTyBHbIX PaliioB, YTOObI MoKa3aTb, YTO OHa OENCTBUTENbHO NOy4Ynnia
pocTtyn k cuctemam Maple Leaf Foods.
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https://www.uponor.com/en-en/a-cyber-security-attack-against-uponor
https://www.uponor.com/en-en/a-cyber-security-attack-against-uponor
https://www.uponor.com/en-en/a-cyber-security-attack-against-uponor
https://www.uponorgroup.com/en-en/ir-news/2022/evidence-of-a-data-breach-resulting-from-the-ransomware-attack-on-uponor-the-company-is-making-progress-on-operations-recovery
https://www.uponorgroup.com/en-en/ir-news/2022/evidence-of-a-data-breach-resulting-from-the-ransomware-attack-on-uponor-the-company-is-making-progress-on-operations-recovery
https://www.uponorgroup.com/en-en/ir-news/2022/profit-warning-uponor-withdraws-its-guidance-for-2022-following-the-cyber-attack
https://www.uponorgroup.com/en-en/ir-news/2022/profit-warning-uponor-withdraws-its-guidance-for-2022-following-the-cyber-attack
https://www.mapleleaffoods.com/news/system-outage-linked-to-cybersecurity-incident/
https://www.mapleleaffoods.com/news/system-outage-linked-to-cybersecurity-incident/
https://www.securityweek.com/ransomware-gang-takes-credit-maple-leaf-foods-hack
https://www.securityweek.com/ransomware-gang-takes-credit-maple-leaf-foods-hack
https://www.securityweek.com/ransomware-gang-takes-credit-maple-leaf-foods-hack
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Sargent & Lundy

Sargent & Lundy — umkarckas CTpouTenbHas N MHXUHUPUHIoBas pupma,
CNpOeKTUpOBaBLLas COTHM anekTpocTaHuuii B CLLA, nogseprnack kmbepaTake.
B pesynbTaTe BTOpXXeHUS, NponsoLueawero 15 okTaops, 310yMbILLIEHHNKINA
yKpanm U3 CUCTeM KOMMaHUM nepcoHasnbHble gaHHble. [1o ceepeHnam Turke &
Strauss — ropuanyeckon prpmbl, KOTopasd onybnmkosana 8 nekadbps OT UMEHN
KOMMaHWUW yBELOMIIEHVE O BTOPXEHUW, — YTEeUKe, BOSMOXHO, NMOABEPrINCh
MMEeHa 1 HoMepa coLanbHOro CTpaxoBaHns bonee yem 6 200 pursnyeckmx
nn,. CornacHo AOKYMEHTY C OncaHeM B3/TOMa, KOTOPbIA €CTb B
pacnopsxeHnn CNN, y4aCTHVKM paccrnefoBaHNs BHUMAaTENbHO OTCeXVBanu
dopyMbl B AAPKHETE Ha NpeaMeT YKpaaeHHbIX B XOA4E aTakm AaHHbIX U
aTpubyTupoBany aTaky rpynne BoivoraTtenen Black Basta.

JAKKS Pacific

Fruttagel

AmepurkaHckuin nponassoanTens nrpyLek JAKKS Pacific 8 nekabps 6bin
aTakoBaH NporpamMmMamMmn-BbiIMoraTensgmMu, KOTopble 3alndpoBanv ero cepaepbl.
KomnaHusa HaHsina akecnepToB Mo Knbepbe3onacHOCTU A9 pearnpoBaHng Ha
NHUMOEHT N BOCCTAHOB/EHNS CEPBEPOB. TakxXe KOMMaHus B CepeamHe nekabps
nogana AokyMeHTbI, nogTeepxxaatome ¢akT nHumaeHTa, B Kommccuo CLUA no
LeHHbIM BymMaram 1 bup>xkam. CornacHoO 3asBNeHNIO KOMMaHWW, CPeAn AaHHbIX, K
KOTOPbLIM 310YMBbILLAEHHNKN HE3AKOHHO MONYYNNn SOCTYM, MOXET
NPWCYTCTBOBAaTbL NNYHag MHGopMaLmg (BKIOYag MMEHa, NEKTPOHHbIE agpeca,
NOYTOBbIE aapeca, HAMBUAYaNbHbIE HOMEePa HanoronaTeNbLMKOB, a TakxXe
BaHKOBCKME PEKBU3NTBI PUBNYECKIMX U FOPUANYECKNX JNLL).

[Be pasHbIx rpynnbl BoivoraTenein — Hive 1 BlackCat — B3snn Ha cebs
OTBETCTBEHHOCTb 3a aTaky 1 onybnnkoBanu gaHHble, ykpageHHole y JAKKS
Pacific. Hive 6bina nepsoin — oHa onybnukosana KpageHHble ceeneHns 19
nekabps. BlackCat nocneposana ee npumvepy 28 nekabps, onyonnkosas
CKPVIHLLIOTbI C MHMOPMALIMEN Ha CBOEM CalTe oNg YKPaAEHHbIX AaHHbIX.
MpencTaBuTeNb rpynnbl BoiMoratenen Hive cooblumn DataBreaches, yto obe
rpynnbl Kynnav AOCTYM K CETU KOMMNaHUM Y Bpokepa NepBOHaYanbHOro oocTyna
I [OrOBOPUIINCL NOOENNTb BblKy B pa3mepe 5 MUIIMOHOB A0N1ap0oB, 04HaKO
KOMMaHWs oTkasanach NAaTuUTb BbIKyM 1 HE NOLLa Ha Neperosopbl.

NTanbsHcKmin Npon3soamMTeb NPOAYKTOB NMUTaHWS 1 HaNnUTKOB Fruttagel
nopseprcs knoepatake 11 nekabps. B pesynbtate atakm 6biam YacTUYHO
CKOMMPOMETUPOBaHbI MHGOPMALIMOHHBIE CUCTEMbI KOMMaHNM.
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https://www.turkestrauss.com/2022/12/08/sargent-lundy-data-breach-investigation/
https://www.turkestrauss.com/2022/12/08/sargent-lundy-data-breach-investigation/
https://edition.cnn.com/2022/12/27/politics/hackers-data-utilities-ransomware-sargent-lundy/index.html
https://edition.cnn.com/2022/12/27/politics/hackers-data-utilities-ransomware-sargent-lundy/index.html
https://www.jakks.com/investors/news.php
https://www.jakks.com/investors/news.php
https://www.jakks.com/investors/sec-filings.php
https://www.jakks.com/investors/sec-filings.php
https://www.databreaches.net/double-trouble-for-jakks-pacific-double-locked-by-two-ransomware-groups/
https://www.databreaches.net/double-trouble-for-jakks-pacific-double-locked-by-two-ransomware-groups/
https://www.ilrestodelcarlino.it/ravenna/cronaca/fruttagel-ha-subito-un-attacco-informatico-danni-ingenti-per-lazienda-1.8384126
https://www.ilrestodelcarlino.it/ravenna/cronaca/fruttagel-ha-subito-un-attacco-informatico-danni-ingenti-per-lazienda-1.8384126
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EPM

CornacHo 3asBeHMIO KOMMaHWK, onybnnkKoBaHHOMY MECTHOW ra3eTon,
Fruttagel HemenneHHO 3a4eCTBOBaNa BCe NPeayCMOTPEHHbBIE YPE3BbIYaHbIE
MEpbI, ICNOMNb3YS SKCNEPTHbIE 3HaHMS Kak COBCTBEHHbIX COTPYOHNKOB, Tak 1
BHELLHX CNEeLManncToB No kKnbepobesonacHocTn. OgHaKo KOMMaHum He
y0anoch n3bexaTb Cepbe3HbIXx C60EB B MPOM3BOACTBEHHOM MPOLIECCE U, Kak
cnencrsne, BPEMEHHOW HEBO3MOXXHOCTW OTIPY>KaTb NPOAYKLMIO
noTpebuTensm.

MNocne nyonrkaummn 3asBneHs KOMNaHUn rpynna BbiMoraTenen
BlackCat/ALPHV po6asuna Fruttagel K cBoemy cnncky »XepTB, yTBEpP>XAas npu
3TOM, YTO UMeeT gocTyn K 720 b kopnopaTvBHBbIX AaHHbIX, BK/HOYas
dUHAHCOBYIO MHOOPMALMIO, KOHTPAKTbI 1 3HaUNTENbHbIE O6BEMbI OPYTNX
OaHHbIX.

B nexkabpe konymbuiickas KOMMyHanbHas komnaHusg Empresas Publicas de
Medellin (EPM) noggepriace atake NporpamMmM-BbIMOraTene, KoTopas
HapyLUnia paboTy KOMMaHU 1 NprBena K OTKTIIOYEHNIO ee OHNalriH-CEePBUCOB.
CoTpyOHVIKL NONYYNIN yKasaHne paboTaTb AoMa, MOCKObKY VT-crucTemsl
KOMMaHn1 noTepsnn paboToCNOCOBHOCTb.

pynna BbiMoraTenen BlackCat, nssectHasa Takoke nog nveHem ALPHV, B3ana
Ha cebg OTBETCTBEHHOCTb 3a 3Ty aTtaky. [locne o6Hapy XeHVS YAACKAM
nccnepoBaTenemMm 6e30mnacHOCT HOBOro obpasua cosgaHHoro BlackCat
NHCTPYMEHTA Kpaxku AaHHbIX ExMatter, KoTopebli 6bin 3arpysxeH 1s Konyméun
Ha caT AN aHann3a BPeAOHOCHbIX 06pasL/OoB, bbbl HalaeHbl HOBbIE
CBMOETENBbCTBA TOro, YTO XaKepbl, BEPOSATHO, yKpanm BO BpemMs aTtakm Ha EPM
JOCTaTOYHO BONbLUOY O6bEM OAHHbIX.

BapuaHT ExMatter, 3arpy>eHHbili Ha cepep 13 Konymbum, oTnpaensn AaHHbIe
Ha He3aLLMLLEHHbI YOaneHHbI CepBep, Ha KOTOPOM dalinbl XPaHUICH B
nankax ¢ pasnu4yHbIMY MeHaMW, HaunHaloWMNCS ¢ «EPM-». 9To nvena
KOMMbIOTEPOB, COOTBETCTBYIOLLME CXEME MMEHOBAHNSA KOMMbIOTEPOB,
ncnonbdyemoi Empresas Publicas de Medellin.

Thyssenkrupp

Hemeukunin nponssoanTenb NPOMBILLNEHHbIX cUcTeM 1 cTanu Thyssenkrupp
nocTpagan oT knbepataku. Cny>xb6a 6€30nacHOCTM KOMMaHUM ObHapyXxuna
NHUMOEHT Ha paHHEM 3Tane, 1 3/10yMbILUIEHHVIKAM HE Y0an0Cb HAHECTI
3HauUNTENbHBIN YPOH. ATaka 3aTpOoHya 1Llb HEKOTOpPbIE cermeHTbl VT-
nHdpacTpykTypbl ThyssenKrupp, Bktouas nogpasneneHne Materials Services
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https://twitter.com/FalconFeedsio/status/1611947709094854656
https://twitter.com/FalconFeedsio/status/1611947709094854656
https://www.financecolombia.com/epm-falls-victim-to-ransomware-attack/
https://www.financecolombia.com/epm-falls-victim-to-ransomware-attack/
https://twitter.com/EPMestamosahi/status/1602665747615997953
https://twitter.com/EPMestamosahi/status/1602665747615997953
https://www.bleepingcomputer.com/news/security/colombian-energy-supplier-epm-hit-by-blackcat-ransomware-attack/
https://www.bleepingcomputer.com/news/security/colombian-energy-supplier-epm-hit-by-blackcat-ransomware-attack/
https://www.bleepingcomputer.com/news/security/colombian-energy-supplier-epm-hit-by-blackcat-ransomware-attack/
https://www.bleepingcomputer.com/news/security/colombian-energy-supplier-epm-hit-by-blackcat-ransomware-attack/
https://www.bleepingcomputer.com/news/security/colombian-energy-supplier-epm-hit-by-blackcat-ransomware-attack/
https://twitter.com/1ZRR4H/status/1603601891090485249
https://twitter.com/1ZRR4H/status/1603601891090485249
https://www.barrons.com/news/germany-s-thyssenkrupp-hit-by-cyberattack-01671553809
https://www.barrons.com/news/germany-s-thyssenkrupp-hit-by-cyberattack-01671553809
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CMMC

N LWTab-KBaPTUPY KOMMaHWN. KOMNaHNS He HaLLna HUKaKNX YK, YKa3blBatoLLWX
Ha TO, YTO ee AaHHbIE BbINM YKpaneHb! UM N3MeHEHbI. BO3MOXHOCTb TOro, YTo
ApYyrvie CErMeHTbl 1 NOAPa3aeNeHNs 3aTPOHY Thl aTakKOoW, TaKXKe 1CK/IoYeHa.

KomnaHus onepaTrBHO co3gana aHTUKPUSUCHYIO KOMaHAY A9 paccrenoBaHuns
NHUMOEHTA 1 NNKBUAALWMW ero nocneacteui. MNpeactasntenn Thyssenkrupp
COOBLLNM XXYPHANMCTaM, YTO 3@ aTakom CTOUT OpraHn3oBaHHas
NPECTYNHOCTb, HO HE YTOUYHWN, Bblna N 3TO aTtaka BPegOHOCHbIX MPOorpamMm-
BbIMOraTenen. Tem He MeHee, BCe yKasblBaeT IMEHHO Ha Takow TN aTakuy,
MOCKOSbKY 3a MOoCefHne HECKOMbKO NeT Thyssenkrupp HECKOMbKO pa3s
nogsepranacb atakam rpynn BeiMoratenen, skitodas Netwalker.

Komnarus Canadian Copper Mountain Mining Corporation (CMMC) o6b98u1a,
YTO NoABeprnach atake nMporpamMmM-BbiMoraTenei, KoTopas NPomn3oLuna
Beuepom 27 pekabps. T-komaHaa KoMNaH1mM onepaTmMBHO OTpearnpoBana Ha
WHUMOEHT, BBEAS B AENCTBME 3apaHee OnpeaeneHHbIe CUCTEMb YNpaBneHns
pyUcCKaMm 1 NPOTOKOSbI. YToObI nokanmsosaTb nHumaeHT, CMMC nsonmposana
3apaXkeHHble CUCTEMbI, YTOObI BHUMATENBHO N3YUYNTb UX 1 ONMPEAENNTD YLLEPO
oT aTaku BeimoraTteneit. ViHxxeHepbl CMMC 66111 BblIHY XX AEHbI B KAYeCTBe
MPEBEHTVBHOM Mepbl OCTaHOBUTb 3aBOA, UTOObI OLLEHUTb COCTOSHME €ro
CUCTEMbI YNPaBNEeHNS, a ApYre NpoLecChl 6binv NepeBeaeHbl Ha PyyHoe
ynpasneHue.

CornacHo 3asBneHuto, B npouecce paccnenosaHng nHumaeHta CMMC
CTPEMUNACh HANTN UCTOYHKK aTaku, paboTas B KOHTAKTE C KOMMETEHTHbIMM
opraHami. B 3agBNeHNN yTOUHSETCS, YTO MHUMOEHT KN6epbe30nacHOCTY He
NOCTaBW/ MO, Yaap Mepbl obecrneyeHns GyHKLMOHaNbHOM 6e30nacHOCT 1 HE
BbI3Bas H/KAKOrO YyLLepba a9 oKpyKatoLLeln cpeabl. KomnaHusa paccmaTpuBana
B KA4YeCTBe rMaBHbIX MPUOPUTETOB CKOPENLLIEE BO3BPALLEHNE K HOPMAaIbHOMN
paboTe N MUHUMMN3aUMo GUHAHCOBOTO yLLepba OT MHUMAOEHTA.

JlnccaboHckuii nopTt

JlInccaboHckmi NopT CTan MULLEHbBIO KnbepaTakm 25 aekabps. B cootBeTCcTBUM
C 3asBfeHVEM, ONyONMKOBaHHbIM B MECTHOW raseTe, ataka He NoBAvsia Ha
OnepaumoHHYIO AeaTenbHOCTL NopTa. Bce npoTokonsl 6e30nacHOCTY 1 Mepbl
pearnpoBaHuns, 3arniaHNPOBaHHbIE Ha ClyYall NoA06HbIX CUTYaLMIA, Bbln
ornepaTVBHO BBEAEHbI B AENCTBYE; MPY 3TOM CUTYaLMIO OTCNEXBaNu
HaumoHanbHbI LLEHTP Knbepbe30nacHOCTY 1 yronoBHas nonmums. Cant
KOMMaHM Ha MOMEHT NyBnunKaLmm 3asBneHns Obin HeOOCTYMNEH.
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https://industrialcyber.co/news/two-thyssenkrupp-divisions-targeted-in-cyberattack-though-no-data-breached/
https://industrialcyber.co/news/two-thyssenkrupp-divisions-targeted-in-cyberattack-though-no-data-breached/
https://www.ruhrnachrichten.de/regionales/hackerangriff-thyssenkrupp-essen-organisierte-kriminalitaet-hacker-wirtschaft-w675874-2000701919/
https://www.ruhrnachrichten.de/regionales/hackerangriff-thyssenkrupp-essen-organisierte-kriminalitaet-hacker-wirtschaft-w675874-2000701919/
https://securityreport.com/thyssenkrupp-suffers-ransomware-attack-for-the-third-time/
https://securityreport.com/thyssenkrupp-suffers-ransomware-attack-for-the-third-time/
https://cumtn.com/investors/press-releases/2022/copper-mountain-mining-subject-to-ransomware-attac-4881/
https://cumtn.com/investors/press-releases/2022/copper-mountain-mining-subject-to-ransomware-attac-4881/
https://cumtn.com/investors/press-releases/2022/copper-mountain-mining-subject-to-ransomware-attac-4881/
https://www.publico.pt/2022/12/26/sociedade/noticia/porto-lisboa-alvo-ataque-informatico-crime-nao-comprometeu-operacoes-2032713
https://www.publico.pt/2022/12/26/sociedade/noticia/porto-lisboa-alvo-ataque-informatico-crime-nao-comprometeu-operacoes-2032713
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MOL

29 nekabps rpynna BoiMoratenei LockBit nogTeepanna, Yto ocyuwecTemnna
aTaky Ha nopT, NoATBEPAMB Kpaxy PUHAHCOBbBIX 1 ayANTOPCKMNX OTYETOB,
OIOOKETHBIX CBEAEHMI, LOrOBOPOB, CYA0BbIX XYPHaN0B 1 OPYTrMX CBEAEHUIN O
rpy3ax 1 CyooBbIX KOMaHgax cynos. [pynna noobewana onybnmkoBaTh BCe
yKpageHHble B XoAe aTtaku daiisibl, ECNn X TPebOBaHNS O BbinnaTe Bbikyna B
pa3smMepe NoayTopa MAMIMOHOB JONIApPOB He OYAyYT BbIMOHEHDI.

Benbruncknin asTonponssoanTens 1 nocTaswyk 3anyacten MOL Cy nogseprcs
KnoepaTtake. CornacHoO KOPOTKOMY COOBLLEHNIO Ha CaliTe KOMMNaHMY, OHa cpasy
K€ coobLUMna 06 MHUMOEHTE KOMMETEHTHbLIM OpraHam. bbino Takxke peLeHo
HemMenIEHHO NPUBErHy Tb K MOMOLLIM CNeLan3npOBaHHOM BHELLHEN KOMMaHWN.
B coobLeHn roBopuTcs, UTO «MacluTabbl aTakn Tenepb U3BECTHbI, 1 KOMaHAa
OEeNnaeT BCe BO3MOXXHOE /151 CKOPEWLLEro BO3BpaTa K HOpMasibHOW paboTe» 1
«C KOMMaHWe CHOBa MOXHO CBA3aTbCH MO TENePOHY, a dNeKTPOHHag NoyuTa
TOXe 3apaboTaeT B bnvkariee BpeMs». [pynna BoiMoratenen Royal
pasmvecTria MHOOPMaLMIO O KOMMaHUM N YKpagaeHHble y Hee dalinbl Ha CBOEM
cainTe ans KpaaeHHbIX OaHHbIX B ceTu Tor.

Sumitomo Bakelite North America

Sumitomo Bakelite North America — amepuKaHckas «go4ka» SroHCKOro
Npon3BOANTENS NNAacTVKa — coobLmna B obuLmanbHOM 3a9BIEHNY, YTO CTana
XXEPTBOW KnbepaTaku. KomnaHns onepaTriBHO coobLuna 06 MHUMAEHTE
aMepVIKaHCKVIM KOMMETEHTHbIM OpraHaM 1 OpraHn3oBana paccnenoBaHme ¢
Lie/1blO BbISICHUTb MOAPOBHOCTM aTak M MacLuTabbl ee NoCNeacTBUIA.

HouepHas komnaHung B CLLUA B NONHOM Mepe COTPYOHNYaET C KOMMNETEHTHBIMM
opraHamu CTpaHbl B CBS3M C AaHHbIM MHUMAEHTOM. KOMMNaHmeln y>ke 6blimn
MNPUHATHI Mepbl 6€30MacHOCTN, OAHAKO MO criegam AaHHOrO MHUMAEHTa OHa
NepecMOTPUT U YCUNNT CBOW CYLLECTBYIOLLME NOUTUKN, CBA3aHHbIE C 3aLLTON
n obecneyeHnem 6esonacHocT. OTBETCTBEHHOCTb 3a aTaKy B3s/1a Ha cebd
rpynna BbimoraTenen BlackCat/ALPHV.

Bionnetenun CISA

ATakm BbimoraTenein Zeppelin

®depepanbHoe bropo paccnenoBaHnii (PEP) n AreHTcTBO No
KnoepbesonacHocTu 1 6esonacHocTn nHdpacTpykTypbl CLLA (Cybersecurity
and Infrastructure Security Agency, CISA) BbinyCTiv COBMECTHbIN bronneTteHb
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https://therecord.media/port-of-lisbon-website-still-down-as-lockbit-gang-claims-cyberattack/
https://securityaffairs.com/140137/cyber-crime/lockbit-group-port-of-lisbon.html
https://therecord.media/port-of-lisbon-website-still-down-as-lockbit-gang-claims-cyberattack/
https://www.molcy.com/en/
https://www.molcy.com/en/
https://www.redpacketsecurity.com/royal-ransomware-victim-mol/
https://www.redpacketsecurity.com/royal-ransomware-victim-mol/
https://www.redpacketsecurity.com/royal-ransomware-victim-mol/
https://www.redpacketsecurity.com/royal-ransomware-victim-mol/
https://www.sumibe.co.jp/topics/2022/pdf/1201_01.pdf
https://www.sumibe.co.jp/topics/2022/pdf/1201_01.pdf
https://www.redpacketsecurity.com/alphv-ransomware-victim-sumitomo-bakelite-usa/
https://www.redpacketsecurity.com/alphv-ransomware-victim-sumitomo-bakelite-usa/
https://www.redpacketsecurity.com/alphv-ransomware-victim-sumitomo-bakelite-usa/
https://www.cisa.gov/uscert/ncas/alerts/aa22-223a
https://www.cisa.gov/uscert/ncas/alerts/aa22-223a
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Knbepbe3onacHOCTU ANS PacnpPOCTPaHEHUS U3BECTHbBIX MHONKATOPOB
KOMMNpOMeTauun 1 CBEAEHWIN O TaKTUKaX, TEXHMKAX 1 NpoLeaypax rpynmb
BbIMOraTenen Zeppelin, CBa3aHHbIX C BapraHTaMm BPELOHOCHbIX MPOorpamMmm-
BbIMOraTene, 0bHapy>XeHHbIX B MpoLecce NpoBeneHns paccnenosaHunin ObP,
nocnegHee 13 KOTopbIx gaTupyetcs 21 noHs 2022 roga.

BpepoHocHas nporpamMmmMa-BbiMoraTens Zeppelin «Bbipocna» N3 HanmcaHHoro
Ha Delphi cemeicTsa BpegoHocHoro 10 Vega v paboTaeT no cxeme
«BbIMOraTenu kak cepsucy» (Ransomware as a Service, RaaS). C 2019 roga no
KakK MUHUMYM MtoHb 2022 rofa 3510y MbILLIEHHK UCMOSb30Ban 3TO
BpenoHocHoe MO gng aTtak Ha LWMPOKWA KPYT KOMMaHMIA 11 OpraHN3aLmin
KpUTNYECKON NMHDOPMALIMOHHON MHPPACTPYKTYPbI, BKIKOUas O6OPOHHBIX
NoAPSAYNKOB, OBPA30BaTENbHBIE YUYPEXAEHMS, MPON3BOLACTBEHHbIE U
TEXHONOrMYeCKne KOMMaHnm 1, B OCOBEHHOCTI, OpraHn3aumin
30paBOOXPAHEHNS N MEOVLVHDI.

OnepaTtopsbl Zeppelin nonyyaoT OCTYMN K CETAM XEPTB, NCMNONb3Yy4
ya3BuMocCTU B RDP, ya3BnMoCTU B ceTeBblx akpaHax SonicWall n duwmHrosble
paccbinki. [10 passepThiBaHNS NPOrpaMM-BbiIMoraTenen Zeppelin
3MOYMBILLNEHHUKN TPaTAT OAHY-ABE HeAEeM Ha MOCTPOEHNE KapTbl U CXEMbI
CeTW XXEPTBbI, BbIIBNSAS MECTa XpaHeHWs faHHbIX, BKItoYas 0bnayHbIe
XpaHunuLa 1 ceTesble pesepBHble Konun. [Npexae Yem npucTynnTb K
LWUNPPOBAHIO, 3N0YMbILLNEHHVKW, UCNONb3Yytowme Zeppelin, cnveatoT dainbl C
KOH®UAEHLMANbHLIMM SaHHBIMY KOMMaHWN, YTOObI METb BOSMOXHOCTb
npofaTh U onybnmMKoBaTb AaHHbIE B Cllydae eCniv XepTBa OTKaXXeTCs NNaTuTb
BbIKYT.

ATakun rpynnbl BbimoraTtenemn Hive

CISA (AreHTCcTBO Mo KnbepbesonacHOCTU 1 6e30MacHOCTU MHPPACTPYKTYPbI
CLLA) coBmecTHO ¢ DBP (PenepasnbHbiv 610p0o paccnenoBaHuin)
MUHUCTEPCTBOM 3apaBooxpaHeHust CLUA (Department of Health and Human
Services, HHS) onybnvkoBanm COBMECTHbIN bronineTeHs 6e3onacHocT 06
aTakax rpynnbl BoiMoraTenei Hive Ha opraHMsaummy U3 WnpoKoro Kpyra
NHPPACTPYKTYPHbIX CEKTOPOB, BK/IKOYas rOCYAapCTBEHHbIE MPEANPUATHIS,
TENEKOMMYHMKaLMN, CEKTOP KPUTUYECKI BaXXHOIO NPON3BOACTBA,
NHPOPMALIMOHHBIE TEXHOIOTN 1, B OCOBEHHOCTW, 300aBOOXPaHEHNE.

B 6ronneTeHe npencTaBneHbl U3BECTHbIE MHAVKATOPbLI KOMMPOMETaLM U
TaKTVKN, TEXHVIKM 1 Npouenypbl rpynnbl Hive, BbisBNeHHbIE B pe3ynbTaTte
paccnepoBaHunin ®BP B neprop oo Hoa6psa 2022 roga. CoobLiaeTcs, YTo
rpynna BoiMoraTenen Hive nonyunna 6onee 100 munnmoHos gonnapos CLLUA B
KayecCTBe BblKyrna OT aTakOBaHHbIX OpraH3aLuii.
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Vicnonb3yemble rpynnon MeETOAbI NePBOHaYaIbHOrO BTOPXXEHNS BKITKOYaOT
0AHOMaKTOPHbIN BXOL, B cuctemy yepes RDP, VPN v gpyrvie npoToKonbl
yAaneHHoro nogxktoyeHns. B HeKOTOPbIX Cyyasx 3M0YMbILUAEHHVKaM N3
rpynnbl Hive ygaBanocb 060MT1 MHOrodakTOPHYIO ay TEHTUDUKALLIO 1
NoNyunTb 4OCTYN K cepBepam FortiOS 6narogaps CNob30BaHNIO
yazsumMmocT CVE-2020-12812. OTa ya3BMMOCTb MO3BOMSET 3/1I0YMbILLIEHHNKY
BOWTU B CUCTEMY, HE MOMyYas 3anpoca Ha BTOPO pakTop ayTeHTuduKaumm
(FortiToken) npn nsmeHeHM perncTpa HancaHns MeHY Nob3oBaTenNs.
Kpome Toro, 3n10yMbIlNEHHVKM 13 rpynnbl Hive nonyyany nepBoHaYanbHbIN
OOCTYN K CETAM XEPTB C MOMOLLbIO GULLIMHIOBbLIX PACChINTOK C BPEAOHOCHbIMY
BNOXEHNSMU 1 C UCMONb30BaHMEM TPEX YS3BMMOCTEN B cepBepax Microsoft
Exchange.

Boimoratenmn Cuba

CISA (AreHTCTBO Mo KnoepbesonacHOCTU 1 6e30MacHOCTU MHPPACTPYKTYPbI
CLLA) onybnukosano coBmecTHo ¢ DBP (PenepanbHbiv 610p0
paccnegoBaHni) BroeTeHs 6e30MacHOCTY, COAEPXXALLUMIA N3BECTHbIE
NHOVKaATOPbI KOMMPOMETAaLMY BPEAOHOCHbIX MPOrpaMM-BbIMOraTeNeN, a TakxXe
TaKTUKW, TEXHVKW 1 NpoLEeaypbl Fpynnbl BeiMoratenein Cuba, BbigBNEHHbIE B
xope paccnepoBaHuii OBP, npencTaBneHHbIe B CTOPOHHIX OTYETaX U OTYeTax
N3 OTKPbITbIX NCTOUYHNKOB. OCHOBHbBIMU Liengmm atak BoiMoratenen Cuba
ABNSAIOTCH CNEAYIOLLIME CEKTOPbI: PUHAHCOBLIE CEPBUCHI, FOCY0APCTBEHHBIE
OpraHbl, 34paBOOXPaHEHNE, KPUTUNYECKIN BaXXKHOE NPOV3BOACTBO U
NHDOPMALMOHHBIE TEXHONOMN.

3NOYMbILLIEHHVIK UCTIONMb30Ban Afig nony4veHns 4oCTyna N3BeCcTHbIE
yassumMocTun (CVE-2022-24521, CVE-2020-1472), ULLNHIrOBbIE PaCChIIKK,
ckpunTbl PowerShell, nHcTpymeHT KerberCache, ckoMnpomMeTUpoBaHHbIE
yyeTHble faHHble 1 RDP, a 3aTem npumeHsnu 3arpy3unk Hancitor ons
pasBepPTbIBaHNS BPEeOOHOCHbIX MPOorpaMmM-BbiIMOraTesneil.

Opyrue knbepaTtaku n cny4yam Kpaxu faHHbIX

Weidmiiller

Hemeukunin nponssoguTenb anekTpoHukn Weidmuller cTan xxepTBou
KnbepaTaku, KoTopas bbiia obHapy>keHa 18 nong. CornacHo npecc-pennsy
komnaHuy, Weidmdller, uCnonb3ys CBOU TEXHUNYECKNE BO3MOXHOCTW,
N30nMpoBana BCe CUCTEMbI, YTOObI MPOBECTW AETasbHbIA aHaNN3, a TakXke
3aWNTUTb CBOVX KIIMEHTOB, MapPTHEPOB 1 COTPYAHMKOB. BaXkHenLume kaHanbl
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BHYTPEHHEN N BHELLHEN KOMMYHVKaUWW, a Takxke cucTemMbl SAP He bl
3aTPOHYTbl aTakoW; MPON3BOACTBO NOYTU HE MOCTPanano. PaboTocnocobHOCTb
NPaKTUYECKN BCEX CUCTEM YOaNIOCb BOCCTAHOBUTD.

Hettich Group

KunTainckas npon3BoacTBEHHas KOMMaHWs, BXOASLAs B COCTaB XONAMHra no
NpPon3BOACTBY MebenbHo ypHUTYPLI Hettich, nana xxepTeon kmbepaTtaki.
NT-cneumanucTsl rpynnbl KoMnaHuiia Hettich npu nogaep>kke BHELLHNX
9KCMNEepPTOB MNPUHSAN Mepbl A1 OTPaXXEHNs aTakn 1 peannsaumm
AOMNOMHUTENBHBIX MEpP BE30MacHOCTM A9 3aLmThl CUCTEM KOMMNaHun. B
ony6nKkoBaHHOM 15 aBrycTa npecc-penmse KoMnaHus 3aTpygHunach
COOBLLNTb, KOTAa ee KUTackas AOYepPHSAS KOMMaHUs CHOBa CMOXET
ncnonb3oBaTb CBOW VIT-CCTEMbI B MOSTHOM O6beMeE, HO 3asBIWNa, YTO
NPON3BOACTBO Ha KNTACKOM 3aBOAE He ByaeT ocTaHoBNEHO. [1o nHbopmaumn
XONAMHIa, aTaka He 3aTpOoHya gpyre KoMmnaHum rpynnsl Hettich.

Sembcorp Marine

KopabnecTtpoutenbHas 1 MHXMHUPUHroBast KoMrnaHus Sembcorp Marine
OBHapYyXna HUMOEHT Kbepbe30nacHOCTN: HEaBTOPU3OBaHHbIE
310YMBbILLNEHHVKW NONYYUIV OCTYN K YacT VIT-ceTr KoMnaHnm € MOMOLLbIO
CTOPOHHErO NPOrPaMMHOro obecneveHns. KomnaHum yoanocb yCTaHOBUTb, YTO
ObIN CKOMMNPOMETUPOBaHbI MEPCOHaNbHbIE AaHHbIE €€ HOBbIX, CYLLECTBYIOLLNX
N ObIBLUNX COTPYLHVKOB, @ TaKXe He ABNSIOLLAACS KPUTMYECKM BaXKHOMN
NHPOpPMaLMs 06 onepaLyioHHON AeATENbHOCTU KOMMNaHuK. Sembcorp Marine
npuBneKna aKCNepToB MO KMbepbe30nacHOCTY AJ15 NPOBEAEHVS AeTalbHOro
aHannsa NHUMgeHTa C Lenbio NMKBMONPOBaTh BCe NOCNeaCcTBUS
KOMMPOMEeTaLWK, @ TakXXe ee NPUYKHbI, OLLEHUTb NOCNEeACTBUS aTaku,
NepPecMoTPETb 1 YCUNNTbL Mepbl 6e3onacHoCT. KoMnaHns noaTeepanna, uto
yBEe4OMIWIa KOMMNETEHTHbIE opraHbl CHranypa 06 NHUMOEHTE 1N TECHO
B3aMIMOLENCTBYET C HAMW B 3TOW CBSA3I.

Continental

MponsBoanTenb aBTOMOBWIIbHBIX 3anyacTel 1 WwinH Continental noaeeprcs
KnbepaTake, KoTopas bbina obHapy>keHa B Hauane aBrycTta. B onybnvmkoBaHHOM
24 aBrycTa sagsneHn Continental yTeep>xgaeT, UTo ero oenosasi akTBHOCTb
He Bblna 3aTPOHYTa HY Ha KakoM 3Tane, YTO KOMMaHS COXPaHSET NOJSHbIN
KOHTPOIb Hag ceouMn UT-cnctemamm, n 4to UT-cnctembl CTOPOHHKX
opraHM3aumin Takxke He 3aTPOoHYThl aTakon. KomnaHus nposena paccnegoBaHve
NHUMOEHTA NPY NOAOEPXKKE CTOPOHHMX 9KCMEPTOB Mo KN6epbe30nacHOCTH.
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https://web.hettich.com/de-de/presse/detail/hettich-tochtergesellschaft-in-china-von-einem-cyberangriff-betroffen
https://web.hettich.com/de-de/presse/detail/hettich-tochtergesellschaft-in-china-von-einem-cyberangriff-betroffen
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Eurocell

Enercity

Aurubis

Eurocell, bputaHckuin nponssoanTens HIMBX, cTan XepTBomn kubepaTaky,
KOTOopas npuvBena K yTeuke KOHPUAEHUMaNbHbIX INYHbIX AaHHbIX COTPYOHNKOB
KOMMaHuK, BKtoUas 6aHKOBCKME PEKBU3NTDI, OaTbl POXAEHNS, CBEOEHMS O
POACTBEHHVIKaX, HOMepa coLuanbHOro CTPaxoBaHNs 1 CBEAEHUS O
HaNoOroo610XeHN, NHGOPMALMIO O COCTOSHNN 340PO0BbE, ANCUMMINHAPHbBIX
B3bICKaHUSIX, €CIIN OHW BbINi, XXanobbl Ha COTPYOHMKOB 1 T.N. KoMnaHms
pasocnana coTpyaHMKam NMCbMO, B KOTOPOM OB BSICHAETCS, YTO
HeaBTOPWN30BaHHbIE TPETbW LA NOAYUNIN JOCTYM K CUCTEMaM KOMMNaH B
pesynbTate nHumaeHTa NT-6esonacHocTn. Eurocell yTBep>xgana, Yto «HeT
OCHOBaHUIN» CUNTaTb, YTO STU AAHHBIE NCMOSb3YIOTCS HE MO HAa3HAYEHNIO,
OAHAaKO HET HUKaKMX rapaHTUI, YTO 3TO TaK 1 OCTAHETCS B AanbHENLEM.
KomMnaHus oTmeTnna, Yto yBegomMmuna oo NHUMAeHTE YnpasneHne kKommccapa
no nHpopMaLn 1 NOANLMIO.

KomnaHus Enercity — oamH 13 KpynHENLWNX MYHMLMNANbHbIX MOCTaBLUMKOB
SHeprum 'epmaHnmn — NoaTBEP A, YTO NOABEPriach knbepaTake 26 OKTA0PS.
Mo 3asBneHnto Enercity, cuctembl 6e30nacHOCTY cpaboTani MFHOBEHHO U
NpenoTBPaTUIV HAHECEHE KOMMaHM Bonee 3HaYMTENbHOMO yulepba.
KomnaHua noareepamna, YTto Npoao/mkaeT NOCTaBNATb SHEPIUIO KITMEHTaM,

OB BSACHMB, YTO TEXHONOMMYECKE CUCTEMBI U KPUTUYECKas MHPOPMAaLMOHHAS
NHPPACTPYKTYpa HE 3aTPOHYTbl aTakol. [1py 3TOM OT aTaku NocTpaganv
KNMEHTCKMNE CEPBUCHI, KOTOPbIE HE BblI AOCTYTMHbI B MOSIHOM O6beMeE.

Aurubis, kpynHewmii B EBpone nponsBoamTenb 1 nepepaboTyunk Meau,
ony6nmKoBan 3agB/eHne, B KOTOPOM COOBLLMI O KnbepaTake, NponsoLueLLei
28 okTa6ps. VIHUMOEHT He NprBEn K OCTaHOBY MNPON3BOACTBA, HO MOCTY K
MNPUYNHON BPEMEHHOIO OTKIIIOYEHNS MHOMVX CUCTEM Ha MoLLLaaKax KOMMaHU.
B kauecTBe npeBeHTUBHOM Mepbl Aurubis MOHOCTbLIO OTKOUMN cBown T-
CUCTeMbl, OAHAKO NMnaBubHble NMeYr No Bcen EBpone n gpyrve
NPON3BOACTBEHHbIE CUCTEMbI MPOAOMKaNM paboTaTh. CneumanncTbl KOMNaHU
OpraHn3oBanuy paccnefoBaHne atakm COBMECTHO C BnacTsaMu. o 3agBneHuo
KOMMaHWW, 3TOT UHUWAEHT, NO-BUAVIMOMY, Bbin YaCTbio 6OEe LUMPOKOW aTaKu
Ha NPeanpPUaATS MeTannoobpabaTbIBatOLLEN 1 FTOPHO406bLIBAIOLLEN
MPOMBbILLIEHHOCTI.

BTOPOE NOJTYTOOVE 2022 TOOA — 20
KPATKMIN OB30P OCHOBHbIX MHLIMOEHTOB B OBJIACTW © 2023 AO «JTABOPATOPUA KACTIEPCKOI O»
MPOMBILLNEHHOW KUBEPBEE3OMACHOCTI


https://www.hayesconnor.co.uk/news-resources/news/eurocell-data-breach/
https://www.hayesconnor.co.uk/news-resources/news/eurocell-data-breach/
https://www.enercity.de/presse/betrieb-und-baustellen/2022/it-stoerung
https://www.enercity.de/presse/betrieb-und-baustellen/2022/it-stoerung
https://www.enercity.de/presse/betrieb-und-baustellen/2022/it-stoerung
https://www.aurubis.com/en/media/press-releases/press-releases-2022/update-on-cyber-attack-at-aurubis
https://www.aurubis.com/en/media/press-releases/press-releases-2022/update-on-cyber-attack-at-aurubis

Kaspersky ICS CERT kaspersky

Eesti Energia

B Hos16pe Be6-CanT 1 OHNaH-KaHanbl 3CTOHCKOW rocygapCTBEHHOMN
aneKkTporeHepupyoLLen komnaHum Eesti Energia n HEKOTOpPbIX CBA3aHHbIX C HEW
KOMMaHWIn oka3anncb HeJOCTYMHbI BCIEACTBME MacLUTabHom DoS-ataku.
Pe3ynbTaToM aTakm cTana HepaboTOCNOCOBHOCTL canTa 1 MOBUTBHOrO
npunoxeHns Eesti Energia, canTta komnaHum Enefit Green, a Takxe canta
komnaHuu Elektrilevi, oTBeuaroLLen 3a cogep>kaHne anekTpuvecknx ceTen, n ee
Mo6unbHoro npunoxenns MARU. brusHec- n UT-aunpekTop Eesti Energia
3as9BUn, YTO KNIMEHTCKME AaHHbIE 1 T-CcuCTeMbl rpynmbl KOMAAHWIA MOHOCTbIO
3aluMLLEeHD, 1 aTaka bbinia YCrneLwwHo oTpaXxeHa.

lochpe-Maxion

Bpasunbckuin Npon3sBoanTeNb aBTOMOBUbHBIX KOMMOHEHTOB lochpe-Maxion
coobLum, uTo ero NT-cnctembl NOOBEPrNNCH KnbepaTake 5 nekabps. ATaka
npviBena K HegOCTYMNHOCTN YacTy CUCTEM KOMMaHWW B HEKOTOPbIX
nogpasneneHnsax KoMnaHum kak B bpasmnum, Tak v 3a pybexxom. KomnaHms
3agBuna B NMCbMe, OTnpaBneHHoM B Kommccuto no LeHHbIM 6ymaram bpasunun,
YTO HEMELIEHHO NpVBENa B AECTBME CBOV MPOTOKObl 6€30MaCHOCTN, YTOObI
3ab610KMPOBaTb KnbepaTaky, a Takxxe NPEBEHTUBHO M30MMPOBana YacTb CBOVX
CUCTEM C LIENbIO 3aLUUThI OKpYXKatoLen cpepl. [10 3asBneHnio KOMNaHum, OHa 1
NPYBNEYEHHbIE €10 KOHCYNbTaHTbI NpunaratoT BCe YCUnusg aas onpeneneHns
APUYMH 1 MaCLUTabOoB MHUMAEHTA N MYHM3aLUN ero MOCNeACTBUN.

Meyer&Meyer

Hemeukas noructmnyeckas n TpaHcnopTHas komnaHusa Meyer&Meyer nana
XXEPTBOW kKnbepaTakn 6 nekabps. CornacHo 3asBneHno KOMNaHn,
NPECTYMHbIN aKT OTPAa3U/ICS Ha OEMOBON aKTUBHOCTY KOMMaHW, KOTOPas,
HECMOTPS Ha OTK/TIOYEHME CUCTEM, CYMESa YaCTUYHO NPOACIKUTb
ONEepPaLOHHYIO OEATENbHOCTb NOCE KubepaTaKku, Nepenas Ha pyyHoe
ynpasneHve npoleccamu. KomnaHng oTpearmpoBana Ha LeneHanpaBneHHYyo
aTaKy BbICTPO 1 pelmnTenbHo, n3onmposas ceou VT-cuctembl. OHa
HeMeaeHHO NPOVHPOPMUPOBana CBOMX COTPYOHNKOB 1 BU3HEC-MApPTHEPOB
06 VHUMAEHTe 1 paboTana B TECHOM COTPYOHNYECTBE C
NpPaBOOXPaHNTESIbHBIM OpraHamMm 1 OpraHamy, OTBETCTBEHHbIMN 3a 3aLUTy

nHdpopmMaLm.
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https://news.err.ee/1608794233/eesti-energia-website-down-after-pro-kremlin-cyberattack
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NIO Inc

KuTanckuin nponssoaunTens anektpomobunein Nio Inc o6bas1n 20 gekabps, 4to
Xakepbl B3/10Masn ero KOMMbOTEPHbIE CUCTEMbI U MOMTYYNIN JOCTYN K AaHHBIM
Mo KNMEHTaM 1 Npoaaxkam aBToMobunei. 1o coobLieHnsM B npecce, Xakepbl
OTMPaBUIN NPON3BOANTENIO 3NEKTPOKAPOB SNTEKTPOHHOE MCbMO C
TpeboBaHVEM BbKyNa B BUTKOMHAX Ha CYMMY 2,25 MUNAOHa 4ONapoB U
yrpo30oi onybnnkoBaTb KOHGMAEHUMANbHBIE AaHHbIE B ClyYae OTkasa oT
onnatbl. KomnaHms 3agBuna, YTo paccneayeT yTeuKy AaHHbIX COBMECTHO C
NPaBOOXPaHNTENbHBIMI OpraHamMu.

XaKkTuBmcTbl

ATtakn GhostSec Ha IJIK Berghof

Vccneposatenu komnaHum OTORIO ony6nnkoBanu OTYET, COAEP KaLLIA
CcBeAeHNd 06 aTake Ha MPOMBILLMEHHBIE CUCTEMbI YNPaBneHns. 4 CEHTSI0PS
2022 ropa rpynna xakTmBucToB GhostSec, paHee 3ameyeHHas B aTakax Ha
N3pansibCkme opraHn3aumy 1 NnaTdopMbl, 06bSBIIA B COLMAnbHbBIX CETIX U B
cBoeMm Telegram-kaHane, uTo e yoanocb Ba3nomatb 55 ycTpoincTs MNJ1K Berghof
B N3panne. B ony6amkoBaHHOM coobLeHunn rpynna GhostSec npeacrtasuna
BUAEOPOSVK, LEMOHCTPUPYIOLLMIA YCMELLHbIA BXOA, B NaHenb ynpasneHus MJ1K, a
TaK>Ke CHAMOK akpaHa HMI, nokasbiBatoLLmi TeKyLLMIA cTaTyc ynpasneHus [NJ1K
1 eLe OOHO N3o0bpaxkeHne, Ha KOTOPOM BUIOHO, YTo MJTK ocTaHOBNEH.

ViccnepoBaTenu pewumnm nsyunTb AeTan 3Toro MHUMOEHTA, YTObbl MOHSATD,
Kakm obpasom GhostSec ypanock nepexeatuTb ynpasneHue MNJ1K, n oueHnTb
COOTBETCTBYOLWME pUCKW. Bo Bpems nccnegosaHus IP-agpeca MK 6biim no-
NPEeXHeEMY OOCTYMHbI Yepe3 NHTEPHET, U OCTYM K NaHenu
agMVHNCTPUPOBaHMS 6bl 3aLumLLeH NaponemM. OgHako npw MonbITke
NCNOMb30BaTb YCTAHOBMEHHbIE MO YMOYaHMIO 1 4aCTO NCMOMb3YeMble
yYeTHble AaHHble UccneaoBaTensaM yaanoch BOUTY B CUCTEMY. HECMOTpS Ha To,
YTO AOCTYM K MaHenn yrnpasneHns 4aeT NOAHbIN KOHTPOSb Had HEKOTOPbIMIA
dyHKumsamin MNJ1K, OH He NO3BONFET HANPAMYIO YNPaBNATb TEXHONOMNYECKNM
npoueccoM. iccnepoBaTtenm Takxxe BbIACHAIN, UTO Berghof ncnonbsyet B
cucTemMax YenoBeko-mMalmHHoro nHtepdeinca (HMI) texHonormio CODESYS,
npuyem gocTyn kK HMI BO3MOYKeH No onpeneneHHoMy agpecy vepes bpaysep.
ViccnepoBaTenu He CMOT N BbIICHUTB, Yaanocbh 1 GhostSec nonyunts 4ocTyn
K HMI, HO oHu nogTBepannu, YTo akpaH HMI goCcTyneH yepes NHTEPHET.
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Kaspersky ICS CERT kaspersky

ToT dakT, uto GhostSec, cyas no Bcemy, He Nonyunnv OCTYyn K MHTepdency
HMI 1 He NblITannCb B HEM HNYETO U3SMEHWUTb, @ TaKXXe HE BMELLVBaNCh B paboTy
nHTepdernca Modbus, NokasbiBaET, YTO OHW HE 3HAKOMbI C YCTPONCTBOM
TEXHONOrNYECKNX CUCTEM. HET OCHOBaHMIA MonaraTh, YTO NPEACTaBUTENM
GhostSec HaHecnn KakoNn-NMB0O 3HAUNTESNbHDIN YLLEPO CUCTEMAaM, K KOTOPbIM
OHW Monyunnm gocTyn. o Bcer BUaMOCT, OHW ML MblTannCh NPVBMeYb
BH/MaHIME K rpynne XakTUBUCTOB N ee AeATENbHOCTU.
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Kaspersky ICS CERT kaspersky

LleHTp pearnpoBaHns Ha UHLUAEHTbI MHGOpPMaLMOHHOW 6€30MacHOCTU NPOMBbILLIIEHHDbIX
nHPpacTpyKTyp «JlabopaTtopum Kacnepckoro» (Kaspersky ICS CERT) — rno6anbHbiii NpoekT
«J1labopaTtopun Kacnepckoroy, HanpaBneHHbIM Ha KOOPAVHALMIO YCUINIA NMPON3BOONTENEN
CUCTEM aBTOMAaTM3auUMn, BNagenbLEB 11 ONepaToOPOB MPOMbILLIIEHHBIX OBGBEKTOB, a TakXe
nccnepoeatenen NT-6e3o0nacHOCTY AN 3aLUMTbI MPOMbILLIEHHbBIX NPEANPUSTUIN OT KbepaTak.
Kaspersky ICS CERT HanpasngeT cBoU yCuUnus B NEPBYIO OYepenb Ha BbISIBNIEHVE NOTEHLMASbHbIX
1 CYLLLECTBYIOLLMIX YTPO3, HaLeNIEHHbIX Ha CUCTEMbI MPOMBILLNIEHHOW aBTOMAaTM3aLMn U
MPOMBILLNEHHBIN HTEPHET BELLEN.
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