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C neps.bix MecsueB 2022 roga HOBOCTW, MOSBASIOLLMECH B CPeaCcTBax MacCOBOW MHPOpMaLK,
OyKBanbHO COPEBHYIOTCS APYT C APYrOM MO Hakany CTpacTelr 1 Nopon 4O0aBNgoT NO HECKObKY
cepplX BOMIOC CBOVIM YMTaTENGM UK CnywaTensm. HOBOCTHbIE NEHTbI, MOCBSLLEHHbIE CODBITUSM
13 Mupa Knoepbe3onacHOCTY (B TOM Y1CHE 1 MPOMBILLNEHHON), B NepBOM nonyroamnn 2022 Takxe
ObInm BECbMa HaCbILLEHHBIMMU.

e [eononnTnyeckas CUTyaLuus CpPOBOLMPOBasa POCT akTVBHOCTU XaKTUBUCTOB, NMPUYeM
MOMVMO roCyAapCTBEHHbIX yupexxaeHuii n CMW moctanoch 1 HEKOTOPbIM
MPOMBILLIEHHBIM KOMMaHUSIM.

e HuuTO He ocTaHaBNBaeT 3/T0YMbILLNEHHVKOB, KOTOPbIX MHTEPECYET UCKIIOUYNTENIBHO
HaXkvBa. BbiIMoraTenu akTyBHbI 1 rpeBy T LUMPOKO, XXEPTBaMM UX aTak CTanu
NPEeACTaBUTENM Pa3HbIX OTPACEN B PasHbIX PEMVIOHaX M1pa — NPON3BOANTENN
aBTOMOBUNEN; KOMMaHWUN, KOTOPbIE OTHOCSTCS K chepe BO30BHOBNSEMO SHEPT M,
NPOUN3BOANTENN SNEKTPOHNKM 1 HedTenobbIBaroLas KOMNaHus. PasymeeTcs, B 3TOM
0630pe NpuBeaeH Janeko He MOJHbIN CMINCOK VX XXEPTB.

e APT no-npexxHemy LUMMOHAT, N UHTEPECYET X HE TOMbKO NOMNTUKAE, HO 1 TEXHOMOMI.

e  TexHWVKW, TaKTUKM 1 CLIEHapWIN aTak COBEPLLEHCTBYIOTCS 3M10YMbILLNEHHUKaMW. [NosiBneHne
HOBOro BpegoHOCHOrO MO, HaLEeNEHHOrO Ha MPOMBILLIEHHbIE KOMMaHU, — BECbMa
ornacHasi TeHaeHUS.

Kanepockon cobbiTuin nepsoro nonyroana 2022 He aaBan ckyyaTb cneumancTam no
MPOMBILLNIEHHOW Knbepbe30nacHOCTU MHOIMX CTPaH. [ocMoTpuM Ha Hanbonee spKkue
«KaPTUHK» N3 3TOro Kanemgockona.

XaKkTuBmcTbl

ATtaxa Ha benopycckyio X[

AKTBM3auUMn xakTnencToB B 2022 rogy HEBO3MOXHO HE 3aMETUTb —
OEVCTBYIOT OHM BECbMa akTUBHO. M 0ayH 13 NepBbiX NPYMEPOB aTak,
COBEpPLUEHHbIX TaKM TUMOM 310y MbILLNEHHKOB, — SHBapCKas aTaka Ha
VHbPacTpykTypy benopycckon XXenesHow [lopory. B pesynbTtate aTaku 66110
3awmdpoBaHO MHOXeCTBO cucTem BXK/I. 3a pacumdpoBKy OaHHbIX aTakyoLme
TpeboBanu oT nNpaeBuTeNbCcTBa benapycu nepectaTb okasbiBaTb MOMOLLb
POCCUINCKMM BOEHHbIM. OTBETCTBEHHOCTb 3a aTaky B3sd/1a Ha cebd rpynna nog,
Ha3BaHneM «Knbep MNapTnaaHbl».

ATaka Ha cTaHUMM 3apsaaKu anekTpoasTomo6uneii B Poccun

HekoTopble aTaku XakTVBMCTOB Obl/V Bbl3BaHbl FEONOUTUYECKMI CODBITUSMW,
HauaBWUMUCS 24 despansd. OAnH U3 NPUMEPOB — aTaka Ha CTaHUMM 3apsaKkm

MEPBOE MOMYTrOAOMNE 2022TTOLA - 4
KPATKMIN OB30P OCHOBHbIX MHLIMOEHTOB B OBJIACTW © 2022 AO «JIABOPATOPUNA KACTIEPCKOT O»
MPOMBILLNEHHOW KUBEPBEE3OMACHOCTU


https://arstechnica.com/information-technology/2022/01/hactivists-say-they-hacked-belarus-rail-system-to-stop-russian-military-buildup/
https://arstechnica.com/information-technology/2022/01/hactivists-say-they-hacked-belarus-rail-system-to-stop-russian-military-buildup/
https://arstechnica.com/information-technology/2022/01/hactivists-say-they-hacked-belarus-rail-system-to-stop-russian-military-buildup/
https://arstechnica.com/information-technology/2022/01/hactivists-say-they-hacked-belarus-rail-system-to-stop-russian-military-buildup/
https://www.facebook.com/official.rosseti/posts/5236071213103660
https://t.me/rosseti_official/2405
https://www.facebook.com/official.rosseti/posts/5236071213103660
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anekTpoasToMobunen B Poccun. Ha Tpacce M11 cTaHLmMm 3apsaaku
3NEeKTPOaBTOMOLUNEN OblIN OEAKTVBNPOBAHDI, @ Ha 3KpaHax BbIBOAWIVCH
NONNTUYECKME NO3YHI . Kak BbISCHUIOCH, pa3paboTka 3TUX CTaHUMIA Obina
OTAaHa Ha ayTCOpC B KOMMaHWIO, KOTOpas pacrosioxeHa B Xapbkose. PocceTu
ObICTPO OTpPearnpoBany 1 3aMeHUIV MPOLLUMBKY CTaHLM 3apsaKu.

ATtaxa Ha Rosneft Deutschland

B cepenvHe mapTa HemeLlkas «goyka» PocHed T (Rosneft Deutschland GmbH)
Takxke nogseprnack kmbepartake. B onybnnkoBaHHOM 3asiBneHnmn [pynna
Anonymous coobLLuna, YTO CTOUT 3a 9TOM aTakon. 3N0YMbILLIEHHNKI
yTBep>aanu, uto y Rosneft Deutschland 6b1n10 noxmweHo 20 T6 gaHHbIx. B
pesynbTaTe aTaky TakKe NPeanooXUTENbHO BblI HAPYLLEHbI BHY TPEHHWE
NPOLECCbl KOMMaHWW, @ UMEHHO paboTa ¢ KOHTpakTamn. CornacHo
oduLmanbHbIM 3asBNEHNSM, OPYTNX CEPbe3HbIX MOCNEACTBUN HE ObiNOo, B TOM
yncne 1 PasBUTUS aTaky Ha TEXHONOMMYECKWN CErMEHT CETI.

ATakun Ha poccuniickne KomMmnaHvum nNuLLeBoin
NPOMbBILLIEHHOCTHU

Arpoxab CengatuHo

26 deBpand B arpoxabe CendatnHo B MOCKOBCKOM 061acTu Ha ckiage ¢
3aMOPOXXEHHOW NPOAYKLUMEN HEKMIA MONb30BaTENb NO4, HKOM Supervisor
NPOHVIK B CETb ANCTAHLMOHHOIO MOHUTORUHIa PaboTbl XONOANbHbIX
YCTPOWCTB 1 U3BMEHWN TEMNEPATYPHbIN pexxnm ¢ -24° C Ha +30 rpagycos. Ha
cknage xpaHmnocb 40 TOHH 3aMOPOXXEHHOIO MsiCa U PbIbbl.

XonpuHr MupaTtopr

18 mapTa xonauHr MmnpaTtopr, OavH U3 KPYNHEWLWVX Npou3BoauTenein MICHOMN
npoaykumm B Poccum, 6uin atakosaH WwridposansLuvkom Bitlocker. Atake
noaBepriMchb CKnaackme n byxrantepckme MHPopMaLMOHHbIe pecypchbl. Takxe
6blNa HapyLLEeHa crucTemMa 06paboTKM SNEKTPOHHBIX BETEPUHAPHbIX
CONPOBOANTENbHBIX AOKYMEHTOB. [TocTpaganu 18 komnaHuin, BXOOSLLNX B
XONONHT.

PoccenbxosHaasop coobLLMN O BOCCTaHOBNEHMM paboTbl XonauHra 28 mapTa.
B oTnunumne oT BONbLUMHCTBA aTak C UCTONb30BaHMEM LLNGPOBasbLLVIKOB, B
LaHHOM Clly4Yae HET OCHOBaHUIA FOBOPUTb O KOMMEPYECKOM MHTEepece
aTaKyloLMX — aTaKylowme AeHer He TpeboBani.
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https://www.securityweek.com/hackers-target-german-branch-russian-oil-giant-rosneft
https://www.securityweek.com/hackers-target-german-branch-russian-oil-giant-rosneft
https://1prime.ru/state_regulation/20220228/836207752.html
https://1prime.ru/state_regulation/20220228/836207752.html
https://1prime.ru/state_regulation/20220228/836207752.html
https://1prime.ru/state_regulation/20220228/836207752.html
https://www.securitylab.ru/news/530695.php
https://www.securitylab.ru/news/530695.php
https://www.fsvps.gov.ru/ru/fsvps/news/209231.html
https://www.fsvps.gov.ru/ru/fsvps/news/209231.html
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XonpgwHr «TaBp»

24 mapTa KnbepaTtake noaseprvck CTPYKTYPbl KPYMHENLWEro npoayKTOBOro
xonguHra «TaBp» rpynnbl «Arpokom» B PocToBckown obnactun. CornacHo
odurLanbHOMY 3agBEHNIO, paboTa KOMMaHWK, B TOM YACE NMPOU3BOACTBO,
Oblfla BPEMEHHO Napan3oBaHa, HAHECEH 3HAYNTENbHbIM SKOHOMNYECKU
yLwiepb. MpencraBnTens XoNavHra oueHU NPOU30oLLEALLIEE KaK «TLaTEeNbHO
CMTaHNPOBAaHHYIO MaCLUTabHYIO ONBEPCIO.

ATaka Ha upaHcKue meTannypruvyeckve npeanpusaTnsa

B vtoHe cTano 13BecTHO 06 aTake Ha MpaHCK1e MeTannyprmyeckme
npegnpuatua: Hormozgan, Khouzestan n Mobarakeh. Ataka, no 3assneHusm
aTaKYLMX N HECKOSIbKMX BHELLHWX 9KCNEepTOB, NprBena K HapyLUeHMo
NpPOoN3BOACTBEHHOr O NpoLecca Ha 3asoge Khouzestan. OgHako camm
KOMMaHWM OTPULAIOT, YTO NMPomn3oLLen coom nnm oCTaHOB NPOVN3BOACTBA.
OTBETCTBEHHOCTb Ha cebs B3sna rpynna xakTnenuctoB Gonjeshk'e Darandeh
(Takxe naBecTHbl Kak Indra). ST xxe 310yMbILIeEHHVKK B Uione 2021 ropa
aTakoBaNV MPaHCKYIO XeNesHYyo A0POory, YTO NPYBENO K OFPOMHbLIM 3a4ep KKam
1 HAPYLLEHVSIM B NNOTUCTVIKE.

Bbimorarenum

ATakm Ha aBTOMO6MﬂeCTpOMTeﬂbeIe KoMnaHun

ATaka Ha npousBoauTens wuH Bridgestone Americas

27 deBpang Bridgestone Americas coobumna o Hadane paccnenoBaHNS
BO3MOXXHOWM KOMNpomMeTaumn IT-cuctem komnaHuv. Bo nsbexaHmne
pacnpocTpaHeHns BpegoHOCHOrO MO 6bin OTKKOUEHBI KOMMLIOTEPHbIE CETU U
OCTaHOBJIEHO NPON3BOACTBO Ha MHOMMX NPEANPUATUNSX B JTaTUHCKON 1
CeepHoi Amepuike. 11 MmapTa CTano N3BECTHO, UTO 3TO Bblna aTaka
BbiMoraTens LockBit — anoymbiwneHHK BHecn Bridgestone B cnncok cBovx
XKEPTB 1 NOTPeboBanu BbiKyr, yrpoyXas B MPOTUBHOM Clyyae onybnmkoBaTb
MOXULLEHHbIE OaHHbIE.
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http://agrocomgroup.ru/ru/news/kompaniya-tavr-podverglas-hakerskoy-atake
http://agrocomgroup.ru/ru/news/kompaniya-tavr-podverglas-hakerskoy-atake
http://agrocomgroup.ru/ru/news/kompaniya-tavr-podverglas-hakerskoy-atake
https://www.cyberscoop.com/iran-cyberattack-israel-hacktivist-steel-ics/
https://www.cyberscoop.com/iran-cyberattack-israel-hacktivist-steel-ics/
https://research.checkpoint.com/2022/4th-july-threat-intelligence-report/
https://www.nytimes.com/2021/08/14/world/middleeast/iran-trains-cyberattack.html
https://www.nytimes.com/2021/08/14/world/middleeast/iran-trains-cyberattack.html
https://www.nytimes.com/2021/08/14/world/middleeast/iran-trains-cyberattack.html
https://www.nytimes.com/2021/08/14/world/middleeast/iran-trains-cyberattack.html
https://www.newschannel5.com/news/bridgestone-investigating-possible-information-security-breach
https://www.newschannel5.com/news/bridgestone-investigating-possible-information-security-breach
https://www.newschannel5.com/news/bridgestone-investigating-possible-information-security-breach
https://www.newschannel5.com/news/bridgestone-investigating-possible-information-security-breach
https://www.newschannel5.com/news/bridgestone-investigating-possible-information-security-breach
https://www.bleepingcomputer.com/news/security/bridgestone-americas-confirms-ransomware-attack-lockbit-leaks-data/
https://www.bleepingcomputer.com/news/security/bridgestone-americas-confirms-ransomware-attack-lockbit-leaks-data/
https://www.bleepingcomputer.com/news/security/bridgestone-americas-confirms-ransomware-attack-lockbit-leaks-data/
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ATaka Ha nocTtaBwmka Toyota Kojima Industries, Toyota
nocTpapana

28 deBpansg komnaHua Toyota coobLumia 06 ocTaHOBKe Ha 24 yaca 14 cBoux
3aBOLOB B ANMOHN N3-3a aTaky Ha OOHOMO N3 CBOVIX MOCTaBLUyKOB — Kojima
Industries. ATakoBaHHasi KOMMNaHNg NPOV3BOAUT BaXKHENLLNE AeTanu Ans
aBTOMObOWUNEN, 6€3 KOTOPbLIX BCE MPON3BOACTBO HEBO3MOXHO. YTO UMEHHO
npomusowno B Kojima Industries, He cooblanock. OgyH 13 cambiX BEPOSATHbIX
cueHapveB — aTaka NporpamMmbl-BbiIMOraTens.

B nto6om cnyyae aTaka Ha LIenouKy NOCTaBLUVKOB B O4EePeLHOM pas BbiBesa 13
CTPOS KPYMHYO KOMIMaHMIO 1 OCTaHOBWS1a NPOV3BOACTBO.

ATaka Pandora Ha npou3BoguTens aBTOMO6GMUNbHbIX
komnnekTyowmx Denso

YUepes oBe Hepenwn, 13 MapTa, CTasno N3BECTHO eLle 06 OQHOM aTake — Ha
kopropauuto Denso, BTOPOro nNo BEVY/HE B MVPE NPOU3BOaNTENS
aBTOMOBOWIbHBIX KOMMIEKTYIOLLMX, KOTOPas CUNTaETCA OCHOBHbBIM
nocTaBLUmKoM Toyota. ['pynna 3noymbllneHHrKoB Pandora 3assmna o kpaxe 1,4
T6 paHHbIXx Denso Automotive Deutschland, Denso nogteBepavna
«HECAHKLWIOHMPOBAaHHbIN OCTYMN C UCMOMb30BaHNEM MNPOrPaMMbl BbIMOraTeENS».
B aTOT pa3 obownock 6e3 BANSHWA Ha NPOM3BOACTBO, HO O6BEM YKPaAEHHbIX
OaHHbBIX N HAAYMe B HUX «CEKPETHbBIX JOKYMEHTOB» BpsaA, i no3sonmnm Denso
YTELNTBCS.

ATakn Ha KomMmnaHun, o6cny)xmnBarowme BeTpsiHbie TYPOUHbDI

ATaka Conti Ha npounsBoauTens BeTpsiHbix Typ6buH Nordex

B Hauane anpens o kmbepaTake coobLumna komnaHusg Nordex, ogvH 13
KPYMHENLVX Npon3BoanTENEen BETPSHbIX TYP6OuH. Koraa aTtaka 6bina
OBHapy»>keHa, KOMNaHVs OTKAYUIa I T-CUCTEMBI 1 YOaNEeHHbI 4OCTYN K
yrnpaengembiv TYp6rHaMm, NPeaoTBPaTVB AalbHENLLEE PacrnpOCTpaHeHNEe
BpenoHocHoro 0. B pesynbTaTe nocTpagana TobKO BHYTPEHHSs IT-cuctema
kKomMnaHun. O CBOEN NPUYaACTHOCTU K aTake 3asBU 3/10YMbILLTEHHNKA N3
rpynnbl Conti.
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https://global.toyota/en/newsroom/corporate/36961051.html
https://global.toyota/en/newsroom/corporate/36961051.html
https://global.toyota/en/newsroom/corporate/36961051.html
https://www.bleepingcomputer.com/news/security/automotive-giant-denso-hit-by-new-pandora-ransomware-gang/
https://www.bleepingcomputer.com/news/security/automotive-giant-denso-hit-by-new-pandora-ransomware-gang/
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ATtaka Black Basta Ha Deutsche Windtechnik

Enercon

11 anpens 6bina atakosaHa komnaHug Deutsche Windtechnik, koTopas
Ccneumanm3npyeTcs Ha TEXHNYECKOM OBCNY>KMBaHUN BETPSHbIX TYPOVH. 13
COOBpaXKeHNn 6e30MacHOCTY BblIV OTKIKOUEHBI BCE CUCTEMDI U YAaNeHHble
NOOKNOYEHNS 01 MOHUTOPVIHIa TYPOVH. Ha nonHoe BOCCTaHOBNEHNE
HOPMasIbHOrO peXima paboTbl MOTpeboBanock Aga aHg. O TOM, YTO 3TO bbina
aTaka BbIMoraTenenm, CTano U3BeCTHO NOC/E TOro, Kak 3/10YMbILLIEHHWKN N3
rpynnbl Black Basta BHeC v KOMMNaHuio B CMIVICOK CBOVIX XXEPTB,
Oonyo6VKOBaHHbIN Ha caliTe B Tor.

XoTa npon3BoauTENb BETPSAHbLIX TYPOUH Enercon nocTpanan He OT aTaku
BbIMOraTenem (CM. Hxke YacTb Npo APT) 1 6bin 3a4eT «PUKOLLETOMY, YNTOMSAHEM
1 ero B aToM cricke. B ¢peBpane B pesynbtaTe atakm Ha Viasat, Enercon
JLUNACH BOSMOXHOCTU YAANEHHOIO KOHTPONS 1 MOHUTOPKHIa 5800 BETPSAHbIX
TYPOVH 0BLWEN MOLWHOCTLIO 11 ruraBaTT, 4OCTYN K KOTOPbIM OCYLLECTBASNICS MO
CMYTHUKOBOW CBSA3W. [ 10 3a9BNEeHNIM NPeaCcTaBUTENS KOMMNaHWY, Yrpos3bl
6e30MacHOCTV CUCTEM He bblNo: TYPOUHbI PaboTaloT B aBTOMATUYECKOM
peXMMe 1 B Crlyyae BO3HUKHOBEHWS Npobnem BbikntoyatoTcs. OgHako B
pes3ynbTaTe VHUWAEHTa NoCcTpanano ncnonbdyemoe IT-obopynosaHue,
KOTOPOE KOMMaHNM NPULLIOCH MEHSTD.

Ataka Conti Ha npousBogutens 3akycok KP Snacks

B Hauane ¢espans cTano n3BecTHo, YTo rpynna Conti atakosana KpyrnHOro
BpuTaHckoro nponssoanTens 3akycok KP Snacks. Kak yye cTano npvBbIYHbIM
[NS aTak BbIMOraTeneii, AaHHbIe XXepPTBbl HEe TOMbKO BblN 3aLdPOBaHbI, HO 1
MOXMLLIEHBI. YacTb AaHHbIX BblNa onyBnvKoBaHa, YTo6bl MOATBEPANTL Kpaxy W,
TaKM 06pa30oM, MOBbICUTb LLIAHChI Ha BbIM1aTbl CO CTOPOHbI aTaKOBaHHOM
KOMMaHWN.

Ataka Lapsus$ Ha nponssogutens unmnos n empgeokapt Nvidia

B Havane mapTa npownssoguTesnb umnos 1 BugeokapT Nvidia noaseprcy
KnbepaTake, B pesyfibTaTe KOTOPOW, BEPOATHO, ObiNo noxmweHo o 1 To
OaHHbIX. I3HavanbHO cama KoMnaHus npuaHana gakT KOMNpoMeTaLmm CUCTEM,
HO 3asBW/1a, YTO HNYEro He BbINo 3alundpoBaHo. BnocneacTeum rpynna
Lapsus$ B3sna Ha ceba 0TBETCTBEHHOCTL 3a 9Ty aTaky. Kpome Toro, aTa
rpynna onybnukosana B OTKPbITOM AOCTYME yYeTHblE faHHble COTPYAHNKOB
Nvidia. Takme nybnmkaumm obbl4HO BegyT K BONHE GULLIVIHIA, TApreTUPOBaHHOIO
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duLwHra, Bcnnecky 6pyTdopc aTak 1 ApyrX MonbITOK COBEPLUNTb
MPOHNKHOBEHVE B MHOPACTPYKTYPY NOCTPaAaBLUEN KOMMaHU APYIMIA
rpynnamm 3510y MbILLTEHHUKOB.

ATtaxka REvil Ha Oil India

B anpene nHguinckasa komnanug Oil India nogeepriace atake WdpoBabLLKOM,
npeanonoxumteneHo REVil. [locTpagann IT-crucTemMbl, KOMMbIOTEPbI B FTOJTOBHOM
odrce KOMMaHNM BbIN OTKIKOYEHDI. Ha CUCTEMDI, CBA3aHHbIE C [OObIYEN
BypeHnem, aTaka He NoBvgna. 3M1oyMbILLNEHHVKN 3aTpebosani Boikyn — $7,5
MUNIMOHOB. 10 pe3ynbTaTam paccnefoBaHNs BbICOKONMOCTaBNEHHbIN
COTPYLHVK MHAWNACKOW MONNLMIA 3358/, YTO KOMMaHKs Obina atakoBaHa
«PYCCKVM BpeAoHOCHbIM [1O», MonasLMM B CUCTEMbI KOMMaHU C cepBepa B
Hurepuw.

O6 aTake cTano nseecTHo 14 anpeng. 20 anpens Ha bleepingcomputer
rnogBuiach MHOOPMaLMs O ToM, UTO «oxunn» REvil — Ha RUTor npegnaraeTcs
HOBag, yNyuLLEeHHas!, BEpCUS BPeAOHOCHOW NPOrpamMmbl, @ Crcok xepTs REVil
Ha 1X calnTe NONONHUACSA ABYMS HOBbIMU KoMMaHnamin. OgHa n3 Hux — Qil India.

Ataka LockBit Ha npounsBoaunTens anekTpoHukm Foxconn

APT

B koHue masa 2022 roga KoMnaHusa Foxconn, KpynHbIA MPpon3BOaUTENb
3NEKTPOHVKW, BblNa aTakoBaHa BbIMoraTenbCkum 3nospenom. B 2020 roay
Foxconn y>xe 3agBnsna o6 atake BbiMoratenem DoppelPaymer, Toraa
aTaKkytowwe 3aaBunu, 4to ykpanu go 100 I'é gaHHbIX, yaanunm 20-30 T6 gaHHbIX
pe3epBHbIX KOMuiA 1 3awmdposany okono 1200 cepsepos.

Ha aToT pa3 nocTpagan oavH 13 3aBogoB Foxconn B Mekcuike, B pesysbTaTte
ObINV HapYLLEHbI BU3HEC-MPOLLECCHI KOMMaHUW. Foxconn He coobLuana, Kako
VIMEHHO BbIMOraTesb atakoBan KoMnaHuo. OgHaKo 3/10YMbILLIEHHVKN L3
rpynnbl LockBit BHECM 9CHOCTb B 3TOT BOMPOC — OHW NPUrPO3uvnn
ony6nrKoBaTb NOXULLEHHYIO Y Foxconn nHPopMaLmio, ECNN KOMMaHNS HE
3annaTuT BbIKY™.

ATakun Ha 06beKTbl BO3OO6HOBNSIEMOW 3HEPrUN

B aHBape 6bii1a ory6/1koBaHa MHopMaLmMs O KaMnaHU KMGepLUNOHaXxa,
KOoTopas Ha4anacbk kak MUHUMYM B 2019 roay. Cpean aTakoBaHHbIX — Takue
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n3BeCcTHble KomMnaHum kak Schneider Electric n Honeywell, a Takxxe kntanckumin
TENeKOMMYHVKaUMOHHbBIV rMraHT Huawei, NponsBoanTenb NOMYyNPOBOAHVKOB
HiSilicon, Telekom Romania. OgHako nccnegoBaTenm nonararoT, YTO aTaKyoLLMX
OCOBEHHO NHTEPECYIOT Pa3fiNYHbIE KOMMaHM 1 OpraHn3aLmy, paboTatoLme B
06nacTsX, CBA3aHHbIX C BO3OOHOBNSEMOIN SHEPTUNEN.

NHTepecHbIN dakT — aTakyroLLme Nonb30BannCh yCnyramm XocTuHra Zetta
Hosting Solutions (AS44476), ycnyramm KOTOpOro nofnb3osanuch ase APT
rpynnbl — Fancy Bears 1 Konni (npegnonoxunTtensHo n3 CesepHoit Kopen).

ATaka Ha cuctembl Viasat n HapyweHue paboTbi
BeTporeHepaTopoB

MNepBble HOBOCTV 06 aTake Ha TENEKOMMYHMKALMOHHBIE CMYTHUKN CBSA3M
BbICOKOW MPOonyckHOM cnocobHocTn KA-SAT cTanu nogsngatbcs 28 deBpans.
Kak cTano n3BecTHoO nosxe, aTa ataka npownsoLuna 24 ¢espans 1 bbina
HanpasneHa NpPoTuB cucTem Viasat — 0gHOro 13 KPynHENLWMX ONepaTopoB
KOMMeEpPUECKIMX CNYTHUKOB. B 3asBNeHnn KOMMaHUmM roBOPUIOCh, YTO
NPOW30LLEN YaCTUYHBI COON CETU, KOTOPbIV NOBAVS Ha AOCTYM B UHTEPHET B
YKpaviHe 1 opyrux cTpaHax B eBponenckomn cetn KA-SAT.

ATaka nvena v HeoXXaaHHbIM pesynbTaT — 13-3a cbos pPaboTbl B ceTax KA-SAT
okono 5800 BeTporeHepaTopOB 0OLLEN MOLHOCTLIO 11 rMraBaTT ocTanmcb 6e3
YOANEHHOrO MOHUTOPVIHIE 1 KOHTPOJIS CO CTOPOHbBI HEMELKKOM KOMMaH
Enercon. M bl ynoMmvHan aTOT MHUMOEHT BbILLE, pacCKasbiBasi O MOCTPaLaBLUMX
KOMMaHMsIX, KOTOPbIE MPOUN3BOAST U/UNiN OBCYXXNBAKOT BETPSHbIE TYPOWHbI.

PacTtywas yrpo3sa atak Turla u Curious Gorge

B mae komaHga aHanuTnkos 13 Google Threat Analysis Group BoinycTunia oTyeT
O PaCTYLUMX Yrpo3ax B BOCTOYHOM EBpore, ncxoaawmx ot Turla B cBa3u ¢
deBpanbCkMy cobbiTuamMu. Turla — NpPeanonoXnTeNbHO PYCCKOA3bIUHasA
rpynna, gencteytoLlas npumepHo ¢ 2008 roga. Llenbto Turla aBngaeTcs Kpaxa
OaHHbIX Y FOCYAapCTBEHHbIX 1 MPaBUTEIbCTBEHHbBIX OPraHn3aLmii, OpraHn3aunm,
Bxoaswmx B BIK, v opraHnsaLmii, CBa3aHHbIX C Kbep6e30nacHOCTbIO.

Takxxe aHannTukm Google Threat Analysis Group oTMeuYaloT POCT Yrpos co
CTOpOHbI rpynmnbl Curious Gorge. 9To NPeanonoXUTENbHO KUTaNCKO-
roBopsiLLag rpynna, kKotopas oTHocuTcs Kk Cunam CTpaTernyeckoro
O6ecneveHns KHP. Lienamu rpynnbl SBASOTCS NPaBUTENbCTBEHHbIE, BOEHHbIE,
NOrNCTNYECKNE U MPON3BOACTBEHHbIE OpraH3auuny B Poccuin, YKpavHe n
LeHTpansHom Asunn.
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ATaka Ha HemMmeLKNX Npon3BoanuTeneit aBTomobunei

Komanga Check Point ony61vkoBana oT4yeT 0 BPeAOHOCHOW KaMmnaHum,
KOTOpas 4INTCS YXKe rof, 1 HanpasneHa NpoTUB HEMELIKNX KOMMaHWIA,
CBS3aHHbIX C MPON3BOACTBOM aBTOMOOUEN. [TprMevaTenbHO, YTO aTakm
NPOBOANIVCH C UCMOb30BaHNEM MOMYNAPHBLIX BPEAOHOCHbIX MPOOYKTOB,
paboTatowyx nNo npuHUMny Malware-as-a-Service, Takmx kak AZORult, BitRat n
Racoon Stealer.

ATaka Ha aHeproceTu Vlngun c ucnonb3oBaHmem 63akaopa
ShadowPad

SHeproceT MIHamm Gelnv atakoBaHbl C MCNob3oBaHneM 6akgopa ShadowPad.
Llenbto aTakm aBnseTcd nmoo co6op nHdopmaumm, MMdo NoOAroToBKa K
AanbHenLeMy 3apaXKeHnio 1 PacrnpoOCTPaHEHNIO BHY TPU CETEN XXEPTBbI.
N3HauanbHO aTaky npunmceiBany rpynne RedEcho, HO He BbI10 HMKaKKX
TEXHMYECKMX [OKa3aTeNbCTB, KOTOPbIE Bbl 3TO AoKa3biBanu. [loka HET Takmnx
[0Ka3aTeNbCTB, aTakyoLWyM NPYUCBOUIV BpeMeHHoe Ha3BaHne TAG-38.

Atakm Ha cuctembl ACY ¢ nomowbio ShadowPad

Ewe ogHy BonHY aTak ¢ ncnonb3oBaHnemMm ShadowPad vccrefosana komaHaa
Kaspersky ICS CERT. BpegoHocHble apTedaKkTbl Obinn HalAeHb! B
opraHusaunsx, paboTatoLmx B CEKTOPaX MPOMBbILLIEHHOrO NPON3BOACTBA U
TenekoMmyHukauui B NakucTtaHe n AdraHncTtaHe. Kpome Toro, ataka ¢
NPUMEHeHeM Bonee pPaHHEro, HO OYeHb MOXOXEro Habopa TakTVK, METOAOB U
npouenyp (TTP), npoBogunack Ha TOrMCTUYECKYHO N TPAHCMOPTHYIO
opraHusauuto (nopT) B Mananaun. ObHapy>XeHHas BOMHa aTak Havanachb, no-
BUAMMOMY, B MapTe 2021 roaa, pesybTaTbl UCCneaoBaHns onybnmkoBaHbl B
VIIOHeE.

Cpeau cucTem, aTakoBaHHbIX B paMKax 3TOM KaMraHum, OBHapYXUInCh
CUCTEMbI aBTOMAaTN3aLUMM 30aHUIA, KOTOPbIE MOTYT 6bITb LLEHHbBIM NCTOYHUKOM
CTPOro KOHPUAEHLIMaNbHON MHPOPMaLMN. He NCKNOYEHO, UTO aTakyroLme
MOTYT MCMONb30BaTb UX AJ1s AOCTYMa K ApYro, 6onee TLaTelbHO OXPaHIeMO

VHPpPacTpPyKTYypE.
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TTP — TakTnkm, metoabl N npoLeaypb! atak

Mpeaynpexpexne ®BP 06 aTtakax ¢ ucnonbsosaHnem
paccblsiaemMbix No noure 3apaxeHHbix USB-HocuTtenein

MNpeaynpexaeHne 06 aTakax ¢ ncnonb3oBaHvem USB Hocutenein GEP
ony6nmKkoBano B gHBape. 3apaxkeHHble USB HocuTenu, oTnpasnsemblie OT
nmMmeHn MnHncTepcTsa 3gpasooxpaHeHns CLUA 1 B nogapOYHbIX MOCbIIKax
AKoBbl OT Amazon, BbIN HaLeNeHbl Ha KOMMaHWK, CBA3aHHbIE C TOTUCTVKOM,
CTpaxoBaHVeM 1 KoMnaHuu, nmetoLwye otHowweHre K BIIK. MNpeanonoxmntensHo
3a aTtakamm CTouT HebesbisBecTHad rpynna FIN7. Kak npaBuno, ee akTMBHOCTb
HanpasneHa Ha nony4yeHne GrHaAHCOBOW BbIrOb!.

PacnpocTpaHeHue 3apaxeHHbix USB-HocuTenein — ooBONbHO HEOObIYHDBIN
BEKTOP aTakn Ha POHE KaCCNYECKMX METOAOB MPOHNKHOBEHUS (DULLINHT, Criam,
B3/1OM MHOPACTPYKTYpPbl NepumeTpa 1 T.4.). [ogknioveHne K KoMnbioTepy
>XKePTBbl 3apPaXE€HHOr0 CbeEMHOIr0 HOCUTENS MO3BONFET aTaKy WM MOAYYNTb
NepBUYHbIN SOCTYM U Aanee NPOAOMKUTbL aTaky BHYTPU CETU.

BpepoHocHoe N0, npepHasHaueHHOe ANS aTaK Ha CUCTEMbI
NPOMbILLIEHHOW aBTOMaTU3auun

Industroyer 2.0

3noBpen, 0bHapy>xeHHbI cneuvanictavm Eset B anpene, npeaHasHaueH onsg
aTtak no 104 npoTtokony (IEC 60870-5-104). Industroyer 2.0, Takxe Kak 1 ero
NepBbll BapuaHT, HaLeeH Ha SHeprocucTemMbl YkpanHbl. OgHako Ha MOMEHT
ny6nukaummn (12 anpens 2022) nccnepoBaTeny Tak 1 He BbIICHWNN, Kak MMEHHO
Industroyer 2.0 npoHuKan B aTakyeMble CUCTEMBI.

YTunuTtbl oNng atak Ha npomMbiluieHHoe o6opyaoBaHue

Taioke B anpene 2022 BoiLen COBMECTHbI OTYET Lenoro psga
rocynapcTBeHHbIx opraHnaaumin CLUA (CISA, FBI, DOE, NSA) 06 obHapy>XeHnn
Habopa yTUINT, NpeaHasHa4YeHHbIX 05 aTak Ha CUCTEMbI MPOMbILLIEHHON
aBTOMaTU3auumn, Kotopble ncrnonbaytoT MNJ1K Schneider Electric MODICON wn
MODICON Nano, INJIK OMRON Sysmac Bepcuin NJ 1 NX, cepsepbl OPC UA.
OTueT He cogepxan HAKaKNX geTanern kacaTenbHO XepTB U reorpadum
NPUMEHEHNS STUX Y TUNAT.
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https://www.cybereason.com/blog/fbi-warns-us-companies-to-avoid-malicious-usb-devices
https://therecord.media/fbi-fin7-hackers-target-us-companies-with-badusb-devices-to-install-ransomware/
https://therecord.media/fbi-fin7-hackers-target-us-companies-with-badusb-devices-to-install-ransomware/
https://www.welivesecurity.com/2022/04/12/industroyer2-industroyer-reloaded/
https://www.welivesecurity.com/2022/04/12/industroyer2-industroyer-reloaded/
https://www.welivesecurity.com/2022/04/12/industroyer2-industroyer-reloaded/
https://www.cisa.gov/uscert/ncas/alerts/aa22-103a
https://www.cisa.gov/uscert/ncas/alerts/aa22-103a

Kaspersky ICS CERT kaspersky

[ns noHMMas 0BLLEN KapTVHbI TEHOEHLMIA B MPE HDOPMAaLVIOHHOM 6e30nacHOCTH
HeOB6XOAMMO BbITb B Kypce TeKyLx cobbiTuin. Kaspersky ICS CERT exxeMeCca4HO BbinyCcKaeT
OTYeTbl O NPONIOLLEALLNX COOLITUSX C NMOABOPKON NHANKATOPOB KOMMPOMETAaLMN
COBCTBEHHOW aHaNUTMKOM TaMm, rAe 3TO BOSMOXXHO.

[ns nonyyeHns 0ocTyna KO BCeEM OTYETaM BaM HEOOXOAMMO NoANMCaTbCS Ha CEPBUC
NHdopmimpoBaHue o6 yrposax ACY Tr1.
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Kaspersky ICS CERT kaspersky

LleHTp pearpoBaHns Ha MHLMAEHTbl MHPOPMAaLIMOHHOW 6€30MacHOCTU MPOMbILLIIEHHbIX
nHPpacTpyKTyp «JlabopaTopum Kacnepckoro» (Kaspersky ICS CERT) — rno6anbHbliii NpoekT
«JTabopaTtopuim Kacnepckoro», HanpaBneHHbIM Ha KOOPAVHALMIO YCUNIA Npon3BoanTenen
cucTeM aBToMaTU3aummn, BNagenbLEeB 1 OnepaTopOB MPOMbILLIEHHBIX OBBbEKTOB, a TakXke
nccnepoeatenen NT-6e3onacHOCTY 4Ns 3aLUMTbI MPOMbILLIEHHbBIX NPEANPUSTUIN OT KubepaTak.
Kaspersky ICS CERT HanpaBnsieT CBOV yCUIVS B MEPBYIO O4epenb Ha BbidBNEHNE NOTEHLMAIbHbIX
1 CYLLECTBYIOLLMX YIPO3, HaLLENEHHbIX Ha CUCTEMbI MPOMBILLNIEHHOM aBTOMaTU3aLMN U
NPOMbILLNEHHBIN UHTEPHET BELLEN.

Kaspersky ICS CERT ics-cert@kaspersky.com
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