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OTa nogbopka NpeacTaBngeT cobo 0630p OTUETOB U COOBLLEHNIN 06 APT 1 PUHAHCOBBIX
aTakax Ha MPOMbILLNEHHbIE MPEANPUATIS, MHDOPMALIMA O KOTOPbIX Bbl1a packpbiTa B NEPBOM
nonyrogum 2023 roga, 1 0 CBA3aHHON C 3TUM akTUBHOCTW rPymnr, 3aMEeYEHHbIX B aTakax Ha
MPOMBbILLIEHHBIE OPraHN3aLMn N OB EKTbI KPUTUYECKOM MHPPACTPYKTYpPbI. B KaXkaom cryyae Mbl
CTapan1cb NPeACcTaBUTb Hanbonee BaxkHble GakTbl, Pe3ybTaTbl 1 BbIBOObI CCrienoBaTenei,
KOTOpbIE, MO HALLEMY MHEHWIO, MOTYT ObITb MOME3HbI 3KCNEPTaM, PELLAIOLLIM NPaKTUYECKNE
BOMPOCHI 0BeCNeYeHs KN6epbe30nacHOCTY MPOMbILLIEHHBIX MPEANPUSTN.

AKTUBHOCTb KOPEMNCKOSA3bIYHbIX Fpynn

ATtaku Lazarus

SkcnepTbl 13 «JTabopaTopum Kacnepckoro» 1ccnenoBasy KaMnaHuo rpynnbl
Lazarus, akTnBHYO 00 gHBaps 2023 roga. B xofe kamnaHum aTakytowme
1ncnonb3oBany 3apaxeHHbli kveHT UltraVNC ans gocTtaBki OBHOBEHHOW
Harpy3ku BLINDINCAN. OTa Harpyska MeeT HOBblE BO3MOXHOCTW, BK/IIOUas
pacLlmpeHne Ha OCHOBE MNarvHOB. 3apaXkeHre N3BECTHbIX MPOorpamMm C
OTKPbITbIM NCXOOHBIM KOLOM SBSIETCA OOHMM 13 CNOCOB0B, KOTOPbLIMY rpynna
Lazarus nonb3yeTcd Ang OCTaBKM CBOEro BPegOHOCHOro NporpaMmMHOro
obecneyeHus. MNpu BbINOHEHN 3apaXKEHHOE NPUIOXEHNE PYHKLMOHNPYET
HOpPMaJsIbHO, HO CKPbITO COBMpPaeT MHPOPMALIIO O XXEPTBE 1 NepenaeT ee Ha
KOMaHAHbIE CcepBepbl.

TenemeTpus Nokasana Hannume 3arpy>xaemMon B namsTb NONe3HON Harpy3ku,
nosly4YaeMom 3apaxkeHHbIM KMeHTOM. lNocTaBnsemMas Harpy3ka obina
noeHTuduumposaHa kak BLINDINCAN, koTopas paHee Takxe UCnosib3oBanach
KaK BpeAOHOCHas Harpy3ka BTOPOro aTana. 9Ta ObHOBNEHHas BEPCUS
BLINDINCAN nmeeT Cxoxue XapakTepUCTUKK C Npeablay LMy BEPCUSMIA,
Takye Kak KOMMYHVKaLWS C KOMaHOHbIM CEPBEPOM, METOAbI LUMGPOBaHNS U
npouenypa HGUUMPOBaHWS.

Tem He MeHee, 0,06aBNEeHbI HOBbIE BO3MOXXHOCTW, BK/KOUast BO3MOXXHOCTb
pacLUMPEHUS C UCMNONMb30BaHMEM MarnHOB. [locne aHannsa 1 4eKoanpPOBaHKS
KOMMYHUKaLN MPOTPOSHEHHOTO MNPUTOXEHUS, nCcnegosaTen N3
«JlabopaTopun Kacnepckoro» 0bHapy X MHGOPMaLIMIO O HALLENEHHOCTH
aTakum Ha KOMMNaHWM B OTPaCcNgx Npon3BoACTBO 1 HEABMXXUMOCTb B VIHOWW.
AHanns KoMaHOHbIX CEPBEPOB, CKOMMPOMETUPOBaHHbIX C Havana 2020 roaa,
OBHapY>XnN TakXXe Hanpas/eHne aTak Ha TENEKOMMYHUKALWMOHHBIE KOMMaHU B
MakncTaHe n bonrapuwn. iccneposaTtenu «J/labopatopumn Kacnepckoro»
nonaratoT, YTO JaHHas KaMrnaHNg He OrpaHNYBaEeTCsa STUMU CTPpaHaMn U
oTpacnsaMn.
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WithSecure onybnvkosanm pesynbTaTbl UCCegoBaHNS HOBOW
KNOEpPLLNMMOHCKON KammnaHun nog, HassaHnem No Pineapple!, 3a koTopon, no
MHEHWIO ccnepoBaTenen, ctouT rpynna Lazarus. CornacHo pesynbtatam
NccnegoBaHns, atakytowme cmornm HesameTHO ykpacTb 100 I'b gaHHbIX y
>XEPTBbI, He HaHecs yLepba. KamnaHus npoxoanna ¢ aBrycta rno Hosiopb 2022
rofa v 6blna HaLeneHa Ha OpraHn3aLmm, 3aHNMaOLLIECS HAYYHbIMI
nccnenoBaHuaMK, paboTaloLwme B chepe 300aBOOXPaHEHNS, XMMNYECKON
VNHXXEHEPWW, SHEPTETUKIN, OBOPOHbBI 1 Ha BEAYLLMIA UCCNeaoBaTeNbCKN
YH/BEPCUTET.

Xakepsbl Lazarus ckoMnpomMeTpoBanu CeTb XepTBbl 22 aBrycta 2022 roga. OHu
ncnonb3osanuy ya3smmocTn RCE CVE-2022-27925 n CVE-2022-37042, 4Tobb!
0b6onTn ayTeHTUdVKaumo Zimbra, pasmecTB BEG-LLIEN HA MOYTOBOM CEPBEpPE.
MNocne ycnewHoro BanomMa ceTu 6b11v pasBepHy Tbl UHCTPYMEHTbI
TyHHenmpoBaHus Plink n 3Proxy, nossonsioLye aTakyoLmm 060Nt
BpaHamayap. MeHee uem yepes Hedento aTakyoLme NCnonb3osanm
MOoaNPULIMPOBAHHBIE CKPUMTbI A5 N3BNEYEeHNs C MOYTOBOro cepeepa 5 I'b
nHbOpPMaLMn, COXpPaHMB AaHHbIE B daiine CSV, KOTOpPbIN NO3Xe Obln Bbirpy>KeH
Ha cepBep aTaKyoLmX.

B TeueHne cnenyowmx aByx MecsaLeB Lazarus passepHynm CBON MHCTPYMEHT
Dtrack n HoByto Bepcunio GREASE (n3secTHO, uto 370 IO cBg3aHHO € Kimsuky)
07151 OBHAPY>KEHMs yYeTHbIX 3anucen agMunHmncTpaTopos Windows,
NnepeMeLLEHNS MO CETU U KPaXKn AaHHbIX C YCTPOWCTB. B xoae nccnenosaHmns
WithSecure 6b1n BbiIBNIEHbI HECKOIbKO U3MEHEHUIN B aKTUBHOCTW Lazarus,
BKJIHOYaS: HOBYO MHPACTPYKTYPY, UCMosbaytoLlyto IP-aapeca 6e3 AOMEHHbIX
MeH, 0bHoBNeHHOe BpenoHocHoe N0 Dtrack n GREASE (ncnonb3yeTcs ons
CO3[0aHNS YYETHOWM 3anmncm agMHUCTPATOoPa 1 06X04a 3aLLunThl).

HoBbin BapmaHT Dtrack 60sbLue He NCNOoNb3yeT COOBCTBEHHbIN KOMaHOHbI
cepBep ONs Kpaxky AaHHbIX, MoarasiCb Ha OTAe bHbIM 63KO0P A9 nepenaymn
NoKanbHO COBPaHHbIX AaHHbIX B 3aLUMLLIEHHOM NaponemM apxmee. HoBbI BapriaHT
GREASE zanyckaeTtcs ¢ npusunernammn SYSTEM Ha xocTe kak DLL ¢ nomoLLsto
akcnnonTta Windows Print Spooler RCE/LPE k ya3sumocTu PrintNightmare.
Tenepb oH ncnonbayet RDPWrap ang yctaHoBkM ciy»6bl RDP Ha xocTe n
CO30aHNS NPUBUNEMNPOBAHHBIX YUYETHBIX 3anCei.

3N0OYMbILLNEHHVKM OLLMBOYHO BbICTaBUIN CEBEPOKOPENCKUIA IP-agpec B xoae
cBoen gestensHocTn. Kpome Toro, nccnegosatenu ns WithSecure
OBHapY>XnnM MHOrO COBMaaeHNn B TaKTUKaX, TEXHVKaxX 1 npouenypax (TTPs),
MHPPACTPYKTYPE N MULLEHAX C AaHHbIMW, MPeaCTaBNeHHbIMN B OTYETax
Symantec n Cisco Talos (OT4ETbI ONMCHIBAOT aKTUBHOCTb KOPENCKOA3BIUHbBIX
rpynn). Kpome Toro, uccnepoBaTtenm 3ameTunn, Kak atakyoLme BBOgvNn
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pasnnyHbIe KOMaHAbl BPY4YHYIO Ha CKOMMPOMETUPOBAHHbIX CETEBbIX
YCTPOWCTBaX, MCNonb3ys moaysb Impacket atexec.

ATtaka Ha uenouky nocrasok 3CX

29 mapTa komnaHus CrowdStrike ony6vkoBana npegynpexaeHne ob atake Ha
LLenoYKy nocTtaBok Yepes nporpammy 3CXDesktopApp, nonynspHoe
nporpamMmmHoe obecneuyeHne ong VolIP. B cBoem oTyeTe OHM NpensapuTenbHO
aTpUbyTNpPOBaNM 3Ty aTaky KopenckoaabluHom rpynne APT, n3BeCTHOM Kak
LABYRINTH CHOLLIMA (nccneposatenn ns «Jlabopatopun Kacnepckoro»
NAEHTUPUUMPYIOT ee kak Lazarus). 3CX, no oueHkam, umeet 600 000
KOMMaHWI-KNIMEHTOB NO BCEMY MUPY, Bktoyas Toyota, McDonald's, Pepsi,
Chevron n komnaH1m 13 oTpacny NPON3BOACTBO.

iccnepoBaTenm cumTatoT, YTO KamMmnaHns NPOLOMKAETCS Y>Ke HEKOTOPOe
Bpems. Penosutopuii Ha GitHub, cBa3aHHbI ¢ KamnaHel, bbin CO34aH B
nekabpe 2022 roga, gpyras HPpacTpykTypa — B peBpane 2022 roga. lNepsble
NPW3HaKKW yKasblBatOT Ha TO, YTO aTaKyoLe NOMbITaICb CKOMMPOMETUPOBATb
6onee 1000 uenein, 3apasnB yCTaHOBOYHbIE NakeTbl Kak ang Windows, Tak v ois
macOS.

CornacHo Sentinelone, nepBas NonbiTka 3apaxxeHns bblna 3aperncTprpoBaHa
nx TenemeTpren B mapTe. «JlabopaTtopus Kacnepckoro» ¢ mapTta 2023 roga
OTCNEXMBAET CBA3aHHYO KaMnaHuio. Torga nccnenoBateny 3aMeTum BCrieck
aKTMBHOCTW, CBA3aHHOI C 63KO0POM nopg, HasBaHnem Gopuram. Gopuram
na3secTeH ¢ 2020 roaa, 1 OH BbiN 3amMeyeH BMecTe ¢ 6akaopom Appledeus Ha
3apakeHHbIX MaLLMHaX.

Atakn APT43

ViccneposaTtenu 13 komnaHmy Mandiant BoigB/Y paHee HEM3BECTHOIO akTopa
APT, nonyumsLuero nvs APT43, KOTOPbIN, Kak OHU CUUTAaIOT, AENCTBYET B
NHTepecax nNpasuTenbcTBa CeBepHon Kopew. pynna HaueneHa Ha
onpepeneHHble pernoHbl: KOxHyto Kopeto, CLLA, dnoHuto n EBpony. ATakytoLLmx
OCOBEHHO NHTEPECYIOT rOCYAAPCTBEHHbBIE OPraHM3aLK, OpraH3aLm,
KOTOpble paboTatloT B chepe 0bpasoBaHns /ccnenoBaHnii, aHanuTnyeckme
LLeHTPbI, 3aHMaIOLLECS reONOSITUKOW N SAEPHON NONNTUKOW, @ Takxe
KOMMaHMM, OKa3blBatoLLme BU3HEC-YCYT 1 3aHMAIOLLMECS NPOVN3BOLACTBOM.

ViccnepoBaTtenu cuMTatoT, UTO akTUBHOCTb APT43, npoaonkarowasacs yxxe
oonee NaTn NeT, Horga NPUNcbiBanachb OPYrMv akTopam — KOHKPETHO
Kimsuky nnun Thallium. Ong c6opa nHpopmaLmm rpynna YaLle BCEro UCnonb3yeT
LeneBon GULLVHT 1 panbLUvBble BE6-CanTbl. 13 NHCTPYMEHTOB aTaKytoLLme
npeanoynTatoT LATEOP — 63kaop, OCHOBaHHbIN Ha ckpunTax Visual Basic. OHu
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https://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers/
https://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers/
https://www.sentinelone.com/blog/smoothoperator-ongoing-campaign-trojanizes-3cx-software-in-software-supply-chain-attack/
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https://securelist.com/gopuram-backdoor-deployed-through-3cx-supply-chain-attack/109344/
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Kaspersky ICS CERT kaspersky

NPUMEHSIOT U APYrne 3KCKNO3VIBHbIE BPEAOHOCHbIE MHCTPYMEHTbI, @ TakXe
MHOXECTBO O6LLEOOCTYMHbIX BPEAOHOCHBIX MPOorpamMm, Takmx kak ghOst RAT,
QUASARRAT, AMADE 1 MHOrmx gpyrx CEMencTs. [pynna TakXXe NCnonb3yeT
VHPPaCTPYKTYPY 1 UHCTPYMEHTbI COBMECTHO C Apyriimun APT, CBA3aHHbIMM C
CesepHoi Kopeeln.

Ataxm Andariel

VccnepoBatenu ns «J/labopatopum Kacnepckoro» nepecMoTpen KamMmnaHmo
Andariel (nogpasgenerve Lazarus) 2022 roga, pacwumpvse MHGOpMaUmio O
KOMaHAax, KOTOpble aTakyoLwye NCNOoMb30Banm AN pa3BepThiBaHNS
nHCTpymeHTa DTrack, conyTCTBYIOLWMX MHCTRPYMEHTAX 1 BPeLOHOCHOM
nporpamMMHOM obecrneyeHnn ana nocTakennyaTaunn. iccnegosatenm
nonararoT, YTO aTakytowpme ncrnonb3osanu Log4j ong HavanbHOM
KOMMpOMeTaLN.

ccnepnoBaHne NHPPaCcTPYKTYPbl aTaKyHOLLMX MOMOIIO CBS3aTb Cllyyau
3apaxeHns Yamabot ¢ 3TM MHUMAEHTOM. Bblo BbISIBNEHO HECKOMBKO
npodunei Luener ons COoTBETCTBYOLLMX pa3BepTbiBaHM Yamabot.
ATaKytoLMX, B YaCTHOCTU, UHTEpPEeCcoBany GroMeanNLUNHCKNE NCCNENOoBaHNS W
NPOVN3BOACTBO, UCCNEAOBaHNS B 061aCT MOYBOBEAEHNS, @ TAKXE
3SHepreTUYecKuii cekTop. Takxke Bbino BbISBIIEHO HOBOE CEMECTBO
BP€AOHOCHOr O NporpamMMHoOro obecrieverns EarlyRat, koTopoe
PacnpPOCTPaHANIOCh Yepes GULLINHIOBbIE LOKYMEHTbI.

Atakn MATA

B Hauane ceHTab6psa 2022 roga nccnegosatenu U3 «Jlabopatopumn
Kacnepckoro» obHapy XM NCnonb30BaHNE BPeaOHOCHbIX MPOrpaMm 13
knactepa MATA, paHee aTpubyTupyemMoro rpynne Lazarus, HaueneHHbIX Ha
OBOPOHHBIX MOAPSANUMKOB B BocTouHOM EBpone. OTa kamnaHus ocTaBanach
aKTVBHOM o MapTa 2023 roga. OkcnepTbl OBHAPY XU HOBbIE aKTVBHbIE
KamMmaHnm aTaKyoLWmX C NOAHbIMM LLENMOYKaMK 3apadkeHuns, BKoYas UMMNAaHT,
npenHasHauYeHHbI 0is PaboTbl B U30NMPOBaHHBIX (air-gapped) ceTsx Yepes
USB-Hakonutenu, a Takoke 6akgop MATA gng Linux.

BpenoHocHoe NO pacnpocTpaHanoch NOCPEACTBOM LiENeBOro GULLVHra B
HECKO/bKO 3TaroB C MCMNOb30BaHVEM BannaaTopoB. B npouecce aTakm 6bino
CKOMMPOMETUPOBAHO HECKONbKO PELLEHNIA MO 6E30MaCHOCTY OT PasNYHbIX
BEHO0POB, UCMonb3yemblx xepTeamu. Hosas Bepcust MATA Orchestrator
nosnyynna N3MeHeHns B LINdpOoBaHNY, KOHOUrypaLmm 1 NpOTOKONax CBA3M 1, No
BCEW BUONMOCTW, Bblna nepenmcaHa c Hyns.
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VccnepoBatenu ns «Jlabopatopum Kacnepckoro» Takke 0b6Hapy>Knm HOBYHO,
NMONHOCTbIO NepenncaHHyto, Bepcnto MATA. MATAVS npepocTtaesngeT
aTaKyoLwmm boraTbii Habop KomaHg, 1 onumii cea3n. MATAVS cnocobHa
PYHKLMOHMPOBATB U Kak Cny»6a, 1 kak DLL B pa3nnyHbIx npoueccax.
BpenoHocHas nporpamMmma Ncnonb3yeT BHY TPEHHWE KaHaslbl MEXXPOLLECCHOro
B3anmogencteus (IPC) n npymeHsaeT pasHOObpasHble KOMaHgbl, MO3BOISS
yCTaHaBNMBaTb LEenOYKn NPOKCU Yepes pasniyHbie MPOTOKObl — TakXXe BHY TP
cpenpl XXepTBbl. HecMoTps Ha 3HaunTenbHyto asonoumio MATAVS (coBnageHve
KOAa HOBOW BEPCUM C KOOOM MPEALLECTBYIOLLNX BEPCUIA MUHNMASBbHO), BCE XE
eLe OCTanoCb HEKOTOPOE CXOACTBO C NPedblayLLUMM BepCUIMU — B
NPOTOKONax, KoMaH4ax 1 CTPYKTYpe MnarnHoB. OTO ykasblBaeT Ha
nocneaoBaTenbHbIN MOAXO K Pa3paboTke pasHbIX MOKONEHWI BPEAOHOCHOM
nporpamMmb..

AKTUBHOCTb KUTaICKOSI3bIYHbIX Fpynn

ATtaxkn Blackfly /APT41

CornacHo nccnepoaTensam N3 KoMnaHuy Symantec, yrposa, U3BecTHas Kak
Blackfly (a Takxe kak APT41, Winnti n Bronze Atlas), HaLeneHa Ha gBa LoYepHNX
NPEeanpUSTIS a3naTCKOro KOHroMepaTa B CEKTOpe MaTepuranos v
KOMMNO3UTOB. ATaku, NpousoLlefLurie B KOHLE MPOLLIOro 1 Havane TekyLero
roga, 6osbLUe nonaranncb Ha UHCTPYMEHTbI C OTKPbITbIM UCXOOHbBIM KOLOM, YEM
Ha CreumannsnpoBaHHbie BPeLOHOCHbIE NporpamMmMbl. ATakyowye NprMeHsamn
Backdoor.Winnkit, MHCTPYMEHT ana c6opa yUETHbIX AaHHbIX, UHCTPYMEHT OJ14
CO30aHNg CHUMKOB 3KpaHa, MHCTPYMEHT 4715 CKpbITUS npoueccos, SQL-
NHCTPYMeHT, Mimikatz, ForkPlayground n nHCTpPYMEHTbI ANt HACTPOMKM MPOKCU.
iccnepoBaTenu cumTatoT, UTO 9TO YacTb Bosee LUMPOKOM KaMnaHuu,
HaLeNeHHOM Ha pasnnyHbie OTPaCv B PErMOoHe.

Arakm Volt Typhoon/VANGUARD PANDA

VccnepoBatenu na komnaHmm Microsoft coobLumniv, YTO KUTaNCKOSA3bIYHBIA
akTop Volt Typhoon cMor yCTaHOBUTb MOCTOSIHHbIA AOCTYMN K KPUTUYECKOM
nHdpacTpykType B CLLA, BKtoYag Takme CEKTOPbI Kak CBSA3b, MPOM3BOACTBO,
KOMMYHasbHbIE YCNYri, TPAHCMOPT, CTPOUTENbCTBO, MOPCKas 1 peyHast
HaBUraLmu, rocyaapCTBEHHbIE OpraHn3auun, HGOPMaLVIOHHbIE TEXHOMOM U
obpasoBaHue. Lienbto aTak SBngeTcs WNMoHax, HO, Mo MHeHMO Microsoft,
CYLLECTBYET NOTEHUMANbHag yrpo3a, YTo, B Cllyydae BOEHHOro KOHPNMKTa B
FO>xHO-KnTammckom mope 1 bonee LWUMPOKOM PernmoHe TUXoro okeaHa,
aTaKyloLpme CMOryT NeEPENTN K 6onee eCTPYKTUBHBIM AENCTBUSM.
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ATakyioLLme NonyyatoT NnepBoOHaYasnbHbIM SOCTYM, KOMMPOMETUPYS
obopynosaHve Fortinet FortiGuard, LOCTYNHOE 13 UHTEPHETA, 1 UCMONb3YIOT
NPVBUNErN 9TOrO YCTPONCTBA AN N3BMEYEHNS YUYETHBIX OaHHbIX 13 Active
Directory n ayTeHTndukaumm Ha opyrx yCTpomncTeax B CETU. 3aTEM OHU
NCNONb3YIOT KOMaHOHYO CTPOKY U nerntumHoe MO, 4ocTynHoe Ha
CKOMMPOMETUPOBaHHbIX CUCTEMaX, 4ng cbopa npensapuTenbHON MHdopMaLmy,
NPOABVXEHNS NO CETU U 3KCOUNbTPaLMN AaHHbIX. ATaKyoLWmMe CKPbIBaIOT CBOV
cnepnpl, NepeHanpaBnsas CeTeBON Tpaduk Yepes CKOMMNPOMETMPOBaHHbIE
SOHO-MapLpyT13aTOPbl U OpYyre rpaHnyHble YCTPONCTBA.

B coBmecTHOM pennse HaumoHanbHoe ynpasneHve no 6opbbe ¢ TEpPOoPU3MOM
B CLLA, a Takxxe gpyrvie BHyTpeHHWe areHTcTtea CLUA v napTHepLI 13
ABcTpanun, BennkobpuTtaHum, Hoson 3enaHamm n KaHagpel onyonvkosanm
npenynpexaeHre, KOTopoe ccblfiaeTcs Ha BbiBoAbl Microsoft u
npepocTeperaeT OT «HeLABHO OBHAPY>XEHHOM aKTUBHOCTU» 13 KuTas.

pynna Volt Typhoon akTuBHa Kak MuHUMYM € cepeaunHbl 2021 roga. B
nocnegHen KaMmnaHuy rpynna Hauenmeanach Ha OpraHn3aunmy B 0Tpacnsx
CBSI31, NPOU3BOACTBA, KOMMYHasbHbIX YCIYT, TPaHCNOPTa, CTPOUTENLCTBA,
MOPCKOW 1 PEYHOW HaBUIraLLW, NPaBUTENbCTBA, MHPOPMALIMOHHbBIX TEXHONOT I
1 0B6pPa3oBaHUS.

Viccneposatenu komnaHum CrowdStrike 3ameTniv, 4To faHHasa rpynna,
koTopyto oHn Hazeam VANGUARD PANDA, ncnonb3yeT HOBbIV NOAXOA4, AN
NONy4YeHns HaYanbHOro JOCTYMa K LenesbiM ceTam. CrowdStrike coobLumna,
YTO rpynna ncnonb3oBana akcnnonTbl K Zoho ManageEngine n ADSelfService
Plus ons nonyyeHns HavanbHOro gocTtyna. [locne aToro atakyowme NpriMeHsnu
KaCTOMHble BE6-LLeNNbl 419 AOCTVIXXEHWS MOCTOSHHOIrO AOCTYMNa N TEXHUKY
LOTL (living-off-the-land) ons nepemelleHns no ceTu.

JononHnTenbHas ObHapy>XeHHas BPeAOHOCHas akTBHOCTb BK/THOYaET B CE6S
nosyyYeHre Cnmncka NPoLLECCOB, TECTUPOBaHNE CETEBOIO NMOAKIIOUYEHS, COOP
MHPOPMaLMI O NONb30BATENAX U FPYyNnax, NOAKIIOYEHNE OBLLVX PECYPCOB,
nepebop OoOBEPUTENbHbIX OTHOLLIEHWA AoMeHOoB Yepe3 WM, a Takxe nepebop
30H DNS uepes WMI. VANGUARD PANDA oueB/aHO 3HaKOMbI C
NHPPaCTPYKTypo aTakyemon uenn. O6 3TOM CBUAETENbCTBYIOT Kak BblICTPbIN
BBOL KOMaH[, Tak 1 3HaHMg cneumduyeckmnx BHy TREHHX MMEH XOCTOB U IP-
afpecoB, NepenaBaeMblx KOMaHe ping, MOAMOHTVPYEMble YOaneHHble obLume
pPEeCypChbl 1 OBbIYHbIE YUYETHbIE AaHHbIE AN UCrnofib3oBaHns WML

ATakyloLLme NCMOoNb30Bany Be6-LIenn Ang 3ameHbl daina tomcat-
websocket jar B bubnmoteke Apache Tomcat Ha BEpCUIO C BHELPEHHBIM
6akpopom. O6 aTom TexHuke 3akpennenns rpynnsl VANGUARD PANDA paHee
He coobLWanoch. ATOT 63KA0P, BEpOATHO, cnonb3osancd VANGUARD PANDA
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NS oBecrneYeHns MOCTOSHHOMO AOCTYMa K BbICOKOLIEHHbBIM LIeNsIM, KOTOPbIE
Bbln1 BbiBpaHbl MOCse Nosly4YeHnst HayarbHOro 4OCTYMNa C UCTOSIb30BaHEM
YSI3BMIMOCTEN HYIEBOrO AHS.

ATaxkn Earth Longzhi

[Nocne HeckonNbKMX MecsLEeB 3aTuULbsg B akTUBHOCTY Earth Longzhi
(NnpepnonaraeTcy, 4To ato nogrpynna APT41) Hauennach Ha opraHm3aummn B
cdepax 34paBoOOXpPaHEHS, MPON3BOACTBA, TEXHONOMN N MPaBUTENbCTBEHHbIE
opraHnsauun Ha TaBaHe, B Tannange, Ha GununnHax n Guoxxn. B xone
KaMnaH1 310YMBbILLNEHHVIKL KOMIPOMETUPYIOT UcnonHgembli dainn Windows
Defender ong BbinonHeHs 60KoBOW 3arpy3ku 6nbnmoTtek (DLL-sideloading), a
TaKXXe 3KCNyaTUPYHOT YS3BUMbIA ApanBep, YTObbl OTKMIOUYNTD YCTaHOBMIEHHbIE
Ha XOCTbl CpeACTBa 6e30MacHOCTM C NoMoLLbto aTaku «BYOVD» (Bring Your
Own Vulnerable Driver). iccnegoBaTtenn ns komnaHum TrendMicro Takxxe
OBHapPY>Xnn HOBbIN CMOCO6 OTKIIOYEHNS CPEACTB 6€30MacHOCTN — METOS,
Nnony4rBLLNIA Ha3BaHWe «stack rumbling», KOTOpbIN NCNONB3YyEeT
HEeLOKYMEHTUPOBaHHbIe 3HayeHns MinimumStackCommitinBytes B kntoue
peecTpa Image File Execution Options (IFEO).

ATtakn Lancefly

VccnepoBatenu n3 komnaHum Symantec o6Hapyxiiv HoBoro aktopa APT,
nonyuJveLero nms Lancefly, aTakytoLero rocygapcTBeHHbIE OpraHM3aLumn,
opraHnsauun N3 aBnaLVIOHHOM oTpacnun 1 Tenekom B KOxxHom n FOro-
BocTouHoM A31m ¢ MCNob30BaHMEM KaCTOMHOro 6akaopa. bakaop,
CNONb3yEeMbI FPYMMoW 1 Ha3BaHHbIN «Merdoor», pa3pabaTbiBaeTcs ¢ 2018
roga. VIcxogHblin BEKTOP 3apaXkeHnst OCTaeTCs HEV3BECTHbIM, XOTS €CTb
cBMAeTeNnbCTBa TOro, YTO aTakyloLme NCMOoNb3YIT GULLMHIOBblE 3N1EKTPOHHbIE
nmcoMa, bpyTdopc SSH-naponeit n akcnyaTaumio y93BUMOCTEN CEPBEPOB C
OTKPbITbIM JOCTYNOM A/19 NOSYyYEeHNs JOCTYNa K LenesbiM cuctemam. ['pynna
Tak>Xe NCnonb3yeT 6oee HOBYIO BEPCUIO PYTKUTa ZXShell, MHCTPYMEHTa,
KoTopbI NpuMensanca APT17 n APT41. Takxxe 6bino 3aMeyeHo, 4To rpynna
Lancefly ncnonbayet pyHkumio «Atexec» 13 Impacket ona HemeoneHHoOro
BbINOJIHEHVA 3aM/TaHNPOBAHHON 3a4a4M Ha yoaneHHoM MalHe Yyepe3 SMB.
pynna Lancefly Takxxe npumensna RAT PlugX n ShadowPad — MHCTPYMEHTHI,
KOTOPbIE TPAANLMOHHO UCMOMb3YIOT HECKOSIbKO KUTANCKONA3bIUHBIX APT rpynmn.

KunbepaTtakun Ha TaliBaHb

CornacHo nccnegosatensam 13 Trellix, HabnogaeTcs yBenyeHe Ynicna
KnbepaTak Ha TaiBaHb Ha POHE POCTa reonoMUTUYECKON HANPSXKEHHOCTU
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mexay TanmBaHem n Kutaem. Llenb atak — B OCHOBHOM JOCTaBKa BPEeOOHOCHbIX
NporpamMm 1 Kpaxa 4yBCTBUTENbHON NHPOPMAaLN.

OTpacnn, Hanbonee NOABEPXXEHHbIE aTakam B Mepmog, 3a KOTOPLIV BeoyTCs
HabnoaeHVs nccnegoBaTeneil, — 3To CeTEBbIE TEXHONOI, MPON3BOACTBO U
norncTuka. Takxke oTMevaeTCsd 3HaunTenbHoe yBenmyeHne netekTon PlugX —
6akpopa ons Windows, KOTOpbIi MHOTME KUTaNCKOA3bIUHbIE aKTOPbI
VCNOMb3YIOT A9 YNpaBfieHns LeneBbiIM/ KOMMbIoTepamMi.

Hpyrve cemencTsa BpegoOHOCHbBIX MPOrpamm, HaueneHHble Ha TarBaHb,
BK/TFOYAIOT LUMNMOHCKMIA MHCTPYMEHT .NET Zmutzy, KpagyLwmin nHdopmaumo
WHCTPYMEHT FOrmbook 1 HEM3BECTHYIO BPEOOHOCHYIO MpOorpaMmy nog MeHem
Kryptik, noeHTMOMUMpPOBaHHYO TOSBbKO MO ee aHTUOTNaA0uYHbIM MEXaHN3MaM U
peecTpy obdyckaumm Koaa.

AKTMBHOCTDb PyCCKOSI3bIMHbIX Fpynn

ATtaxkn YoroTrooper

VccnepoaTtenn ns komnaHum Cisco Talos 0bHapy kv HOBOro akTopa,
KOToporo Haseanu YoroTrooper. [pynna NpoBoAUT KaMraHU KMBEepPLLMOHaXa,
HaLeNeHHble Ha NPaBUTENbCTBEHHBIE 1 SHEPrETUYECKNE OpraHn3aLnn B
cTpaHax CHI" ¢ nioHg 2022 roga. ATakytoLume, CTosLLME 3a STUMUW KaMmaHNSMWU,
Tak>XXe CKOMMNPOMETUPOBanu yyeTHble 3anmcun areHTcTea EC, 3aHmmarowerocs
30paBoOXpaHeHnemM, BcemmpHo opraHmaaumn MHTENNEKTYabHOW
cobcTtBeHHoCTU (WIPO) 1 pasnunyHbix noconbeTs CHI. iccnepoBaTtenu
cuUMTaloT, YTO rpynna YoroTrooper TakxXe Morfa atakoBaTb apyrme
opraHnsauu B EC n Typuun.

Cpeou ncnonb3yembix MHCTPYMEHTOB — KoMMepueckoe MO ans kpaxu
MHdOPMaUM 1 ONs NONyYeHs yoaneHHoOro JocTyna (Takoe Kak
AveMaria/Warzone RAT, LodaRAT), HanvncaHHble Ha Python RAT un
BpeaoHocHoe N0 ans kpaxu nHdopmaumm, a Takke obpaTHble 060N0UKN — Ha
Python n Ha 6a3e Meterpreter. VIHCTpYMEHTbI LOCTaBNASOTCS C MOMOLLbIO
QUILLNHIOBbBIX 3MEKTPOHHBIX MUCEM, copep XaLiyx BpeaoHocHble LNK r
npumaHku B Buae PDF-00KyMeHTOB. ATakyloLLme perncTpuposani
BPEAOHOCHbIE AOMEHbI, CO3aaBany Cyoba0MEHbI 1 MCMONb30Bany AOMEHbI C
VIMEeHaMU, MOXOXVMW Ha NErUTUMHbIE, HO C «oreyaTKamimy.

NcenepoBaTtenn ns «JlabopaTtopum Kacnepckoro» 3aMmeTunn nepeceyeHne B
BbIOOPE Lieneit, CXoxXecTb 06pa3uoB BpeaoHOCHOro MO, ceTeBbIX MHAMKATOPOB
komnpomeTauun TTP, ncnonbayembix YoroTrooper v rpynnomn Tomiris.
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Nuctpyment COSMICENERGY

ViccnepoaTtenn ns komnaHum Mandiant soigsnim MO nog HaseBaHMEM
«COSMICENERGY », pazpaboTaHHOe 4519 CUMY MUKW aTak Ha
aneKTpoaHepreTnyeckme cetn. OHM OBHapYyXunn 3To BpegoHocHoe MO nocne
ero 3arpysku Ha VirusTotal. ViccnepgosaTenu nonaratoT, 4To COSMICENERGY,
BO3MOXXHO, ObIfIO pa3paboTaHO Kak MHCTPYMEHT A9 YYEHWI NO pearnpoBaHmnio
Ha aTaku Ha CUCTEMbI SNEKTPOIHEPreTUKN, OPraHN3yEMbIX POCCUINCKOM
KOMMaHWeln No kmbepbe3onacHOCTH

Rostelcom-Solar. MO HaueneHo Ha ycTponcTea IEC 60870-5-104 (IEC-104),
BKJItOYas yaaneHHble 61oku ynpasnenns (RTU). OHo HanomuHaeT Industroyer.
MNoka nccnegoBaTeny He 3aMeTUIV HY OOHOWN aKTUBHOCTU C HELLENEBbIM
NCNONb30BaHNEM 3TOrO MHCTPYMEHTA B ANKOW NPUPOLE.

ATtaku BlueDelta/Sofacy

CornacHo YKpanHCKOMY LIEHTPY pearmpoBaHns Ha KOMMbIOTEPHbIE
ypesBbluarHble cuTyauun (CERT-UA), rpynna BlueDelta (Takxe nssecTtHa kak
Sofacy, APT28, Fancy Bear n Sednit) ncnonbsobana ys3sumocTy B Roundcube
Webmail g Banoma 6onee yem 40 yKpanHCKX OpraHn3aunii, BKIoYas
rOCYOApPCTBEHHbIE YUPEXAEHNS N BOEHHbIE OPraHn3aLmn, 3aHNMaKoLLIMECS
NHPPACTPYKTYPOW aBMaLIOHHbIX OO bEKTOB.

ATakyloLLme NCMONb30Bany HOBOCTU O PYCCKO-YKPaMHCKOM KOHMAVKTE, YTOObI
CMNPOBOLMPOBATbL XXEPTB OTKPbITb BPEAOHOCHbBIE 9NEKTPOHHBIE MUCbMA, B
pesynbTaTte Yero akcnnyatmposanmch yassmmocTn (CVE-2020-35730, CVE-
2020-126411n CVE-2021-44026). C nOMOLLbO BPEAOHOCHOMO CKpUnTa
aTaKyloLe nepeHanpaBnani Ha KOHTPOMNPYEMbIA MV aApPeC SNEKTPOHHON
NOYTbl BXOASLLME NCbMa LieNen 1 cobupani AaHHbIE N3
CKOMMPOMETUPOBAaHHbIX yYeTHbIX 3anmcen. Cyasa no BCEMY, 3TW aTakm rpynna
BlueDelta npoBoaunT ¢ Hos6ps 2021 roga.

ATtaxkn Midnight Blizzard

akenepTbl 13 komnaHuy Microsoft BoisiBuiv Bcnneck atak rpynnsl Midnight
Blizzard (Tak>xe nasectHow kak Nobelium, APT29, Cozy Bear, Iron Hemlock 1 The
Dukes), HanpaBneHHbIX Ha Kpaxy y4YeTHbIX gaHHbIX. ['pynna Midnight Blizzard
npuBneKsa BCeEMNpHoOe BHMaHMe B aekabpe 2020 roaa, Korga vx XxepTeamu
cTanu komnanHng SolarWinds n €€ MHOrouncneHHbIE KIMEHTDI.

ATaKytoLLme NCMOMb3YIOT PasHOObpasHble MeTO/bl, BKOUas password
spraying, 6pyTdopC, Kpaxy TOKEHOB 1 BOCMPOU3BEAEHNE CECCUI C LIENbtO
MONyYeHNs HeCaHKLIVIOHMPOBaAHHOMO AOCTYMa K o6ayHbIM pecypcam. Kpome
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Toro, Midnight Blizzard / APT29 ncnonbayeT pe3naeHTHbIE NPOKCU-CEPBUCHI
0715 MaCKMPOBKM BPegOHOCHOro Tpadrika 1 COKPbITUS COEOVNHEHNIA, KOTOPbIE
OHN YCTaHaBAMBatoT C MOMOLLBIO YKPaAEHHbIX YYETHBIX JaHHbIX. OTW aTaku
HaLeneHbl Ha NPaBUTENbCTBA, NOCTaBLWKOB IT-ycnyr, HIMO, 060pOoHHY!10
MPOMBILLNIEHHOCTb 1 KPUTUYECKYIO MHDPACTPYKTYPY B MPON3BOACTBE.

HeaTtenbHocTb, cBA3aHHada ¢ bavm>xHum BocTokom

ATtakm Mint Sandstorm/Charming Kitten

'pynna Mint Sandstorm (Tak>xe nssecTtHa kak Charming Kitten, a paHee
oTcnexuBanach kak Phosphorous), cBsasaHHas no MHEHMIO NCcnenoBaTenen ¢
VNPaHCKNM NpaBUTENbCTBOM, COrlacHO NHopMaumm komnaHmy Microsoft,
NPOBOANT KbepaTaky Ha KpUTndeckyto nHdpacTpykTypy CLUA. ATakytowmx
OCOBEHHO NHTEPECYIOT OPraHn3aLmn B CEKTOPax SHEPreTVKN 1 TpaHCnopTa.

pynna 06bI4HO ncnonb3dyeT PoC aKCnnonmTbl Cpasdy Nocne TOro, Kak OHN
CTaHOBSATCS 3BECTHbIMI OBLLIECTBEHHOCTU — UCCNeaoBaTeN Habntoaanu
aTaKy ¢ ncrnonb3oBaHviem Proof-of-concept akcnnonTa k Zoho ManageEngine B
TOT e A€Hb, Korga oH 6bln onyo6MKoBaH. ATaKyoLLME TakXXe NCMONb3YOT
N3BECTHblE YA3BMMOCTU, Takune Kak Log4Shell, ong B3anoma HenponaTyeHHbIX
YCTPOMNCTB. [Mony4rB AOCTYN K LLENEBOW CETU, aTaKytoLLme 3anyckatoT
KacTOMHbI ckpunT PowerShell ons c6opa MHpopmMaLmm O 3aparkeHHOW
NHPPACTPYKTYPE, UTOObI ONPEAENNTD, IBMAETCS N OHa LieHHO. [ocne
NnepeMeLLEHNS MO CETU OHX Pa3BEPTLIBAIOT KACTOMHbIE 63KA0PbLI 415
3aKpenneHns N yCTaHOBKN AOMOHNTENbHbIX Harpy30K.

VccneposaTtenn Bitdefender soissriiv xepTs Mint Sandstorm B CoemHeHHbIX
LLITaTax, EBpone, Typunn n NHanw, a Takxe npegocTaBunv 4ONONHUTENbHbIE
AeTany no Habopy MHCTPYMEHTOB U MHAVKATOPaM KOMMPOMETaLMN.

ATakm Tna watering hole Ha Be6-caitTbl oTpacnei
CYROXOACTBA N IOTMCTUKMN

ClearSky Cyber Security obHapy>xuna ataky metogom watering hole (aTaka Ha
BOOOMOI) Ha MO KpaHel Mepe BOCEMb U3PansibCKNX BE6-CaliToB,
NPVIHaANeXXaLmx CyAoXoaHbIM, TOrCTUYECKM KOMMAHNSM 1 KOMMaHUSM,
nNpPenoCTaBNAOLLMM GUHAHCOBbBIE YCNYTI, U C HU3KOW CTENEHBLIO YBEPEHHOCTI
aTpubyTupoBana nx npaHckom rpynne Tortoiseshell (Takxe N3BECTHOM Kak
TA456 vnun Imperial Kitten).
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https://www.microsoft.com/en-us/security/blog/2023/04/18/nation-state-threat-actor-mint-sandstorm-refines-tradecraft-to-attack-high-value-targets/
https://www.microsoft.com/en-us/security/blog/2023/04/18/nation-state-threat-actor-mint-sandstorm-refines-tradecraft-to-attack-high-value-targets/
https://www.bitdefender.com/blog/businessinsights/unpacking-bellaciao-a-closer-look-at-irans-latest-malware/
https://www.bitdefender.com/blog/businessinsights/unpacking-bellaciao-a-closer-look-at-irans-latest-malware/
https://www.clearskysec.com/fata-morgana/
https://www.clearskysec.com/fata-morgana/
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CornacHo otyeTy ClearSky Cyber Security, rpynna Tortoiseshell akTviBHa no
MeHbLUen Mepe ¢ nong 2018 roga. Ha ckoMnpomMeTpoBaHHbIX BEO-caTax
aTaKyloLpme NPUMEHSN CKpUNT g cbopa HavanbHOM nHpopmaLumn o
Nosb30BaTENSX, BK/OUas 93blK ONepaLioHHON CUCTEMbI NoNb3oBaTens, IP-
afgpec, paspeLleHne akpaHa, a Takxe URL, ¢ koToporo 6bin nocelleH Be6-caT.
ATakytoLLme NCMNOb30Bann YETbIPe AOMEHa U, o6aBNas «jQuery» B X MeHa,
BblOaBanv nx 3a NernTrMHbIn dpenmeopk JavaScript jQuery. Tptok ¢
NCNONb30BaHNEM AOMEHHbIX MEH, UMUTUPYIOLLMX jQuery, bbl1 3amMeyeH B
npeaplayLen npaHckom kamnaHim 2017 roga.

Opyrmne atakm

ATtakum BbimoraTenem Vice Society

pynna Vice Society, Takxxe nssectHasa kak DEV-0832, cneumnannamnpyeTtcd Ha
BbIMOraTEMbCKIX aTakax 1 akTMBHa Mo MeHbLUe mepe ¢ noHa 2021 roga.
lI3HauanbHO OHa bbina cocpenoToYeHa B OCHOBHOM Ha OpraHn3aunsx B
oTpacnsx obpasoBaHVe 1 3gpaBooxpaHeHne B CLLIA. HecmoTps Ha eanHoe
Ha3BaHVe, aTaKkyloLye NCMONb3YIOT PasnnyHbie CEMENCTBA NPOorpaMm-
BbIMoratenen (Hanpumep, BlackCat, QuantumLocker v Zeppelin).

B aHBape TrendMicro onybnvkosasna 610r-rnocT, NOAENMBLUNCH JaHHBIMU CBOEN
TenemeTpun 1 CYMMMPYS BbISBIEHHbIE TakTVKI, TEXHUKU 1 npouenypbl (TTPS)
rpynnbl. Hanpumep, rpynna ncnonb3yeT KacToMHbIe ckpunTel PowerShell, a ons
HaYyanbHOro 3apaXkeHNs NoNaraeTCcs Ha yYs3BMMble OOLLEeNOCTYMNHbIE BEG-CaThI
1 KOMMNPOMETUNPOBaHHbIE YYETHblE AaHHble RDP.

iccnepoBaTenu 3ameTun, YTO rpymnna Takke HauenmBaeTcyd Ha
NPOV3BOACTBEHHbIE KOMMAHNM, YTO CBUAETENbCTBYET O €e CNOCOBHOCTU U
CTPEMNEHNN NPOHMKaTb B pa3nnyHble oTpacnu. MNpucyTtcTteue Vice Society
EbINo 06Hapy>xeHo B bpasnnuu (B nepByto ouepeab atakytowme HaLenmamch Ha
NPOM3BOACTBEHHBIE KOMMaHW CTPaHbl), B ApreHTrHe, LLsenuapum n spanne.

ATtakum BbimoraTenei Royal

MNMocne npeaynpexaeHngd CISA o rpynne Royal, cneumanmsnpytoLLencs Ha
aTakax C UCnonb30oBaHMEM MPOrpamMMbl-BbiMOraTens, komnanus Trend Micro
onybaMKoBana cBow OTYeT O rpynne. OTyeT COAepP>XUT HOBbIE NHOMKATOPSI
KOMMpOMETaLMM, LLENOYKY 3apaXKeHiA 1 MeTobl aTaku, a Takxke CTaTUCTUKY Mo
opraHM3auVs IM-MULLEHSM U reorpadumn aTak.
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https://www.trendmicro.com/en_us/research/23/a/vice-society-ransomware-group-targets-manufacturing-companies.html
https://www.trendmicro.com/en_us/research/23/a/vice-society-ransomware-group-targets-manufacturing-companies.html
https://www.trendmicro.com/en_us/research/23/a/vice-society-ransomware-group-targets-manufacturing-companies.html
https://www.trendmicro.com/en_us/research/23/a/vice-society-ransomware-group-targets-manufacturing-companies.html
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-061a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-061a
https://www.trendmicro.com/vinfo/us/security/news/ransomware-spotlight/ransomware-spotlight-royal
https://www.trendmicro.com/vinfo/us/security/news/ransomware-spotlight/ransomware-spotlight-royal
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CornacHo gaHHbiM Trend Micro, ¢ ceHTabps 2022 roga no sHeapb 2023 roaa
HanbOoNbLUMIN MHTEPEC cpean KnmeHToB Trend Micro gng Royal npeactasnsnm
OTpac/v NPON3BOACTBO U TPAHCMOPT, Ha 3TW OTpacm npuxoantcs rno 33,7%
BCEX BbISIBMIEHHbIX MOMbITOK aTak rpynmbi.

Heckonbko aTak rpynnbl Royal 6binn 3adumkcmpoaHbl B 2022 rony, B OCHOBHOM
Ha opraHusaumm B CLLIA n Bpasunun. CornacHo canTty Royal, Ha KOTOpOM OHMK
NyONVKYOT MHPOPMALIMIO O CBOUX XXEPTBAX, B YETBEPTOM KBapTane KOMMNaHnm
Masnoro busHeca COCTaBUNM Yy Tb BOMee NONOBMHbI XepTB Royal, B TO Bpems kak
Ha opraHusaunm cpegHero pasmepa npuwnock okono 30% xepTs
BbIMoOratenen. bonbLuve komnaHum coctasnm 14%.

B cBoMX KaMnaHusx rpynna NnprMeHsaeT CMeCh CTapbIX U HOBbIX MeToaoB. C
OJHOW CTOPOHbI, OHM NCMONb3YIOT MeTog «callback phishing» ana npreneyeHns
XXEPTB K YCTaHoBKe BpeaoHocHoro MO ang yaaneHHoro goctyna. C gpyrom
CTOPOHbI, NICMOMb30BaHME NPEPLIBUCTOrO LWNdPOBaHNS 1 paspaboTka
BapuaHTOB BbIMOraTenbckoro sBpefoHocHoro MO ang Linux, KoTopoe Takxe
HaLeneHo Ha cepBepbl ESXI, nokasblBaeT, uUTo rpynna cneguT 3a COBPEMEHHbIMY
TeHgeHuMsMn B cdepe BbIMOraTeNbCKX aTak.

APT-ataku c ncnonbzosaHmnem ¢ppenmBopKoOB
CommonMagic n CloudWizard

NcenepoBaTtenn ns «JlabopaTtopum Kacnepckoro» 06Hapy Ky KaMnaHuio,
aKTVBHYIO C TpeTbero kBapTana 2021 roaa, HaueneHHyo Ha
NpPaBUTENbCTBEHHbIE, CENbCKOXO3ANCTBEHHbBIE N TPAHCMOPTHbIE OpraHN3aunn B
panoHax KoHdNMKTa B BocTouHom EBpone. B pamkax aTo kamnaHim
NCMNONb3YETCS paHee HEV3BECTHbI HADOP BPEOOHOCHBIX MPOrpamMmM.
OTmMeuaeTCs, UTO XepTBbl CKauMBaloT apXvB, COOeP KaLLniA BPeAOHOCHbIN daiin
LNK, koTopbIl1 3arpy»aeT v ycTaHaBnvBaeT PowerShell-6akgop ¢ HasBaHvem
«PowerMagic". 3aTem 3anyckaeTcs CNOXHbIA MOAYNbHbIA GPENMBOPK C
HasBaHnem CommonMagic. MnarnHel CommonMagic CnoCo6HbI MOXMLLATb
dannbl ¢ USB-ycTpoincTB, a Takxke co30aBaTbh CHUMKM SKpaHa M OTNPaBASATb UX
aTakyioLLemy.

[ononHuTenbHOE paccnenoBaHne NPUBENO K OBHapYXXeHMIo dpeiMBopKa
CloudWizard, KOTopbIn ICNONb3yeTcs Kak MuH1uMyMm ¢ 2017 roga. Y
dpermBOpKa Moy IbHag apXUTEKTYPA, U ero PyHKLMM BKOYaOT CO34aHne
CHVMKOB 3KpaHa, 3anmcb 3Byka C MUKPOdOHa, a TakxKe Kpaxxy panios 1
naponei. CobpaHHas C MOMOLLIbIO 3TOro pperimBopka NHPOopMaLUS
3arpy»aeTtcs B obnayHble xpaHunvwa. iccnegoBateny BUOSIT CBA3N
CloudWizard ¢ onepaunammn Groundbait (Prikormka), BugDrop n kamnaHuamm
CommonMagic.
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https://securelist.ru/bad-magic-apt/107020/
https://securelist.ru/bad-magic-apt/107020/
https://securelist.ru/cloudwizard-apt/107420/
https://securelist.ru/cloudwizard-apt/107420/
https://www.welivesecurity.com/wp-content/uploads/2016/05/Operation-Groundbait.pdf
https://www.welivesecurity.com/wp-content/uploads/2016/05/Operation-Groundbait.pdf
https://web.archive.org/web/20171202045106/https:/cyberx-labs.com/en/blog/operation-bugdrop-cyberx-discovers-large-scale-cyber-reconnaissance-operation/
https://web.archive.org/web/20171202045106/https:/cyberx-labs.com/en/blog/operation-bugdrop-cyberx-discovers-large-scale-cyber-reconnaissance-operation/
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VccnepoBatenu Malwarebytes Takxxe oTcnexvisanu 3Ty AeaTenbHOCTb 1 fanm
yrpose nvs RedStinger. ccnegoBaTtenn oTcnexmvsatoT vx onepauun ¢ 2020
roga. [MpnmeyaTensbHo, UTO B XOAE NX onepaumii Obinv aTakoBaHbl Kak
NPOPOCCUNCKIME, TaK 1 NPOYyKpanHckue Lenn. Obe KamnaHum OTInYatoTCs
CBOEW HAaCTOMUNBOCTbIO 1 arpeCCMBHOCTBIO.

Llenamn «Onepauuin YeTbipe» CTan B TOM YMCNE YKPaNHCKNIA BOEHHBIN,
paboTaloLWMin B KPUTUYECKOM NHPPACTPYKTYpe. ATakytowme
CKOMMPOMETVPOBanu LIeNeBble YCTPOWCTBA 4719 Cbopa CHUMKOB 9KpaHa 1
OOKYMEHTOB, a Takye 3anucu ayano. «Onepauus MNMaTb» 6blna HaueneHa Ha
UMHOBHIMKOB, OpraHnaytowmnx pedpeperaymol B [loHeuke n Mapuynone. OgvH 13
HUX MeN OTHOLLEeHME K LieHTpanbHon nabupaTtenbHom kommccum Poccun,
[pyroi 3aHnmMancs TpaHCNOPTHOWM NHDPACTPYKTYPOM (BO3MOXHO,
XKENEe3HOAOPOXXHOW) B PETVIOHE.

ATtaxun Bbimorarteneu RA

Ncecneposatenu na Cisco Talos o6Hapy kv paHee HEM3BECTHYIO KaMMaHWo
No pacnpoCTpPaHeHNo BbIMOraTeNbCckoro BpegoHocHoro MO. Npynny
aTakyloLLMX, OTBETCTBEHHbIX 3a 3Ty KaMnaHuio, UccneposaTeny Hassanu RA.
pynna akTrBHa No MeHbLUen mepe ¢ 22 anpend 2023 roga. OHa aTakyeT
komnaHum B CLLIA n FOxxHom Kopee ¢ ncnonb3osaHnem BpeaoHocHoro 10,
CO30aHHOrO Ha OCHOBE YTeKLLIEro MICXo4HOro Koaa nporpamMmbl-BbiIMOraTens
Babuk.

CKOMMNPOMETUPOBaHbI OpraHN3aLUun B pasHbIX BU3HEC-BepTUKansX, BKouas
NPOW3BOACTBO, YNPaBfEHNE aKkTBaMW, CTpaxoBaHMe 1 papmMaueBTuKy. Kak 1
Apyrvie rpynnbl BeiMoraTenewn, rpynna RA ncnonb3yeT Moaeb JBONHOMO
LIaHTaXxa 1 BeOEeT CalT, Ha KOTOPOM NPOAAET YKPaLEeHHY0 MHPOpMaLMIO.
Beimoratenbckoe BpeaoHocHoe 10 wudpyeT TonbKo dalisbl 1 Nanku, KOTopble
He BXOAST B XXECTKO 3aKOAMNPOBaHHbIM CMINCOK, YTO NO3BONSET N36exXaTb
LWndpoBaHns Garnos, CMOCOBHbBIX HAPYLUUTL PaboTy 3apaeHHOW CUCTEMbI.

ATakum rpynnei Void Rabisu

B cBa3u ¢ KoHPnKTOM Mexay Poccuren n YkpanHowm rpaHniubl mexxgy APT-
yrpo3amm, XakTUBUCTaMU 1 KN6epnpecTynHUKaMm CTann pasmbiTeiMu. OamH 13
NPUMEPOB 3TOro — N3MEHEHNE NCNONb30BaHMs 63akaopa RomCom. 3a aTum
BpenoHocHbIM MO cTonT rpynna Void Rabisu (Tak)ke nssecTtHad kak Tropical
Scorpius), paHee, ncxons 3 CBA3e ¢ nporpamMmmon-seiMoratenem Cuba,
cumMTaBLLascs GPUHaAHCOBO MOTVBMPOBaHHOW.

OpHako uccneposatenu n3 TrendMicro otveTviv npumMmeHeHrne RomCom
NPOTUB YKPAMHCKUX NPaBUTENbCTBEHHbBIX M BOEHHbBIX LIENen, a Takxe
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https://www.malwarebytes.com/blog/threat-intelligence/2023/05/redstinger
https://www.malwarebytes.com/blog/threat-intelligence/2023/05/redstinger
https://blog.talosintelligence.com/ra-group-ransomware/
https://blog.talosintelligence.com/ra-group-ransomware/
https://www.trendmicro.com/en_us/research/23/e/void-rabisu-s-use-of-romcom-backdoor-shows-a-growing-shift-in-th.html
https://www.trendmicro.com/en_us/research/23/e/void-rabisu-s-use-of-romcom-backdoor-shows-a-growing-shift-in-th.html
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nNpPennpUsaTUN BOAOCHABXEHS, SHEPreTUYECKNX 1 GUHAHCOBBIX OpPraHn3auuii B
CTpaHe. 310yMbILLNEHHVKN NCMONb30Banu Lienesor GUKHE 1 peknamy Google
Ads, nepeHanpaBnstoLLyO Nob30BaTENEN Ha CalTbl-NoBYyLLUKM ¢ RomCom. Ha
3TUX CalTax npegnaraloTCs TPOFHCKNE BEPCUN NOAMHHBIX MPUIOXEHNIA, TaKNX
kak AstraChat n Signal, nporpammbl ans npocmoTpa PDF, meHepkepbl naponen
1 NPUNOXEHNS ANg yaaneHHoro gocTyna.

Bionnetenuun CISA

Mporpamma-ebimoratens Royal

depepanbHoe 6ropo paccnenoaHuin CLUA (FBI) n AreHTCTBO
Knbepbe3onacHOCTU U NHGPaCcTPYKTYpHoM BesonacHocTn CLLA (CISA)
BbINYCTWUAN COBMECTHOE NpenyrnpexaeHe Ans pacnpoCTpaHEHNS N3BECTHbIX
nHamkaTopos komMmrnpomeTaumn (I0Cs) 1 TakTuK, TexHVK 1 npouenyp (TTPs)
BbIMOraTesibckoro BpegoHocHoro O Royal.

OTU nHavKkaTopbl KOMNpPomMeTauun 1 TTPs 6binm BoisBneHbl OBP B xoae
paccnefoBaHus MHUMOEHTOB, KOTOPOEe MPOXOAMIO BNOTb A0 sHBaps 2023
roga. B npepynpexaeHnn otmevaeTcs, uTo rpynna Royal HaueneHa Ha 06bekTbl
KPUTYECKON NHPPACTPYKTYPbl HECKOSbKMX OTPAacnen, BKouas
NPOV3BOACTBO, CBA3b, 06pa30BaHVe 1 30paBoOXpaHeHe. HepaBHas
aKTMBHOCTb aTaKyHLLMX, KOTOPbIE NCMONb3YIOT KOHKPETHbIV BApUaHT
BpenoHocHoro N0, oTcnexmBaeTcs ¢ ceHTaops 2022 roga.

®BP 1 CISA cunTatoT, uTo aTOT BapuaHT 10, ncnonb3yroLwmin CO6CTBEHHYO
nporpamMmmy ons wmdposaHusa Garnos, passBrBaeTCs N3 6onee paHHNX BEPCUI,
KOTOPbIE B KQYeCTBe 3arpy34rka NCrnonb3oBanu «Zeony. [Nocne nonyyeHns
Ha4anbHOro OOCTYNa K LenesbiM ceTam Yepes unHr, RDP n gpyrme meTtonp,
aTaKyloLme OTKIYany aHTUBMPYCHOE NPOorpaMMHoe obecrneyeHne Ha
KOMMbIOTEpaXx XepTB 1 BbIrpy>Kanu 6onbLume 06beMbl faHHbIX. HakoHew, OHM
pa3BepTbiBany BbiMoratensckoe BpegoHocHoe MO n windpoBan CUCTEMDL.
CISA npepnoxuno psg peKoMeHaaLmMN ons YMEHbLLIEHNS BEPOATHOCTU U
CMSryeHns NoCNeacTBUM aTak BbIMOraTeibCkoro BpeaoHocHoro MO.

BpenoHocHoe NO Snake

AreHTCTBO Knbepbe3onacHOCTU 1 MHPPAaCTPYKTYpHOM 6e3onacHocTy CLLUA
(CISA) ony6amkoano nogpobHbi aHanma BpegoHocHoro MO Snake — ogHoro
3 MMNMaHTOB, KOTOPbIE NpUNCIBaOTCS rpynne Turla.
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-061a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-061a
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_1.pdf
https://www.cisa.gov/sites/default/files/2023-05/aa23-129a_snake_malware_1.pdf
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310 BpepoHocHoe N0 npegHasHayYeHo ong AoNroBpeMeHHOro cbopa
NHGOPMaLMI O BbICOKOMPUOPUTETHBIX LLENFX C UCMONb30BaHNEM MNPUHIOBOM
CeT CKOMMPOMETUPOBaHHbBIX CUCTEM MO BCeMy MUpPY. IHpacTpykTypa,
CBs$I3aHHas C JaHHOI Yrpo30M, bbinia 0bHapy>keHa B 6onee yem 50 cTpaHax
CesepHon Amepukin, FOxxHon Amepukin, EBporbl, Adpurkin, Asnm n ABCTpaniu,
npYYeM Lenmn BKIYan NpaBUTeNbCTBEHHbIE CETU, UCCNEAOoBaTENbCKME
yupexaeHns 1 XxypHanucTtos. BHyTpu CLLIA B uncne uenen 6blam opraHmsaumn,
paboTatowme B chepe 0bpasoBaHns, Manblil BUsHeC, Meana n
NPOV3BOACTBEHHbIE KOMMAHNM KPUTUNYECKOM MHPPACTPYKTYPbI.

MuHuctepcTso tocTuumm CLUA Boinano opaep, paspelwatowmin 6P yoaneHHo
NoMy4YnNTb JOCTYN K BOCbMU KOMMbtoTepam B CLLUA, 3apaxkeHHbIM Snake, n
npekpaTuTb PaboTy BpeaoHOCHOro MO Ha aTnX KOMMbIOTEPaX.
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https://www.justice.gov/usao-edny/pr/justice-department-announces-court-authorized-disruption-snake-malware-network
https://www.justice.gov/usao-edny/pr/justice-department-announces-court-authorized-disruption-snake-malware-network
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LleHTp pearpoBaHns Ha MHLMAEHTbl MHPOPMAaLIMOHHOW 6€30MacHOCTU MNPOMbILLIEHHbIX
nHPpacTpyKTyp «JlabopaTopum Kacnepckoro» (Kaspersky ICS CERT) — rno6anbHbliii NpoekT
«JTabopaTtopuim Kacnepckoro», HanpaBneHHbIN Ha KOOPAVHALMIO YCUNIA Npon3BoanTenen
cucTeM aBToMaTU3aummn, BNaaenblLEB 1 OnepaTopOB MPOMbILLIEHHbIX OB bEKTOB, a TakXke
nccnepoeatene NT-6e3onacHOCTY ANs 3aLLMTbI MPOMbILLIEHHbBIX NPEANPUSTUIN OT KbepaTak.
Kaspersky ICS CERT HanpaBnsieT CBOV yCUIVs B MEPBYIO O4epenb Ha BbidBNEHNE NOTEHLMAIbHbIX
1 CYLLECTBYIOLLMX YrPO3, HaLLENEHHbIX Ha CUCTEMbI MPOMBILLIIEHHOM aBTOMaTU3aLmmn
NPOMbILLNEHHBIN UHTEPHET BELLEN.

Kaspersky ICS CERT ics-cert@kaspersky.com
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