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[aHHbI 0630p NpeacTaBnseT coboli cBoaky nybnmkaumii o6 APT-un
bVHaHCOBbIX aTakax Ha MPOMBbILLIEHHbIE MPEANPUSTIS, MHGOPMALIS O KOTOPbIX
Obina packpbiTa B TpeTbeM kBapTane 2025 rofa, a Takxxe 0 CBS3aHHOW C HAMM
aKTVMBHOCTW rpynmn, 3aMeYeHHbIX B aTakax Ha NMPOMbILLIEHHbIE opraHm3auum. B
KaXKAoM Cry4ae Mbl KPaTKO U3MOXMIM OCHOBHbIE daKTbl, @ TakxXe npuBenu
MoNyyYeHHble NCCNENoBaTENSMN PE3YbTaTbl M BbIBOAbI, KOTOPbIE MOTYT 6bITb
nonesHbl crneumanncTam, 3aHIMaLLMMCS NPaKkTUYeCKMI BONpOocamm
Kn6epbe30nacHOCTY MPOMbILLNEHHBIX MPEANPUSTUIA.

BbIBOAbI no nToram KeapTtana

TpeTwnii kBapTan 2025 roga ctan 6oraTblM Ha TEXHUYECKME AeTann aTak, B
KOTOpPbIX MOCTPaAanu NPOMbILLMEHHbIE OpraHn3aumm no BceMmy Mmpy. B aty
CTaTbiO Mbl BKIOUMAM BONbLLE NCTOPUIA, YEM B CBOAKE 3a NPOLUNbLIA KBapTan, 1
3HauUMTENbHO BOSbLLE, YEM BOLLIO B CTaTbiO 3a TpeTuli kBapTan 2024 roga.

3 0TUETOB 1 TEXHNYECKIMX CTaTEN pasnnyHbIX CcrepoBaTeneli ob atakax Ha
NPOMBILLIEHHbIE OPraHM3aLmK, Ony6IMKOBaHHBIX B 9TOM KBapTase, MOXHO
caoenaTtb Hemano BbiBogoB. OfHM TpYBMasbHbI U OXMAAEMbI, Tak Kak
CBUAETENbCTBYIOT O TEHAEHLINGX B USMEHEHN nanawadTa yrpos
NPOMBbILLIEHHBIM MPEANPUATUSM, 3aMEYEHHbIX ELLLE paHee, MO0 nexat B 0bLLem
dapBaTepe bonee maclTabHbIX MPOLECCOB, BAVSIIOLLNX Ha Knbepbe3onacHOCTb
Boob6Le. [pyrne MoryT nokasaTbCs HEOXUAAHHBIMY 1 NapagoKcanbHbiMu. ECTb
Cpeam HUX 1 Takne, KOTopble NMOACBEeYMBAIOT NPOoBIeMbl 6e30MacHOCTH, K
KOTOPbIM, Ka3anoch 6bl, LABHO CTOUIO Obl MPUBbLIKHY Tb, HO HMKaK He NOoNyYaeTCs —
BEPOSTHO, HE MO3BONSIET YyBCTBO CMpaBea/IMBOCTU.

WNcKyccTBEHHbI MHTENNEKT Ha cny)k6e 3noyMbILLNeHHUKOB

Oxnpaemo, KMCKyCCTBEHHbIV MHTENNEKT» — BELLb NONe3Has He TONbKO AN
aHaNNTUKOB, HXXEHEPOB, TPEAEPOB, XXYPHaINCTOB, PyKOBOAUTENEN
NPEANPUSATUIA, FOCYAAPCTBEHHBIX CNY>XXaLLWX 1 MPOCTLIX ObbiBaTENEN, HO 1 ANg
3M10yMBbILLIEHHVKOB. B 9TOM KBapTane Mbl 4y Tb 60sbLUe y3Hanm o crnocobax ero
NCMOoMb30BaHNS B aTakax Ha NPOMbILLIEHHbIE MPEANPUATUS.

e [lepBbill 1 Camblil OYEBUIHBIA N3 HAX — NCMOIb30BaHME ero Kak YNCTOoM
abcTpakumm. 3noyMBbILLNEHHVKW AaBHO OCELNany BOMHY UHTepeca K
HOBbIM TEXHOJIOMSIM CBOVIX MOTEHLMASIbHBIX XXEPTB 1 MOACOBbIBAIOT
BPEOOHOCHbI KOA NMOA BUAOM Becayeckux Al-mHcTpymeHTOoB. Tak, B aTakax
Ha BNMXXHEBOCTOYHbIE OpraHM3aummn Ans AocTtasky 6akpopa PipeMagic
3M0YMBbILLMEHHNKN B psige ClyyaeB UCMOMb30Banu 3arpy3ymK, KOTOPbIN
pacnpocTpaHancs umm nod sugom knneHta ChatGPT.
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e Bropoii, Takxe oueBuaHbIN — ncnonb3osaTtb Al B paboTe no npsmomy
HasHaueHuto. Tak, onepaTtopsbl BbiMoratenbckor nnatdopmel GLOBAL
GROUP cobpanu Ha 4aT-60Tax C UICKYCCTBEHHbIM UHTENNEKTOM
aBTOMAaTU3NPOBAaHHYIO CUCTEMY OJ19 BEAEHNS NeperoBopoB O BbiKyNe —
4TOBbI HE 3aMOpauUMBaTLCS C OBYyUYEHNEM COTPYAHNKOB aHIINACKOMY
A3bIKY.

e Hy 1 oyeBMaHO, YTO MOXHO KOMBOVHMPOBAaTbL PasnNyHble CNOCOOb
ncnonb3osaHng Al, Kak NOCTYNWAW, HaNPUMEP, 3N10YMbILLNEHHNKIW, KOTOPbIX
pnaxxe npossanu EvilAl, — oHn n mackuposanu ceoe BpenoHocHoe 10 nog,
WHCTPYMEHTbI NoBbieHnd (3a cyeT Al) nponsBoanTenbHOCTY, 1
paspabaTbiBanu ero YacTUYHO C ncronb3osaHem LLM — ncrnonbays ee,
4TOObI NPYAATL BPELOHOCHOMY KOAY BUA, NErMTUMHOrO.

Vcnonb3oBaHne poaoBbiX U UCTOPUHYECKUX Npobnem
6e3onacHOCTU TPaAVLMOHHbIX onepauvioHHbIX 1 npoynx UT-
cucrtem

Kak Mbl 1 He TONbKO Mbl HEOAHOKPATHO FOBOPWV M MICANN, 3KCNepTam
KnbepbesonacHOCTM He 4OBUTLCA OKOHYaTENbHOV NOBeabl B MPOTUBOCTOSHM
CO 3/10YMbILLNEHHVKAMW, MOKa NMOBCEMECTHO UcnonbaytoTca IT-cuctemsl n
TexHonoruu, paspaboTaHHble 6e3 yyeTa NoTpebHOCTEel KnbepbesonacHOCTH, K
KOTOPbLIM OTHOCUTCS, B YaCcTHOCTU, U 6onbumHcTBO OC 06LLero HasHauyeHus,
BKJIlOYas 1 camble coBpeMeHHble. PofioBble Npobiembl 6e30MacHOCTY B HUX,
BKJItOYAs apXMTEKTYPHbIE, HE TOMIbKO YBENMUMBAIOT NOBEPXHOCTb aTaku, HO 1
CNOCOBCTBYIOT €€ PasBUTLIO, 3aTPYAHSIS aBTOMaTYeckoe obHapyXeHne 1
B1OKMPOBKY BPEAOHOCHOW aKTUBHOCTU.

DLL hijacking / sideloading

OpHa 13 Hanbonee YacTo MCMNOSb3YEMbIX 3/10YMbILLNEHHKAMN aPXUTEKTYPHBIX
npobnem OC Windows, koTopas no3songeT pa3paboTumkam (Bkouas 1 camy
Microsoft) cospaBaTb HeGe3onacHbIe MPUNOXEHNS, B KOHTEKCT KOTOPbIX
3/1I0YMBILLNIEHHUKM MOTYT 3arpy3uTb CBOW BPEAOHOCHLI KOA, MOAMEHVB
NErNTUMHYIO AVHaMUYeCKYo BUBNNOTEKY CBOE. Takol MoaXon MOXET
3HAUNTENbHO 3aTPYAHUTL OBHAPY>XEHME 1 BNOKMPOBKY BPELOHOCHOM
aKTMBHOCTW. [1eno B TOM, UTO 3aLUUTHbIE PELLEHNS N3 COOBPaeHMIA
obecneyeHns NPON3BOANTENBHOCTI 3aLLMLLLAEMO CUCTEMbI HE MOTY T
O[VHaKOBO My60KO aHanM3npPoBaTb NOBEAEHME BCEX 3anyLLEHHbIX MPOLECCOB, 1
MO3TOMY BbIHYXAEHbI CH/XaTb ryOVHY aHanmnsa afis MHOrX NpoLLeccoB camoli
OnepaLVOHHON CUCTEMbI U JOBEPEHHDBIX MPUNTOXEHWIA.
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MeTopn DLL sideloading npumeHsncs B aTakax Ha opraHusaumm
TEeNeKOMMYHMKaLMOHHOrO 1 MPOV3BOACTBEHHOrO CEKTOPOB B CTPaHax
LleHTpanbHol n FOxHol Asnm ¢ ncnonb3oBaHnem BpegoHoca PlugX n B
aTakax Bbimoratens Charon Ha 61MXXHEBOCTOYHbIE OpraHn3aLmm — Npu
pas3BepTbIBaHUM LWeNN-KOAa.

BpenoHocHble koMmnoHeHTbl MiniBike, ncnonb3oBaHHble B aTakax Ha
eBponerickne TeNeKoOMMYHVKaLMOHHbIE, a3POKOCMMYECKNE N OOOPOHHbIE
NPEeANPUATUS, KOMMUAVPYIOTCS UHANBNAYaNbHO NOL, XXEePTBY U
sanyckatotcsa nocpeactesom DLL sideloading. [Npun sTom npumeHseTcs
XapakTepHbIn MeToa Moandukaumm Tabnuy, aKCnopTa OpUrmHanbHbIX
nerntMHbix DLL ong «6ecLuoBHOM MHTerpaumm» BpeaoHOCHOro Koaa.

NccnepoBaTenu Takxxe pacckasanu elue o nape MHTePeCHbIX MeTOO0B
DLL hijacking. lMepBbli npogeMoHCTpupoBan ynoMsHy Tble BbiLLE
3M10yMBbILLNEHHVKN, aTaKyloLLme opraHn3aumnm ¢ nomoLusio PipeMagic: B
OOHOM N3 BapUaHTOB ero 3arpysynka anHammuyeckas bnbnmorteka onis
ncnonHsemoro ¢arna obHosneHns Google Chrome cogep>xana
BPeLOHOCHbIN kop, B GyHKUMK DIIMain. Bropoin npopemoHcTprpoBana
rpynna Nimbus Manticore B aTakax Ha 060POHHbIE,
TENEeKOMMYHMKaLMOHHBIE 1 aBMaLIMOHHbIE NpeanpusaTusg 3anagHol EBpons
C ncnonb3oBaHeM 6akaopa MinidJunk. B npouecce 3anycka 6aknopa
TexHuka DLL sideloading npumensieTcs aBaxapl. V1 nepsebiil pa3 — BecbMa
HecTaHZapPTHbIM 06pPa3oM — MOCPEACTBOM MaHUMYSLMM NapaMeTPoM
DllPath ctpykTypbl RTL_USER_PROCESS_PARAMETERS, ncnonssyemori
B HEAOKYMeHTUpoBaHHOM Hu3koypoBHeBoM NT APl OT1oT napameTp
onpegenseT nyTb noncka DLL-6nbnnoTtekn, ecnm oHa He HaloeHa B
ANPEKTOPUN NPUNOXeEHNS. Takm 06pa3oM BPeAoHOC 3arpyxaeTcs 13
LANPEKTOPUN, B KOTOPYIO OH Bbl/T CKONMMPOBaH NMPY pa3apx1BMPOBaHN, B
namsaTb npouecca, oTHocswerocs k Windows Defender, sanyLieHHoro
COBCEM U3 APYro ANPEKTOPUN.

BYOVD (Bring Your Own Vulnerable Driver)

Momumo 3arpy3km BpedoHOCHOro KOfa N3 KOHTEKCTa [LOBEPEHHDBIX MPUIOXEHWI,
YTO NO3BONSET YCIOXHUTbL €ro ObHapy>XeHne 1 6NOKNPOBKY, 3N10YMbILLIEHHNKI
MOTYT BbINOJSIHATbL BPEOOHOCHbIE AENCTBUS NMPY MOMOLLM NErMTUMHOrO Koaa Ha
ypoBHe aapa OC — ycTaHaBnmBas B CUCTEMY UN UCMOMb3YS Y>KE MMEIOLLMECS
nernTMHble gparisepbl. C X MOMOLLBIO 3M10YMbILLAEHHVKA MOTY T MHO4a
MOSTHOCTBIO OTK/OUNTB UM YAaCTUYHO OCNENUTDL 3aLLMTHOE peLueHne (OTKTIouMB
LS HEro, HanpuMep, BO3MOXHOCTb NepexBaTa BaXkHbIX CUCTEMHbIX onepauuni —
3anycka npoLeccoB, OTKpbITUS Galinos 1 T. A.). HapexxHas 3awwmTa oTo BCex Takmx
cLieHapreB MoxeT ObiTb obecneveHa Tonbko camort OC. OgHako coBpeMeHHble
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OC obuero HasHauyeHus (Takme kak Windows 1 Linux) Takol 3aluyTbl He
nNpenocTaBnsoT, 1 pa3paboTunkam 3almMTHBIX PELLEHNIA MPUXOONTCS M306peTaTb
BCEBO3MOXHblE CNOCOObI MUHUMM3aLMN 3TOIO PUCKa.

e B Tekylwem kBapTane nccnegosaTenu onybnvkoBanu ABe nctopum ob
aTakax Ha NPOMBbILLIEHHbIE OPraHMN3aLMK, B XO4Ee KOTOPbIX
310y MBbILLIEHHVKI NCMONb30Banu Takoi noaxoa. [prmeyaTtensHo, uTo obe
pacckasbiBatoT 06 onepauumsx soiMoraTenein (Crypto24 n The Gentlemen),
a He o gerictusax APT, uTo NnUWHMIA pa3 CBUAETENbCTBYET O TOM, UTO
HEeKOTOpPbIE BbIMOraTeNM NepeLL B KAaTErOpuIO «NMPOOBUHYTbIX» BO
MHOIMX CMbICaX 3/10YMbILLNEHHNKOB.

YazBumocTn HYN1eBOoro gHsq

Pacwmpenmne ¢pyHkumoHansHocTu sapa OC yCTaHOBKOM AOMONMHNTENBHOIO
LpaliBepa — YLOOHOE apXNTEKTYPHOE peLleHne /1 TPETbeCTOPOHHMNX
pa3paboTUMKOB annapaTHbIX KOMMOHEHTOB 1 nepudepun nnn TpedoBaTeNbHbIX K
NPOV3BOANTENBHOCTU MPUIOXEHWI, HO COBEPLLUEHHbIN KOLLIMAapP C TOUKN 3PEHNS
©e30MacHOCTN CUCTEMBI, KaK Mbl y>xe obcyannm Beiwe. K coxxaneHuto,
YS3BMOCTW CYLLECTBYIOT HE TOJMIbKO B ApaliBepax OT TPETbECTOPOHHNX
BEHLOPOB, HO 1 B ApaliBepax, paspadaTbiBaeMblx 1 NOALEPXXNBAEMbIX
paspaboTunkamm cammx OC obLero HasHauyeHns. 1 oHM Toxe MCnosb3ytoTcs B
aTakax, B TOM 4M1CIle, 1 Ha MPOMBbILLNEHHBbIE OpraH3aLnn.

o O6 ogHOM TakoM cryyae pacckasanu B 9TOM KBapTase Hallu KOJer no
«JlabopaTopun Kacnepckoro». Peub noet o CVE-2025-29824 —
YS13BMMOCTW NOBbIWEHNS NpuBunernii B apansepe Common Log File
System (CLFS), patoLein BO3MOXHOCTb UTEHWS 1 3annCK NaMsATX Sapa.

Y OVBUTENBHO, UYTO 3TO Y& 33-5 MO CYETY YS3BMMOCTb, OBHapYy>XKeHHas B
9TOM ApaliBepe 1 YeTBepTas U3 Tex, YTO SKCMNyaTUpOBanmCh
3M10yMblLLIEHHVKaMK B aTakax. lccnepoBaTeny npeanonoxnnm, 4yto
npoobnembl 6e30MacHOCTM B 3TOM ApaiiBepe, No BCEN BUOAUMOCTU, UMEIOT
ABa KOpHS. [1epBbIil — B apXUTEKTYpe CUCTEMbI XPaHEHNS
obpabaTbiBaeMbIX UM SIOroB, TOYHEE B X popMaTe: OHU XPaHST B IBHOM
BUOE CTPYKTYpPbI AaHHbIX SApa, BKIOYas ykasaTenm Ha namaTb sapa.
BTopas — B apxuTekType camoro gparisepa: 4tobbl 3awmtute OC oT
«3KPaHOB CMepPTU» NPV NafeHnn apaneepa, paspadboTunkm 0610Xxmunm ero
Kog, 06paboTUnMKamMy BCEBO3MOXKHbIX UCKIOUEHII, KOTOPbIE MaCKUPYIOT
OLLNBKM B KOLE Y 3aTPYOHSIOT UX OBHapYy>XeHne npu noMoLLmn GasauHra.
[prMeyaTenbHO eLle 1 To, YTO B 9TOT pas yI3BMMOCTb HY1E€BOrO OHS
Obina obHapy>keHa B aTakax rpynnmpoBKuM BbIMoraTenen, a He APT.
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Ya3BMMOCTH HYNeBOro gH4 B NOnNynapHbIX NPUIIOXKEHUAX, MOXET 1N HE TaK OrnacHDbI,
KaK y4a3BMMOCTW B KOAE, BbINOJIHAEMOM B KOHTEKCTE dapa OC, HO OHUK TOXE MOryT
0aBaTb 3N10YMbILWTIEHHKaM CyLleCTBEeHHbIe NpenMyLlLeCTBa Ha pa3/In4yHbIX aTanax
aTaku, 1 B NepBYyo oYepenb Ha aTanax nepsoHa4vasnbHOro nNpoOHNKHOBEHNA A
3aKpenneHna B CUCTemMe.

e B aTomKBapTane nccnenoBaTenu pacckasanv ase UCTopum ob aTtakax Ha
MPOMBbILLNIEHHbIE OPraHN3aLN C UCMONb30BaHNEM 3KCMMONTa K
ys3BUMOCTU Hynesoro gHa CVE-2025-8088 B WInRAR, paBaBLuero
3M10YMbILLNEHHVKAM LUaHC OOMaHyTh XepTBY 1 0OONTU 3aLLUTHOE
peLeHne. MNprumeyaTenbHO, YTO SKCMTONT 9TOW YSI3BUMOCTW CTan
MPVIMEHSITLCS B aTakax KnbepkprMmHanbHol rpynnposk RomCom
paHbLue, yem B APT-onepaumsax Paper Werewolf /GOFFEE.

Heponatum n Won’t Fix

ELe ofHol 13 camblx cepbe3HbIX MPO6IEM CNOXMUBLLErOCS MOAXOAA K
obecneyeHno 6esonacHocTn NT- 1 OT-cucTem, BKIOYas X KtoYeBble
KOMMOHeHTI, Takune kak OC, 9BnsieTcs OTHOCUTENBHO HEBLICOKUI MPUOPUTET
3TOW 3a4aum ANs caMmmnx paspaboTUNKOB, Pe3yNbTaTOM Yero Mbl HEPEAKO BUAUM
HeBpPEXXHOCTb NpY pas3paboTke 1 BbiNyCKe NCMPaBneHnin 6e3onacHoCTy nam
MOMHOE HeXenaHue Kx BbinyckaTb. B aTom kBapTane nccneposatenu
Bes3onacHOCTM pacckasanu Ny6IMyHO ABe UCTOPUN, NOATBEPXAAOLLME 3Ty
MbICTb.

e [lepBas noesecTBYyeT O Lenouke ya3sumocTen ToolShell, koTopas
ncnonb3oBanachk B atakax Ha cepaepbl SharePoint, paboTatoLme B ceTsx
opraHn3aumi BO MHOMMX CTpaHax, B TOM YACTE MPOMbILLIEHHDIX.
MNepBoHayanbHo BeinyLeHHble Microsoft ncnpasnenns (CVE-2025-49704
n CVE-2025-49706) okazanicb HepocTaToOuHbIMU. [0 yTBEPXXAEHMIO
nccnepoBaTenen, ons nx obxona B koge aKCnaoriTa AOCTaTOYHO Obino
NMOMEHSATb BCEro oaunH baiiT. PaspaboTumky NpuLLIIOCh NCNPaBnsTb
yS13BMOCTW BTOpPOI pas Bbinyckom CVE-2025-53770 n CVE-2025-53771.

e Bropas pacckasbiBaeT 06 aTakax bpokepos goctyna Ha ASP.NET-
MPUNOXEHNS, B TOM YMCE 1N Ha NYBANYHO AOCTYMHbIX pecypcax
MPOMBILLNEHHbBIX KOMMaHWA. 3N10YMBILLIEHHWKI NOXMLLANN «MaLUVHHbIE
KIIOUM» 1 BHEOPSNMN, UCMONb3YS UX, BPEAOHOCHbIE MOAY N B NamaTh IIS
(Internet Information Services) — Be6-cepBepa oT Microsoft. OTa TexHuka
nssectHa ¢ 2014 ropa kak «[decepnannsaumnsa Viewstate» un
aKcnnyaTupoBanachk B aTakax Ha pasnnuHble ASP.NET-cepsuchl,
NCMONb3YIOLLME TEXHONOMMIO cepuanmsaumm, npodbnemy 6esonacHoOCTH
koTopoi Microsoft nomeTuna kak «\Won't Fix».
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O6xopg UAC

Ewe ogHa cuctemHas npobnema 6esonacHocTu coBpeMeHHbix T-1n OT-cpen
3aK/OYaETCS B TOM, YTO pa3paboTuMKm NX KIKOUYEBbLIX KOMMOHEHTOB, Takmnx Kak
OC, paxe paspaboTaB MexaHN3M MNOBbILLEHMS X Ge30MacHOCTW, He BCeraa
3aboTdTCH 0 NopaepaHum ero apbekTUBHOCTU — apyrme GyHKUMOHaNbHbIE
9NIEMEHTbI CUCTEMbI, MapanfenbHo paspabaTbiBaeMble 1 BHEOPSEMbIE €€
paspaboTumkamu, YacTo MOryT AaBaTb 3/10YMbILLIEHHMKAM BO3MOXHOCTb
000IiTK paHee BHEAPEHHYIO 3aLUUTHYIO Mepy. Tak NomyyYnioch, HanpumMep, ¢
mexaHnamom UAC (User Account Control), koTopbili TpebyeT AononHNTENbHOMO
NOATBEP>KAEHMS MONb30BaTENS CUCTEMBI, KOTAa 3anyLeHHbIi OT ero MeHN
npoLecc NbiTaeTCs BbINOMHUTbL NPUBUNIErMPOBaHHOe aencTame. [lockonbky cpean
TaKunX NPOLLECCOB €CTb U CUCTEMHbIE, 3TOT MEXaHN3M UMEET MHOXECTBO
NCKIOYEHIIA, AalOLMX 3M10YMBbILLIEHHNKY BO3MOXHOCTb ero oboinTn. Ha
CErofHsLHNIA AeHb N3BECTHO HECKOBbKO AECATKOB TexHUK obxopa UAC, mHoruve
N3 KOTOPbIX Mbl HEPEeOKO BUAMM B aTakax, B TOM YMCIE N Ha MPOMBbILLIEHHbIE
npeanpusaTns.

e  OOvH 13 Taknx Cny4aeB ONMcaH B YNOMSHYTO BbiLLe KOMMaHWM
BbiMoraTenein Crypto24, B xoe KOTOPOU 310YMbILLAEHHUKM 06X0aun
UAC opHVM 13 Hanbonee 4acTo NCMOSb3yeMbIX METOLOB — 3KCMNyaTauum
COM-uHTepoeiica CMSTPLUA.

Wcnonb3oBaHue AOBEPUTEJIbHbIX OTHOLUEHUNN

Bcem n3BecTHO, UTO, MOMMMO NPOBIEM YNCTO TEXHUYECKMX, HEKOTOPbIE 13
KOTOPbIX Mbl ONMCanu BbiLe, 3M10YMbILLIEHHVKN MOBCEMECTHO SKCMNyaTUPYOT
OPraHn3aUVOHHbIE HEAOCTAaTKN CBOVX BEPOSTHBIX XEPTB, UCMOMb3YOT
ricuxosornyeckue npuemMbl B pa3paboTke METOA0B COLManbHOM NHXeHepUH,
LeNCTBYS B TOM Umche 1 «Ha gosepun». OOHako 1 JOBEpPUTENbHbIE OTHOLLEHMS
MeXxay NoAbMU U OpraHn3aumsMu, B CBOKD oYepeb, YaCTo UMEOT, MIOMUMO YNCTO
NMCUXONOrNYECKNX N KOMMYHUKATUBHBIX, ELLE N CYryDO TEXHNYECKOE BblpaXeHNe.
OTO MOryT BbITb ONOMHUTESBHBIE KaHasbl CBA3W, 0OX0OdLME NEPUMETP
©e3onacHOCTU Uy cnabee NoKPbITbIE 3aLUUTHBIMU MepamMn, U OTCYTCTBUE
TEXHNYECKOV BO3MOXHOCTU OQHON CTOPOHOWN MOMHOCTBIO 1 AOCKOHAbHO
NPOBEPUTb COCTOSHMNE NHPOPMALIMOHHON 6E30MaCHOCTUN TEXHONOMMYECKMX
KOMIMOHEHTOB Y pa3nnyHbIX UMPPOBLIX apTedakToB, NPEAOCTaBNSIEMbIX €

APYron.

e /13 ony6nmkoBaHHbIX B KBapTane TEXHNYECKNX UCTOPWUI K Hanbonee
NHTEpPEeCHbIM MOXHO OTHECTM aTaky KnTarckoasbluHbix APT-rpynn,
HaLeNeHHbIX Ha OpraHn3aum TeNeKOMMYHUKALWMOHHOTO,
NpaBUTENbCTBEHHOr O, TPAHCMOPTHOrO, BOEHHOMO U XXUNLLIHOIO CEKTOPOB

APT- W ®NHAHCOBBIE ATAKV HA TPOMBbILLIJTEHHBIE 9
OPIAHV3ALIV B TPETBEM KBAPTAJIE 2025 TOOA © 2025 AO «JTABOPATOPUA KACTIEPCKOI O»



Kaspersky ICS CERT kaspersky

pasHbix cTpaH. OCHOBHOE BHMaHME 3/10yMbILLNIEHHNKOB COCPeaoTOYeHO
Ha gapax CeTU KPYHbIX TENEKOMMYHUKaALVIOHHbBIX MPOBaiflepoB, a Takxe
Ha MOrpaHNYHbIX MapLUPYyTU3aTopax NPoBalifepoOB 1 KINEHTCKIMX
opraHunsaumii. CKOMNpPOMETUPOBaHHble YCTPOCTBA 1 LOBEPEHHbIE
OTHOLLEHMS NCMNOMb3YOTCS Aanee Af1s KOMNpoMeTaLmm ceTeli BCe HOBbIX
XepTB.

JlermTumHbie, B TOM Uncne ykpaaeHHble ceptudumkaTbl ansa undppoeoi

noanucu

Camblih YacTblli N3 cnoCcOBOoB aBTOMaTU3aUMM OTHoLweHu gosepus B T n OT
OCHOBaH Ha NCMOoNb30BaHNN MEXaHN3MOB KpunTorpaduyeckon nognucu. Tak,
MOYTOBLIN CepBEP NOAMMCHIBAET OTMNPABISIEMbIE M COOBLLEHNS 3NEKTPOHHOW
nouTbl kNtouom DKIM, uTobbl cepBep-nonyyaTesnib MOr YAOCTOBEPUTLCS, UTO
NMCbMO, NPOLUEALLIEE Ha CBOEM MY T, BO3MOXHO, MHOXECTBO PENEEB,
OTMpPaBeHO UMEHHO C 3asBNeHHOro cepaepa. OTnpaBuTeNb NUCbMa
noanucelBaeT ero ¢ Ucnosb3oanHneM MmexaHnamos SMIME nnm PGP, utobbl ero
ynTaTENb MOI YBEPEHHO NOEHTUDMLMPOBATL OTNPAaBUTENS U YOEaNTbCS 3a04HO,
YTO COAEPXMMOE NCbMa He NoMeHsanock Npu goctaske. OC nposepseT
LUMPPOBYIO NOAMNMCH NCMONHAEMOoro daiina nepes 3anyckom, YToobl
YyOOCTOBEPUTBLCS, UTO OH Dbl CO34aH NErNTUMHBIM Pa3pPaboTUNKOM U He Obin
n3mMeHeH nocne cosgaHung. CneunanmsmpoBaHHOe 3alUNTHOE peLleHne
npoBepseT ee xXe, YTobbl BbibpaTh YPOBEHb FybUHbI aHanM3a noBeneHns
npunoxeHns (o Yem HanmcaHo Boilwe B rnaee npo DLL hijacking). K coxxaneHruio,
3M0YMBbILLNEHHNKIN, 3aBNafeB NPUBaTHBLIM KIIKOUOM NOAMNCH, MOFYT UM
BOCMONb30BATLCS, YTOOLI 0OMaHyTb MexaH3Mbl fosepus. I caenatb oHM 3TO
MOTYT NMMBO METOLOM Kpaxku (YKpaB KoYy Y 3aKOHHOr o BriagesbLa), inbo
MeTOAOM obMaHa YAOCTOBEPSIOLLErO LIeHTPa (HanprmMep, CO34aB IMMOBYIO
OpraHn3aLmio U, B HEKOTOPbIX CyYasix, BPEMEHHO 3axBaTVB LOMEHHYIO 30HY
NernTUMHOM opranmsaummn). [1sa nogo6HbIX Crnyyas nonanv B onyonkoBaHHbIE B
3TOM KBapTase NCTopum 06 atakax Ha MPOMBbILLIIEHHbIE OPraHN3aLIn.

e Tak, Subtle Snail B aTakax Ha eBponeiickme TeNeKkOMMYHNKaLMOHHbIE,
a3pPOKOCMMYECKME N OOOPOHHbIE MPEeAnPUATUS, Kak MUHUMYM ¢ Mas 2025
ropa, cnonb3syeT undbpoByo NOANNCH AN CBOVX BPEAOHOCHBIX MPOrpamMm
— BCe BPeOoHOCHble BUHapHble dalinbl, 3aAeiCTBOBaHHbIE B aTakax
rpPynnbl, NOANMCaHbl AENCTBUTENbHBIM LIMPOBLIM CEPTUDUKATOM,
BblAaHHbIM SSL.com ronnangckor komnaHum Insight Digital B.V.

e GhostRedirector, koTopble ckoMnpomMeTpoBany kak MUHUMYM 65
cepsepoB Windows o6pa3soBaTenbHbIX, MEANLMHCKMX, CTPaXOBbIX,
TPaHCMOPTHbIX, TOProBbix U VT-opraHnsaumii B HECKOMbKMX CTPaHax
NOANMCHIBaNN HEKOTOPLIE N3 CBOUX BPEAOHOCOB CepTUdUKATOM,

APT- W ®NHAHCOBBIE ATAKV HA TPOMBbILLIJTEHHBIE 10
OPIAHV3ALIV B TPETBEM KBAPTAJIE 2025 TOOA © 2025 AO «JTABOPATOPUA KACTIEPCKOI O»



Kaspersky ICS CERT kaspersky

BblaaHHbIM TrustAsia RSA Code Signing CA G3 paspaboTunky (Shenzhen
Diyuan Technology Co., Ltd.)

B obouix crnyyasx 13 ony6nmkoBaHHbIX CTaTell HESICHO, Kak 3M10YMbILLIEHHNKaM
yLanocb 3aBnageTb cepTUdUKaToM.

Ncnonb3oBaHue CKOMMNpPOMEeTUPOBaHHbIX MOYTOBDLIX ALWMNKOB

MNocnenHnin n3 cnocob60B NCMOb30BaHNS AOBEPUTENbHBIX OTHOLLEHWIA,
nonasLnii B onybnnKoBaHHble B 9TOM KBapTane TEXHMYECKME CTaTbh 06 aTakax
Ha NPOMBILLIEHHbIE OpraHn3aumn, OTHOCUTCSH K 3KCIyaTauumn OOBEPUS MeXY
nogbMn. OH e NOMOoraeT Y CHU3UTb BEPOSATHOCTb OBHAPY>XEHNS BPEAOHOCHO
aKTUBHOCTW HEKOTOPbLIMU 13 aBTOMAaTU3NPOBaHHbIX CPeAcTB 3awwmTbl. Korga Bbl
nosyyaeTe NUCbMO OT N3BECTHOMO BaM («4OBEPEHHOrO») KOHTPAreHTa,
OCOBEHHO, ECNN OHO OTNPABMIEHO B NPOAOIKEHNE BaLLEN C HAM NMEPEnNCKU, Bbl
CKopee BCero, He 3aAyMblBasiCb, OTKPOETE BIOXEHWE, NepengeTe no CChlke Nnn
chenaeTe Kakoe-To Apyroe HEOCTOPOXHOE AECTBME, K KOTOPOMY Bac
NoATankmBaeT TEKCT NUCbMa, Beb OHO MPOLLIO aBTOMaTU3NPOBaHHYO MPOBEPKY
Ha KOpnopaTUBHOM cram- 1 GULLNHF-GUNBTPE N HE COOEPXKUT SIBHbIX
NOAO3PUTENbHBIX MPU3HAKOB. [103TOMY MHOIME 3M10YMbILLEHHNKM OYEHb NIOOSAT
nony4aTb AOCTYM K NETMTUMHBIM MOYTOBbBIM SLLKAM M YaCTO UCMOb3YIOT VX B
CBOUX MOCnenyoLLmx atakax. B ogHon n3 ceounx ctateit Mbl Kak-TO pacKpbliv
LLeNnyto 9KOCUCTEMY 3/TI0YMbILLTEHHNKOB, AENCTBYIOLLMX NPENMYLLLECTBEHHO TaKNM
MeTOLOM.

e Paper Werewolf/GOFFEE B ynomsHyTOl BbiLLe BpeLOHOCHOW KaMmnaHum
OTNPaBSIN POCCUNCKNM 1 y30EKCKNM OpraHn3aLmsam SNeKTPOHHOE
MMCbMO OT MMEHW KPYMHOrO HayUYHO-MNCCNeaoBaTeIbCKOro MHCTUTYTA.
[Npw 3TOM OHW NCNONb30BaNM CKOMMPOMETUPOBAHHbIA NEKTPOHHbIN
afpec, NpuHagnexaLimnin Apyro KOMMaHMM — NOCTaBLUUKY Mebenu.

e APT-rpynna Head Mare/PhantomCore B MmacLuTabHol kamnaHum
KnbepLnmoHaya npoTrB opraHn3aumnii Poccun, Bkitoyas NpoMbILLIEHHbIE,
nosy4Yany NepPBUYHbIA JOCTYM K CETIM XepPTB GULLMHIOBLIMU PaCcChlIKaMMu.
MNpw 3TOM 3N10YMBILLNEHHNK NCMONb30Ban CKOMMNPOMETUPOBaHHBIE
NMOYTOBbIE AWK NEMMTUMHBIX POCCUNCKMX KOMMAHWIA.

e [pynna Tomiris ueneHanpaBneHHO paccoinana GULLMHroBble NCbMa
POCCUNCKM rOCYAapCTBEHHbBIM YUPEXAESHNSM, 8 TakXXe SHepreTUYeCKnMm,
ropHOA00bLIBAIOLLM W MPON3BOACTBEHHBIM NPEANPUITUSIM.
OTnpaButensmmn nucem skobbl Goinm roccny>xawme KoipreiactaHa. B
OAHOM 13 TaKu1X MMCEM NCMONb30BaCS pearbHbIi 9NEKTPOHHbIN agpec,
yKasaHHbIl Ha cainTe perynatopa Keipreidckoi Pecnybnuvku. o Bcel
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BNONMOCTW, 3TOT agpec Obin paHee CKoMnpomMeTnpoBaH 014
NCMNoJ1Ib30BaHNY B aTakKax.

ComicForm ueneHanpaBneHHO aTakyeT POCCUNCKME KOMMaHUM B
NPOMBbILLIEHHOM, PUHAHCOBOM, TYPUCTNUYECKOM, BMOTEXHONOMMYECKOM,
nccnepoBaTeNIbCKOM Y TOProBOM CEKTOPaX, a TakxXe opraHn3aummn B
Benapycn n KazaxctaHe. 3N0yMbILLNEHHWKIM PaCNPOCTPaHSIOT
BpenoHocHoe [0, paccbinas GULLNHIOBbIE MUCbMa C 3NEKTPOHHbBIX
apecoB, 3aperncTpUpoBaHHbIX B JOMEHAX BEPXHErO YPOBHS .ru, .oy u kz.
HekoTopble appeca, NpeanonoxXxmTensHo, Gbinn CKOMIPOMETUPOBaHbI.

['pynna UNK_FistBump aTakoBana oprannsaumm, 3aHnmaroLmecs
NPOEKTVPOBaHNEM, MPON3BOACTBOM 1 MOCTaBKaMu U3OeNnNiA N3
NoyNPOBOAHNKOB, PULLMHIOBLIMY MUCbMaMUN PEKPYTEPaM 1 COTPYOHMKaM
HR-oToenos, B KOTOPbIX 310YMbILLNEHHUKW NPEACTaBNSNNCH
BbIMYCKHMKaMW BY3a, ULLY LM paboTy, Npy 3TOM UCMOMb3Y$
CKOMMPOMETUPOBAaHHbIE MOYTOBbIE ALK HaunoHanbHOro yHmBepcuTeTa
TanBaHs.

Be3pa3nuumne n 6ezanabepHocTb

Hy n nocnegHda4a n, BOSMOXHO, CaMas BOornmoLlasa npo6ne|v|a I/IHd)OpM&LI,I/IOHHOVI
6e3onacHoCTu MPOMbILLTEHHbIX I'Ipe,D,I'IpI/IﬂTI/II‘/JI — HEJOCTaTOK BHUMaHUS K HEN CO
CTOPOHbI OTBETCTBEHHbIX COTPYOHMKOB. B aTtom KBapTane nccnepgosaTtendamm
OI'IY6J'II/IKOBaHO OBe CtaTtbun, KOTOpPbIE 0CobBeHHO Bblpa3nTesibHO NoaCcBeYBaloT ee
aKTyalbHOCTb.

Cisco Talos coBmecTHO ¢ PepepanbHbiM 610po paccnenoBaHuii
onybnnkoBanu npeaynpexaeHne o6 aktmsHocT APT-rpynmbi,
akcnnyaTupytowen yassumocTts CVE-2018-01/1(koTopol yxe cemb NneT)
B MOrpaHnyYHbIX MapLUPyTU3aTopax OpraHnN3aLmii, UMeOLLMX OTHOLLEHNE K
KpUTn4eckom nHbpacTpykType.

NccneposaTtenu Palo Alto Networks pacckasanu o6 aTtakax, B xoae
KOTOPbIX 3KCnnyaTnpoBanack kputuyeckas (¢ peritnHrom CVSS 10.0)
yasBumocTb CVE-2025-32433 B peannsaummn cepepa SSH B cocTase
Open Telecom Platform, obHapy»eHHast n ncnpasnerHas B anpene 2025
ropa. MprvmeyaTtenbHo, YTo B 06Lel cnoxHocTr okono 70% Bcex NonbIToK
aKcnnyaTaumm (KOTopbix nccnegosaTenn Bcero Hacuntany 6onee 3000)
MPWLLNOCH Ha AOCTYMHbIE U3 MHTEPHETa Cneunann3npoBaHHbie GalipBorbl,
npeaHasHa4YeHHble NS pasrpaHnyeHns KOMMYyHMKaumn mexay T un
TEXHONOrMYECKON CEeTIAMM U, CKOPEee BCEro, He pacCunTaHHble Ha
NPOTUBOJENCTBIME BEMMKOMY MHOXECTBY YrpO3, KOTOpble MOTyT LOCTUYb
NX N3 HTEPHEeTA.
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AKTUBHOCTb PYCCKOSI3bI4HbIX Frpynn

Atakm RomCom

KuGepkpumutan WccneposaTtenn ESET obHapyxnnv paHee HenssecTHyO yaseumocTb B WINRAR,
LieneBoit duwmHr KOTOpPY!O akTMBHO akcnyaTupyeT rpynna RomCom (oHa »e Storm-0978,
P Tropical Scorpius nnn UNC2596). 310 yxxe kak MUHUMYM TPEeTUiA

HyNIeBOro AHS 3adumKcmpoBaHHbI cnyyait, koraa RomCom nenonbsyeT O-geHb. YS93BUMOCTb,
kKoTopol npucsounn naeHtuumkaTop CVE-2025-8088, nossongeT obxoanTb
3alLMTHbIE PELLEHNS 3@ CYET NMPUMEHEHNS anbTePHATUBHbBIX MOTOKOB AaHHbIX.

MNocne yBepomnernns WIinRAR onepaTnBHO BbiNyCTWIa NCMPaBAEHHYIO BEPCUIO
30 nong 2025 ropa.

Bakpop

Y93BUMOCTb NO3BONSET 3/10YMbILLNIEHHNKAM CKpPbIBaTb BPEAOHOCHbIE dalibl
BHYTPUW apxunBoB. DT daiinbl He3aMEeTHO 3aMnyCKaloTC B MOMEHT M3BNeYeHs
LaHHbIX. B pe3ynbTaTe Ha CKOMNPOMETUPOBaHHbIE CUCTEMbI YCTaHaBNNBAIOTCS
pasnuyHble 63aKkaopbl N3 apceHana RomCom, a UMeHHO creLnanManpoBaHHbIN
BapuaHT SnipBot, RustyClaw n areHt Mythic. [JaHHas kamnaHus 6bina
HanpasneHa NPoTnB GUHAHCOBbIX, MPON3BOACTBEHHbBIX, OOOPOHHbIX 1
normcTmnyeckmx opraHnsaumii B Espone 1 KaHage.

ATtaxm Static Tundra

APT Cisco Talos coBmecTHO ¢ PepepanbHbiM 6IOPO paccnefoBaHuii onyobnMkosan
SkennyaTauns npenynpexneHne o KUBepLINMOHCKOW akTYBHOCTY NPOroCyAapCTBEHHOM
ceTeBbIX rpynnbl, 3KCNyaTUPYIOLWEN ya3BMMOCTb B TexHonorumn Cisco Smart Install.
yetpoiicTs YassumocTtb CVE-2018-0171, KOTOPOI yXe CeMb NneT, CBa3aHa C HEKOPPEKTHOA
Wmnnant NPOBEpPKOi BBOAA B yXe He nopaepxmsaemom ¢yHkumoHane Cisco Smart Install
NPOLUNBKUN

nporpammHoro obecneyeHus Cisco IOS n Cisco I0S XE. MNocne aHannsa TakTuk,
TEXHVK 1 MPOLeAyp aTaKytoLLMX, 8 TakXe Crmncka nocTpagasLUMX OpraHn3aumii
nccneposatenu Cisco Talos npunucanu a1y aktnBHocTb rpynne Static Tundram
NpeanonoXunm, YTo oHa aenseTca nogpasaeneHnem APT-rpynnel Energetic Bear
(Tak >xxe nssecTHol kak Crouching Yeti, Berserk Bear n Dragonfly).

KamnaHus Gbina HanpaerieHa Ha ycTapeBLUMe YCTPOMCTBa, Ha KOTopble Bonblue
He yCTaHaBnMBanMCb OOHOBNEHNS, U 3aTPOHYNa OpraHn3aLmnmn B
TENEKOMMYHUKALWMOHHOM 1 MPON3BOACTBEHHOM CEKTOpPAX, a Takxe B chepe
BbiCLLEr0 0BpasoBaHMs No BceMy Mupy. [onb3oBaTensm HacTOSTENbHO
PEKOMEHAYETCS YCTaHOBUTb UCMNPaBNeHNE UK, ECNN 3TO HEBO3MOXHO,
oTkMounTb PpyHKumo Smart Install. Mo gaHHbIM Cisco Talos, uenbto
3M10YMbILLNEHHMKOB ObINTO NOXULLEHNE KOHDUIYPaUMOHHbBIX AaHHbIX 1 NONyYeHne
MOCTOSIHHOIO AOCTYNa K YS3BUMbIM cucTemMam. Static Tundra nasHo
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LEMOHCTPUPYET BECbMA N3OLLPEHHbIE METOAbl PaboTbl: CTOUT BCMIOMHUTD
nmnnanT npowwwmekun SYNful Knock, nossmslumiics ewe B 2015 rogy, a Takxe
cneupmanbHble SNMP-MHCTPYMEHTbI, NO3BONSIOLWME NOyYaTb JOCTYN K CUCTEMaM
N OCTaBaTbCs HE3aMEeYeHHbIMN B TEYEHNE MHOTUX NET.

ATtakm Curly COMrades

PaHee
HEeN3BEeCTHbIN
aKTop

KomnpomeTauus
caiTos

Bakpop

NceneposaTtenu Bitdefender onvcany aktvBHOCTL BpEAOHOCHOrO knacTepa,
KOoTopYto oTcnexveanu ¢ cepeanHbl 2024 ropa, n packpbliv HOBYO rpynmny —
Curly COMrades. OTa rpynna LeneHanpaBneHHo atakyeT BaXKHble OpraHn3aumm B
nocTcoBeTckux cTpaHax. Cpenu ee uenen — cyaedbHble 1 NpaBUTENbCTBEHHbIE
CTPYKTYpbI [ py3un, a Takxxe ogHa U3 aHepreTnyecknx komnaHuii B Mongose.
OcHosHag 3apgava Curly COMrades — nonyunTb [ONrOCPOYHbINA 4OCTYN K CETAM
XEePTB N MOXUTUTb YYETHbIE AaHHbIE. [119 9TOro 3n10yMbILLNEHHUKM MPUMEHSIOT
NPOKCU-MHCTPYMEHTHI, Takne kak Resocks, SSH v Stunnel, ytobbl cosaaTb
HECKOJIbKO TOYEK BXOa BO BHYTPEHHME CETU. 3aTEM OHU NCMOb3YIOT CKPUNT
AtExec ons yoaneHHOro BbiNoaHeHNs KOMaH, 3N10YMbILUNEHHNK BHEAPSIOT
HoBbIli 6akzop MucorAgent, o 3aKpensieHns ero B CUCTEME UCMONb3YIOT
HeTpPVBMAabHYIO TEXHUKY: MepexXBaThiBalOT 3a4auu MNaHNPOBLLMKAE, OTBevatoLme
3a 3anyck NGEN (Native Image Generator) — ontummnsaTtopa
npomussognTensHocTn NET-npunoxxerunia, KOTopbIi NIEpUogNYECK N Npu
HeKOoTOpbIX 0b6cTOSTENBCTBAX (Hanpumep, npu obHosneHun NET Framework)
nepekomMnunupyeT ko NET B MawwmHHbIi. [1n9 peTpaHcngaTopos Tpaduka
NCMOMb3YIOTCS CKOMMPOMETMPOBAHHbIE NErnTMHbIE CaiiTbl. B aTakax
3M10yMBbILLIEHHVKN cTapatoTcs fobpaTtbes o NTDS 6a3bl KOHTPONIEPOB AOMEHA
— OCHOBHOTO XpaHUInLLa ayTeHTUPUKaUMOHHbIX AaHHbIX B Windows-
NHPpacTpykType. Kpome Toro, oHn KpagyT Aamnbl namaTtn LSASS Ha
onpefeneHHbIX CUCTEMax, YUTOObl BOCCTAHOBUTb YYeTHbIE AaHHbIE aKTUBHbIX
nonb3osaTeneil.

ATaku, HaueneHHble Ha pOCCUNCKNe opraHnsaumm
Atakn UNGO0901/Onepaunsa CargoTalon

PaHee
HEN3BEeCTHbIN
aKTop

LieneBoii ¢puLLmHr

NccneposaTtenu Seqrite Labs packpbiiv KMGepLUnMOHCKYO KaMnaHuio,
nonyumsLyto Ha3saHne «Onepauns CargoTalon», HaueneHHyto Ha poccunckme
opraHunsaumn. BpeooHocHas ak TUBHOCTb € MCnob3oBaHneM 6akaopa EAGLET
Bbina cesgsana ¢ knactepom UNGO01 (Unknown Group 901). )KepTBamu ctanm

Bakaop COTPYOHUKM aBUaCTPOUTENIbHOrO OO beANHEHWS, O YeM CBUOETENbCTBYET
BPEOOHOCHbIV dalin 13 aNeKTPOHHOM NoYTbl, 0ObHapy>eHHbI B VirusTotal. ATakn
Ha4anMcb C pacchlikn GULLMHIOBBIX MNCEM C BIOXKEHHBIM apX1BOM
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«TpaHcnopTHasg_HaknagHasa_TTH_N°391-44_o1_26.06.2025.zip». BHyTpun apxmBa
Haxopuncs LNK-daiin, koTopbili ¢ nomoLbto PowerShell oTobpaykan noanenbHbil
XLS-pokymeHT n ogHoBpemeHHo 3anyckan yepes rundll32.exe daiin EAGLET.

EAGLET npenHa3HaueH ansg cbopa cucTeMHol nHdopmaumm, oH ycTaHaBnMBaeT
COELVHEHUNS C XXECTKO 3aKOANPOBaHHbIM YAaNneHHbIM CEPBEPOM 1 BbINONHIET
KOMaHApl Ha CKOMNPOMETUPOBaAHHOM KOMMbIOTEPE. VIMMnaHT npepocTasnseT
LOCTYMN K KOMaHOHOV CTPOKE, @ Tak)Ke BO3MOXHOCTb 3arpy3Ku 1 CKaunBaHUS
dainos. Npy aToM TOUHbIN xapakTep BpenoHocHoro 10 cnepytolero aTtana
OCTancs HEBbISICHEHHbIM, MOCKOSbKY HA MOMEHT MPOBEAEHWS UCCNEAOBaHS
KOMaHAHbI cepBep Obl OTKOYEH.

NccneposaTtenu Segrite Labs o6HapyXunnm aHanornyHyto kaMmnaHuo,
HaLLeNeHHYIO Ha POCCUINCKMIA BOEHHO-MPOMbILLNIEHHBI KOMMeKkc. B Hel Takxe
npumMensncs 6akgop EAGLET, a B kauecTBe NpyMaHKu B MCbMeE UCMOMb30BasCy
apxuB «[Jorosop_PHB83_nameHneruns.zip». OgHako, B OTAnYmMe OT NepBo
KamnaHuw, B 3ToT pas umnnaHt EAGLET He copepyxan dann-npumanky.

NccnepoBaTteny obpatnm BHUMaHME Ha pPsif, CoBMafeHuii: obe kaMnaHum uvenm
CXOXWMe Lenu, a Ko UMnaHTa okasancs naeHTunyeH spegoHocHomy 10O, koTopoe
ncrnonb3oBana rpynna Head Mare. OTa rpynna, obHapy>xeHHas akcrnepTamm
«JlabopaTtopun Kacrnepckoroy», Takxke aTakoBana pPyCCKOs3blYHbIE OpraHn3aLmni.
B yacTHOCTW, BbinNn BhiSBNEHbI GYHKLIMOHaMNbHblE cxoncTsa Mexay EAGLET n
PhantomDL — 63kgopom, HanncaHHbIM Ha s3bike Go, ¢ dpyHkumeli shell n 3arpy3sku
1 ckaumBarus $ainos. bbin Takxe 3amMmeyueH CXOXUnii NoaxXoL, B Ha3BaHM ¢aiinos
BNOXEHUI GULLMHIOBBIX MNCEM.

ATtakm c ncnonb3soBaHuem ctunepa Batavia

PaHee
HEN3BEeCTHbIN
aKTop

LieneBolii ¢puLLmHr

LLInnoHckoe MO

OkcnepTbl «JlabopaTopumn Kacnepckoro» coobLumniv 06 obHapyXeHu paHee
HeV3BEeCTHOW NporpamMMbl-LUNoHa No4 Ha3BaHnem Batavia. OToT BpegoHoc

aKTVBHO MCMO/b3yeTCs B aTakax Ha POCCUNCKME MPOMBILLIEHHBIE NPEANPUATNS.
Batavia coctont ns VBS-ckpunTa n agByx ncnonHsembix ¢annos.
LlenenanpaBneHHas aTaka Havanaco B nione 2024 ropa ¢ paccbiniki 3N1EKTPOHHbIX
nmcem. OHM copep kan BPeAoOHOCHbIE CChIfKK, 3aMacKMpPOBaHHble MO KOHTPAaKT,
KOTOPBbI NPOCUT cKkavaTb OTnpaBuTesb. [locne nepexona no Ccbinke Ha
KOMMbIOTEP XEePTBbI 3arpy>Xancs apxve, BHyTPU KOTOporo Haxogunca VBS-
CKpUNT, 3alndpoBaHHbIi NponpreTapHbiM anroputmom Microsoft. CkpunToi
HasbiBanuncb «goroop-2025-5.vbex, «npunoxeHune.vbey, «gorosop.vbe». CkpunT
3anyckan TpexaTanHoe 3apaxeHne KOMMboTepa C NCMOIb30BaHNEM OBYX
ncnonHgembix arinos. [epsbiii, HanMcaHHbIN Ha s3bike Delphi, cobupaeT
onpeaeneHHyto NHGOPMaLMIO, BKIoUas pasnnyHble CUCTEMHbIE XXYPHasbl 1
odVCHblE JOKYMEHTbI, HaliAEHHbIE Kak Ha 3apaXX€HHOM KOMMbloTepe, Tak 1 Ha
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CbeMHbIX HocuTensx. bonee Toro, oH Neproanyeckn genaet CKPUHLIOTHI,
KOTOpble 3aTeM OTNPaBAseT Ha KOMaHAHbIV cepBep. BTopoit ncnonHgemsiin daiin,
HanuncaHHbI Ha C++, 0bnagaeT CXOXeN LUNMOHCKOWN PYHKLUMOHANbHOCTbBIO, HO C
pacLUMPEHHbBIM CMNCKOM cobupaemMbix TUNoB daiinos. OH TakXXe COAEPXUT ABe
KOMaHbl: 0gHa NpegHasHaveHa /19 CMeHbl KOMaHOHOro cepsepa, a apyras — onas
3arpysku 1 3anycka fomnofHNTENbHbIX Gainos.

ATtakn Paper Werewolf /GOFFEE

APT
LleneBoli ¢pumHr

YasBumocTb
HyNeBoro gHs

NcenepoaTtenn BI.ZONE 3adukcrpoBany cepuio atak Ha pOCCUNCKNE 1
y3beKkckune opraHmsaumm, nposeaeHHbIx rpynnoii Paper Werewolf /GOFFEE B
none v asrycte. OgHOM 13 MULLEHEN CTan POCCUNCKNIA NPON3BOANTENb
crneuvann3npoBaHHOro 060opyAoBaHNS. 3M0YMbILLNEHHVKN OTAPaBUI
9NEKTPOHHOE MUCbMO OT UMEHM KPYMHOrO Hay4YHO-NCCNeaoBaTeNbCKOro
NHCTUTYTA. [TpW 3TOM OHM NCMOB30BaNM CKOMMPOMETUPOBAHHbINA 3NEKTPOHHbIN
afpec, npuHagnexaLimnin Apyro KOMNaHMM — NOCTaBLUUKY Mebenu.
MpuikpennenHbin RAR-apxmB copepykan [OKYMEHT-MPUMaHKY SKOObl OT OAHOrO
N3 MUHUCTEPCTB 1N MOANPULMPOBAaHHbIN ncnonHaembli dann XPS Viewer,
copep>KaLmin pesepc-Luen.

B xone aToi aTakmn 3N10yMbILLNIEHHVKA SKCyaTUPOBan yXe N3BecTHYIO
yassumocTb CVE-2025-6218 B WinRAR. OpgHako B nocneaytoLx atakax,
HanpaBneHHbIX MPOTMB KOMMNaHuiA B Poccum n Y3bekncTaHe, OHW NepekiounInch
Ha HOBYIO, Ha TOT MOMEHT €LLLE HEOMNCAaHHYIO YS3BUMOCTb Hynesoro aHs CVE-
2025-8088. OTa ya3BMMoCTb, 3aTparuvsatoLas sepcun WInRAR BnnoTb oo 7.12,
Takxe ncnonb3osaHa B onepaumax RomCom. Viccneposatenn ESET, B cBoro
ouyepenb, otveTuau, YTo Paper Werewolf Hauana ncnonssosate CVE-2025-8088
Ha Heckosbko gHeln no3xe RomCom.

DULINHroBble NUCbMAa, aApPeCOBaHHbIE POCCUNCKM OpraHn3aumsM, Coaepkani
apXuB, 3aMacK1POBaHHbIV No4 AOKYMeHT MnHUCTepCTBa MPOMBILLAEHHOCTU 1
Toprosnu. A Te, UTO pacchinancb y36eKCKM OpraHn3aLmnsam, — apXuB
DON_AVIA_TRANS_RU.rar, koTOpbI BbloaBancs 3a 4OKYMEHT OT
TYPUCTUYECKOrO areHTCTBa. Bo BCex aTux BNOXEHNSAX CKPbIBaNcs BPe4oOHOCHbIV
daiin, akcnnyaTUpyoLLMi YyS3BMMOCTbL 0bXxoAa kaTanora ans sanucu dbanos BHe
LeneBo nanku. 3arpy>KeHHble TakM 06pa3omM BpeaoHOCHbIe dalinbl
npeacTasnsnm cobori NET-npunoxxeHns, HanncaHHble Ha s3bike C#. OHn
ckaumBanu BpedoHoCHyto Harpy3ky B Buge .NET-cbopku ¢ cepBepa v 3anyckanu
ee B namatn. CToOUT OTMETUTb, YTO HE3a40/1r0 A0 STUX aTak Ha OOHOM U3
LapKHEeT-GOPYMOB NOSBUSICS SKCMONT A5 9TON YS3BMMOCTW, 3aBNEHHbIN Kak
pabounii.
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Atakxm PhantomCore

APT
1 KnbepkpumMmHan

LieneBolii puLmHr

CkomnpomeTn-
poBaHHasi
nermTUMHas
3NeKTPOHHast
noura

DduwmHrosbie
cainTbl

ClickFix
Polyglot-daiinb

Bakpop

Nccneposatenu Positive Technologies onybnvikosanu otuet 06 APT-rpynne
PhantomCore (n3secTHoli Takxe kak Head Mare). B Hem oHn o6paTtunm
BHUMaHVE Ha 3HaUMTENIbHOE pacLUMPEHMe aTaKyoLLLEero apceHana rpynnbl 3a
nocnegHve nonTopa rofa, CNosib30BaHHOIO B KMbepaTakax Ha 3HauMble
POCCUICKME OpraHn3aLmin.

B Hauane masa 2025 roga nccnepgoBaTten 06HapY>XXUIN HOBYIO MacLUTabHYyto
KaMnaHuto knbepinmoHaya npotme Poccun. 1o 1nx AaHHbIM, K MOMEHTY
ny6nvkaumm otyeTta PhantomCore yxe nonyynna goctyn k 181 3apaxkeHHoMy
xocTy. [epBoe 3apaxeHne gatupyetcs 12 mas 2025 roga, a nik knbepaTtak
NpULLENCS Ha WIoHb, NpuyeM 56% Bcex 3apakeHnii bbinm 3adurkcnposaHsbl 30
noHg. B cpegHem rpynna octaBanacb B CKOMMNPOMETUPOBAHHOWM ceTu 24 OH4, a
MakcumanbHo — 78 gHeld. Ha MoMeHT nybnukaumm otyeta 49 XoCTOB BCe eLle
Haxo4NNNCb MO KOHTPONEM 3/10YMbILLUNEHHVKOB.

[epBUYHDBIN LOCTYM K CETSM XEPTB OCYLLECTBNSETCS NOCPEACTBOM PULLMHIOBbIX
nMceMm, OCTaBNAOLLMX 63KA0PLI. DTN NMMCbMa CoAepP>KaT BPeAOHOCHbIE daiisbl Ha
Pa3MNYHBIX S3blKax, MPY 3TOM 3/10YMbILLIEHHUKMA UCTONb3YOT
CKOMMPOMETUNPOBAHHbIE 3NEKTPOHHbIE aapeca NErnTUMHbBIX POCCUNCKIMX
KoMMaHuiA. ApceHan rpynnbl BECbMa OBLUMPEH 1 BKIloUYaeT B cebst 6akaop
PhantomRAT, HanncaHHbIi Ha C++ 63akaop PhantomRShell, PowerShell-6aknop
PhantomTaskShell, HanncaHHbin Ha Go cTunep PhantomStealer, npokcun-cepsep
ons oprannsaunn SSH-TyHHens PhantomProxyLite, ytunuty ons
BoccTaHoBneHus naponei XenArmor All-In-One Password Recovery Pro,
YTUAUTbI C OTKPbITbIM ncxodHbiM kogom RClone n RSocx, a Takxxe cpeacTtso
yZoaneHHoro agpMnHnCTpupoBaHns MeshAgent.

NccnepoBaTeny Hawm GULLMHIOBbIA CaiT rpynnbl, KOTOPbIN Bbin
3aperncTpupoBaH Ha pearnbHble AaHHble rpaxxaaHnHa Poccum Hesanonro oo
PacKpbITUS KaMMaHUM KnbepLunmoHaxa — B anpene. 9ToT calT uMuTupyeT
opurnHaneHyto HTML-BepcTky odumumansHoro caita MockoBCKOro ropoackoro
¢doHOa 0693aTENbHOro MEeAMUMHCKOrO CTPaxoBaHus 1 NpeanaraeT noceTuTensm,
nof NpeaioromM NPOXoXAeHs NoOAAebHOW Kanyu, BCTaBUTb U BbINOHUTD
copepxunmoe bydepa obmeHa B komaHaHon cTpoke Windows — knaccuyeckuin
npumep ncnons3osaHns metopa ClickFix.

Nomumo aToro, nccnegoBaTen 0bHapyXnnm o6ocobneHHoe nogpasneneHne
rPYnnbl, COCTOSILLLEE N3 MeHee KBaNnMGULIMPOBaHHbIX CneumanncToB. 9To
nopgpasneneHne ncnonbayeT HoBbI 6akaop PhantomGoShell, HasBaHHbIN Tak,
NMOTOMY UTO OH HanmncaH Ha 93bike Go 1 numeeT cxofcTtea ¢ PhatomRAT n
PhantomRShell. lNpepnonaraeTcs, 4To 3TO NoApasaeneHne Hbl1o OPraHN30BaHO
OOHVIM N3 OCHOBHbIX y4acTHUKoB PhantomCore kak cBoero poaa
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KnbepnpecTynHbIi cTapTan. BepodaTHo, MMes [oCcTyn K UICXOLHOMY KOLY
WNHCTPYMEHTOB rPYMMbl, OH MPVIBMEK HECKOJIbKO XaKepOB-TtoBUTENEN N3 NrPOBbIX
n Discord-coobLecTs.

ATtakm Cavalry Werewolf

APT
LieneBoli ¢uLmvHr

CkomnpomeTu-
poBaHHasi
neruTUMHas
3NIEeKTPOHHas
nouta

Telegram kak C2

RAT

Nccneposatenu BLZONE ¢ mags no aBryct 2025 roga oTcnexusany akTMBHOCTb
rpynnbl Cavalry Werewolf (n3BecTHol Takxxe nog umeHamm YoroTrooper,
SturgeonPhisher, Silent Lynx, Comrade Saiga, Tomiris n ShadowSilk). OTa rpynna
LeneHanpasieHHO paccbinana GULLNHIOBbIE MUCbMa POCCUNCKNM
rOCyAapPCTBEHHBIM YUPEXAEHNSM, @ TakXKe SHEepPreTUYeCKM, ropHOL00bIBAOLLM
1 NPON3BOACTBEHHbBIM NpeanpuaTuamM. OTnpaBmUTENSIMN NMCEM SKOBbI Oblan
roccnyxawme KbiproiactaHa. lNpumeyatenbHo, YTO B OOHOM U3 TakMX MMCEM
MNCMOSIb30BasCs peasbHbIl 3NEKTPOHHbIN aapec, yKkasaHHbI Ha caiTe perynatopa
Kbipreisckori Pecny6nuku. o Bcei BUAMMOCTH, 3TOT agpec Obin paHee
CKOMMPOMETUPOBaH ANS UCNONb30BaHMS B aTakax.

B kauecTBe BNoxeHns B PULLNHIOBbIX MUCbMax Haxoauncs RAR-apxuBs ¢
BpenoHocHbIMU nporpammamu FoalShell nnn StallionRAT, ynpasneHue koTopbiMu
ocyulecTenseTcs yepes Telegram. FoalShell npeactasnsieT coboli npocTbie
peBepc-LUennbl, HanMcaHHble Ha a3blkax Go, C++ n C#. Cavalry Werewolf
NCnonb3yeT VX ANS BbINOSIHEHWS MPOV3BOSIbHbIX KOMaHA, B UHTEpnpeTaTope
KOMaHAHOW CTPOKM cmd.exe Ha CKOMNPOMETUPOBaHHbIX xocTax. StallionRAT —
3TO TPOSIHbI yOANEeHHOro JOCTYnNa, HanncaHHble Ha a3bikax Go, PowerShell n
Python. OHV NO3BONFIOT 3N10YMBILLNIEHHMKAM BbINMOHATL MPOV3BOSIbHbIE
KOMaHApl, 3arpy>aTb JOMNONHUTENbHbIE daiisbl 1 N3BNeKaTb COBPaHHbIE AaHHbIE.

[eorpadus atak Cavalry Werewolf He orpaHunumnsaeTcs Poccueli n cTpaHamm
CHTI: obHapy>xeHHble daiinbl ¢ Ha3BaHNSMUN Ha apabCKoM A3blke
CBUOETENbCTBYIOT O TOM, YTO rpynna Takxe HaueneHa Ha 6MKHEBOCTOYHbIE
rocypapcTsa. Kpome Toro, paccnenoBaHue BbiGBMNO [OMONHUTENbHYHO
NHPopMaLMIO, yKasbiBatOLLLYIO Ha MOArOTOBKY MPYMMol aTak Ha TagxKMKUCTaH 1
aKTUBHOE TECTUPOBaHME BPEAOHOCHbBIX MporpamMm, B YacTHoCcTU AsyncRAT.

Atakxum Hive0117

Kn6epkpummHan

LieneBoii ¢puLLmHr

NceneposaTtenn F6 3adrikcnpoBani BONHY BpeOOHOCHbIX PACChIIOK OT
¢durHaHcoBO-MOTMBMpPOBaHHOM rpynnbl HiveOll7, koTopas akTMBHO UCnonb3yeT
DarkWatchman RAT ¢ ¢peBpans 2022 ropa. B xone aTol MaclutabHolM kamnaHim

Bakpop
3/10YMbILWLNEHHNKN MaCKMpoBalinMCb No4 pealibHble opraHnsauunn. ,D,J'I‘;I CBOMX
¢MuMHFOBHXpaCCHﬂOKv1MH¢paCTpYKTypHynpaBﬂeHMﬂOHMSaperMCTpMpOBaﬂM
AOMEHDbI, UMUTUPYOLWWe NernTrmMHble opraHnsaunn, npuvyemMm Hepenko
ncnosib3oBann 3T 4OMeEHbl MOBTOPHO. TaK, Nnocrie HeECKOJIbKX Mec4dueB 3aTULLbY,
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24 cenTa6ps 2025 ropa, uccneposatenu F6 3adurkcnpoBan HOBYIO akTUBHOCTb
TposHua DarkWatchman RAT. HanomHum, B 2023 rogy oH pacnpoCTpaHsncs nog,
BMOOM apXxmBa C ntoramm GpeikoBoro TeHaepa, skobel oT MuHncTepcTea
0BOPOHbI, 1 NoAAENbHBIMY MOBUIM3ALMOHHBIMY NpeanucaHnsamn. B aToT pas
3/10YMbILLNIEHHNKM aTakoBas KOMMaHUW, MackupysiCb Mo MOYTOBYIO PaCChINKy
DepepanbHO cny>6bl CyaebHbIX NPUCTaBOB.

AHanorunyHble paccbinkiy bbinn 3ameveHbl B MioHe 1 nione. OgHako s aTux
paccbinok ncnonb3oBanmch gomeHbl 4ad/4aab[.]Jcfd n 4ad74aabl.]xyz. VsyueHne
crnvcka nony4vaTenen BuigBIo, YTo uenbio rpynnel HiveO117 asnannce komnaHum B
Poccun n KazaxctaHe. BHywunTenbHbin cnvcok n3 51 noTeHumanbHOM XXepTBbl
oXBaTblBas LUMPOKWIA CNEKTP OpraHn3aumii: 6aHKm, TOpro.ble MIoWaaKu,
onepaTopbl CBA3U, aBTOCANOHbI, MPON3BOACTBEHHbIE, CTPOUTENbHbIE 1
NOTrUCTUYECKIME KOMMaHNW, MPOAYKTOBbIE peTelinepbl, ornepaTopbl TOTEPEN,
CTPaxoBble N MHBECTULIMOHHbIE KOMMNaHWUW, TOMIMBHO-3HEPreTnYecKmne KOMNaHnm,
dbapmaLeBTNYeCKME KOMMNaHUW, Hay4YHO-NCCNefoBaTeNbCKNE NHCTUTYTHI,
TEeXHOMapKW, onepaTopbl NO OOPALLEHNIO C OTXOAAMU, TYPUCTUYECKE CEPBUCHI,
duTHec-ueHTpbl 1 T -komnaHuw.

Atakxn ComicForm

LieneBoli pumHr

LnuoHckoe MO

Nccneposatenu Fé npencraeuim otyeT o GULLMHIOBBIX aTakax HOBO rpynnbl
ComicForm. 1ot akTop, AencTBytoWwmMin MuHUMyM ¢ anpens 2025 roga,
LeneHanpaB/ieHHO aTakyeT POCCUNCKME KOMMaHUN B MPOMbILLIIEHHOM,
bVHaHCOBOM, TYPUCTUYECKOM, BMOTEXHONOMMYECKOM, NCCIe0BaTEIbCKOM U
TOProBOM CeKTOopax, a Takxxe opraHnsaumnn B benapycun n Kazaxcrtare.
3n0yMbILLNEHHNKM pacnpocTpaHstoT BpenoHocHoe O FormBook,
npeaHasHayYeHHoe A1 KpaXKu faHHbIX.

B yacTHoCTW, Bbina BbisiBNEHa pULLNMHIrOBas KaMmnaHms, KOTopas NPOBOAMNACH C
mas no noHb 2025 roga v 6bina HanpasneHa NPOTMB POCCUICKNX OpraHn3aumii. B
XO[Ae aTaku 3M0YMbILLNEHHVKIN pacchinany nucbMa ¢ Temamu: Re: proforma
invoice, Re: Bank Reconciliation report, Re: invoice and shipping documents,
INvoice for Payment. Bo BnoxeHun cogep><ancs CKpbITbili 3arpy34rik, KOTOpPbIN
LOCTaBNs Ha KOMMbIOTEP XepTBbl cTUNep. VIHTepecHo, UTo B GULLIMHIOBbIX
nMcbMax TakXe Oblna ckpblTa ccblfika Ha aHMrpoBaHHble GIF-n3obpaxeHuns ¢
cynepreposmun. ST KapPTUHKN He BbINMONHANN HUKaKoM PyHKLMOHaNbHOW ponn B
aTake, a NpoCTOo ObINM YacTbio Koga. VIMeHHo aTa niobonbiTHas aeTanb 1 fgana
akTopy HaseaHue — ComicForm.

[pynna paccbinana GpUWKMHroBbIE MMCbMa C 3NEKTPOHHbBIX aApeCcos,
3aperncTprpoBaHHbIX B JOMEHaX BEPXHEro YpoBHS .ru, .by n kz; HekoTopble
appeca, NpPeanonoXmTeNbHO, Bbin ckoMnpomeTpoBaHbl. e ogHol
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OTIMYNTENBbHON YEPTO CTano NCNOoNb30BaHNE B kayecTBe obpaTHOro agpeca
rivet_kz®, sapernctprpoBaHHOro B 6ecnnaTHoOM pOCCUACKOM MOYTOBOM
cepsuce.

[MoM1MO BpeLOHOCHbBIX BNOXEHWNIA, 3N10YMbILLIEHHVKI 3a8eCTBOBaNM
bVILLIMHIOBbIE CTPAHNLbI, UMUTUPYIOLLME CTPaHWLbl aBTOPU3aLMn B CUCTEME A1
paboTbl ¢ fokyMeHTamu. [locne nepexona No cchike N3 31eKTPOHHOrO NCbMa
XepTBbl Nonaganu Ha nogaenbHble GopMbl BXOa, OTKYAa BBOAVIMbIE JaHHbIE
nepepaBancCh Ha cepBepbl aTaKyoLWMX.

KnacTepbl knbepyrpos, HaueneHHbix Ha Poccuio n Benapycob

Kn6epkpumunHan
XakTuBnam

APT

OkcnepTbl «JlabopaTopun Kacnepckoro» npoaHannanposani kaMmnaHum ¢
LensMmn XakTUBN3Ma, KubepLunmoHaxka 1 GprHaHCOBO-MOTMBUPOBAHHbIE aTakW,
POCT aKTUBHOCTM KOTOpPbIX ¢ 2022 roga 6611 CNpoBOLMPOBaH reonoNnTUYECKON
HanpsXXeHHOCTbo. OTYET NOCBSILLEH KMOepyrpo3am, UCXOASLLM OT
NPOYKPaMHCKMX FPYNMMPOBOK, C aKLIEeHTOM Ha X AedTenbHOCTb NpoTme Poccun n
Benapycwn.

ccnepoBaHme naeT BCECTOPOHHEE NOHMMAaHNE 3TUX Yrpo3, B HEM OMUCHIBAIOTCH
TTP (TakTvkun, TEXHVKN 1 NPOLEAypPbl), MOTUBbI 3M10YMbILLNIEHHNKOB 1 NX CBA3b
Apyr ¢ gpyrom. Bce rpynnbl pasgeneHsl Ha Tpu knacTtepa. NepBbili 06beanHaeT
XaKTVBMCTOB N GUHAHCOBO-MOTMBMPOBAaHHbIE FPYMMbl, MPVMEHSIOLLE CXOXME
TTP. BT10 Twelve, BlackJack, Crypt Ghouls, Head Mare n C.A.S. Bo BTopoli
BxoaaT APT-rpynnbl, ubn TTP oTnnuatoTes oT xakTmBmcTckux: Awaken Likho,
Angry Likho, Mythic Likho, Librarian Likho, Cloud Atlas, GOFFEE n XDSpy.
TpeTwnin BktoYaeT rpynnbl XakTUBMCTOB C YHMKAIbHBIM MOYEPKOM, 4151 KOTOPbIX
He BblNIO BbISIBNIEHO NMPU3HAKOB akTUBHOMO B3aMMOAENCTBUS C APYrMUN N3
onuncaHHbIx Boblwe. 3T1o Bo Team n «KnbepnapTtunaaHsl» (LeatensHocTb
OpraH1saumm Npu3HaHa aKCTPEMNCTCKON 1 3anpeLleHa Ha TeppuTopumn PD).

IO>XxHasa A3ua

Atakm APT36/Transparent Tribe

APT

BpepoHocHoe MO
ang Linux

DduwmnHrosble
cainTbl

Bakpop

NceneposaTtenn Hunt.io npoananvasvposanu HegasHvie kamnadHuy rpynnsl APT36
(oHa xe Transparent Tribe). Is3HauanbHO KamnaHWs Obina HaueneHa Ha 06 BbEKTbI
BOEHHO-MPOMBILLIEHHOrO KOMMeKca VIHanm, Ho BCKope oxBaTuna cpeamn
MPOYEro HaLoHasbHble XenesHble 4OPOoru, MHOPaCcTPYKTYpPY HedTerasoBoi
oTpacnu, a Takke MUHUCTEpPCTBO MHOCTPaHHbBIX AeS.
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3n0oyMBbILLNEHHWKN NCMOMb30BaNN NPOABUHY I PULLIMHT, HOBbIE CTpaTernm
L[OCTaBKky BpegoHocHoro 10 n 63kaopbl ¢ MexaHn3mMamim 3aKpenieHns B
cucTteme. [pn aTakax Ha cucTemMbl Ha Base Linux 310yMbILLNEHHNKI
ncnonb3osanu .desktop-daiinel, koTopble MacknpoBanuch nof PDF-pokyMeHTbI.
ST daiinbl 3anyckanu ckpUnTbl A1 ckaumBaHns BpegoHocHoro MO un
3aKpeneHns B CUCTEME C NMOMOLLLIO cron. bbino BbIIBNEHO ABa CLeHapus aTaku:
B MEPBOM CJlyyae MCMnonb30Bascs N1Lb OANH KOMaHAHbIN cepBep, BTOPOIA
BKJIlOMaeT pe3epBHble cepBepbl 415 0TkasoycTonumBocTn. baknop Poseidon,
pa3paboTaHHbIi Ha NnaTtdopme Mythic 1 HanncarHbI Ha Go, ncnonb3oBancs Ans
nonyyYeHns 4OCTyna 1 fanbHerwero 6oKoBOro nepemMeLLeHns.

NccneposaTteny obHapyxunm 6onee 100 drMHrosbix foMeHoB. MHOrme 13 Hux
UMUTUPOBANN CainTbl MHANIACKNX NPaBUTENbCTBEHHBIX OPraHn3aumii 1 XOCTUINCH
Ha AlexHost. MNepBble GULLNHrOBbIE AOMEHbI 415 3TOW KaMnaHum Bbinu
3aperncTpupoBaHbl B Hauane nong 2025 roga, a kK cepemHe Toro xe Mecsua
NHOPaCTPYKTypa y>Ke akTMBHO pa3BuBanach. Takas AMHaMuKa CBUAETENbCTBYET
O HEMPEPLIBHOM 1 aKTUBHOM XOAE KaMMaHuMW.

AKTuUBHOCTDL, cBA3aHHaa ¢ bav>xHum BocTokom

Atakmn UNC1549

APT
LleneBoli ¢pumHr
Bakpop

C2,
npokcnpyemblii
yepes Azure

DLL sideloading

CepTudukathbl
paspaboTunka

NceneposaTtenn Prodaft otcnennnm knbepatakm rpynnel Subtle Snail (Takxe
nasectHoi kak UNC1549, Smoke Sandstorm, TA455 n Imperial Kitten), koTopas
BxoanT B cocTaB ceTu Eclipsed Wasp (Charming Kitten). 'pynna akTveHa no
MeHbLUel mepe ¢ noHg 2022 ropga v B nocneaHee Bpems cpokycmpoBanach Ha
€BPOMNENCKNX TENEKOMMYHMKALMOHHBIX, 83POKOCMUYECKNX 11 OBOPOHHbIX
opraHusaumsx. B xoge ceoeil nocnegHeit kamnaHum Subtle Snail
LeneHanpaBneHHo 3apasuna 34 ycTpoicTaa B 11 opraHmsaumsx, UCnosb3ys
coumanbHyto ceTb LinkedIn. 3noymbineHHnky BolgaBany cebs 3a pekpyTepoB
pearnbHbIX KOMMaHWUA, YTOObI YyCTaHOBUTbL KOHTaKT C KOHKPETHBLIMM
crneumanicTamm, a 3aTeM CKOMNPOMETMPOBATb NX KOMMbIOTEPbl. Ha cuctemsl
BHenpsncs 6akanop Minibike, koTopblii Mcnonb3yeT cepsuchl Azure B KavecTse
MPOKCK KOMaHOHOrO CepBepa, YTO NO3BONIET eMy n3beraTb O6HapPYXEHMS.

OcHoBHag 3apgava MiniBike — 3arpy3ska ononHUTENbHbIX KOMMOHEHTOB B BUAE
onbnnotek DLL. 3noymbiluneHHVKn pa3sepTbiBany pasnnyHbie mogynu DLL:
Kelnorrep, CTunep s Kpaxu AaHHbIX 13 bpay3epoB, CTUNEP 419 KPaXxin YYeTHbIX
naHHbix Outlook/Winlogon.

Subtle Snail ncnonbayeT UPpPOBYIO NOANMCH AN CBOUX BPEAOHOCHbIX MPOrpaMm
Kak MuHUMYM ¢ Mas 2025 ropa. CornacHo oTtyeTy Prodaft, Bce BpegoHOCHbIe
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BuHapHble dalinbl, 3a4eNCTBOBaHHbIE B aTakax rpynmbl, MOANMCaHbl
LeACTBUTENbHBIM LdPOBLIM cepTUdMKaToM, BblgaHHbIM SSL.com ronnaHackor
komnaHuu Insight Digital B.V. BpenoHocHble DLL-dalinbl, paspaboTaHHble
3/10YMbILLIEHHNKAMW, KaXX bl N3 KOTOPbIX PeannayeT CreLmanianpoBaHHyLo
byHKUMIO 1 NpedHa3HauYaeTCs Ans KOHKPETHON XepTBbl, 3anycKaloTCs
nocpencTBom cTopoHHeit 3arpysku DLL (DLL sideloading). [1ng 6eclioBHoro
BbINONIHEHNS 3MTOYMbILLNEHHUKM MOANPUUMPYOT nerntumMHble DLL-daiinsl,
penakTpys Ux TabnmLpl 3KCNOopPTa, B pe3ynbTaTe Yero nonyyeHHble daiinbl
BbIFNSAST Kak NErMTUMHbIE, XOTS U HECYT BPEAOHOCHYIO OYHKLVOHANbHOCTb.

[pynna cospaeT yyeTHble 3anMcu 9N1EeKTPOHHOM NOYTbI 419 NOAAEPXKM CBOUX
OVILLIMHIOBbLIX KAMMaHWIA. DTN Xe akkayHTbl UICNOSb3YOTCH A5 CO3AAHNS
0BnayHbIX YYeTHbIX 3anmceil, HeOOXoAMMbIX ANS YNpaBieHNs NpoKCU-cepBepamMmm
Azure n obecneueHns GULLMHIFOBOM MHGPACTPYKTYPbI. 3MOYMbILLNEHHNKM
MOKYMaloT 3TN aKKayHTbl MO KOHKPETHbIE LOMEHbI, KOTOpble ByayT
MNCMoNb30BaTbCA AN19 aTak. B 3aBMCMMOCTHM OT Lienn, OHX CO3[AI0T, HanpuMep,
delikoBoe 0b6BbSBNEHME O NpremMe Ha paboTy B popmaTte PDF, koTopoe BbirnaanT
Tak, OyaTo OTnpaBneHo, ckaxem, Telespazio. A ons NOBbILLEHWS LIAHCOB Ha ycnex
MoKynatoT NOAAeENbHbIN AOMeH Bpoae telespazio-careers.com. Tak,
3/10YMBILLNIEHHUKM Kynnnn gomMeH safrangroup-careers.com v BbinaBanu cebs 3a
npencTasutenein Safran Group — ¢paHLy3cKoro KoHrnomepara B chepax
a3POKOCMMNYECKON MPOMBILLIEHHOCTUN, OOOPOHBI 1 6E30MaCcHOCTW.
3n0oyMbILLNEHHVKI BEIOUPAIOT AOMEHbI MO OAHOMY 1 TOMY Xe MPUHLIMMY: OHW
BCerga copgepart *-careers.com unm *careers.com.

B 1o xe Bpems nccneposatenn Check Point otcneannm nponomkmntensHyto
kamranuvo rpynnel Nimbus Manticore, nmetoLyto nepeceyeHns ¢ onepaumsmm
UNC1549, Smoke Sandstorm u Iranian Dream Job. OHn oTmMeTunm, 4uto TekyLas
KaMrnaHus HaLeneHa Ha 06OPOHHbIE, TENEKOMMYHVIKALWMOHHBIE 1 aBUaLMOHHbIE
npennpuaTtus. HepasHssa aktneHocTe Nimbus Manticore cBnpeTenbcTByeT o
NOBbLILLEHHOM BHMMaHUM kK 3anagHoi EBpone, B yacTHocTy k JaHun, LLBeumn n
MopTyranuun. 3N0yMbILLNEHHVKM MaCKUPYOTCS MO HaUMOHaNbHbIE 1
MeXAyHapOoOHbIE OPraHN3aLnn U3 YKa3aHHbIX OTPacnei, MPUMEHSS
HeTpwuBManbHble MeTOoabl Lienesoro ¢puwwnHra. OHm BblgaloT cebs 3a pekpyTepos, a
3aTeM HanpaBnsaloT XepTB Ha $elikoBble KapbepHble MopTarbl.

B ueHTpe aTol kaMmnaHnm — CNoXHO 06dycLmMpoBaHHbI 6akgop MiniJunk n
ynpoLeHHbii ctunep MiniBrowse B aByx Bepcusx: ogHa — /15 Kpaxu y4eTHbIX
LaHHbIX N3 6paysepos Chrome, ppyras — ons Edge. AHanna Minidunk,
npoBefeHHbI nccneposatenammn Check Point, nokasan, 4to 370 3HaUNTENBHO
ycoBepLueHcTBOBaHHas Bepcus Minibike. HoBble BO3MOXHOCTY BpegoHOCHOA
MporpamMmMbl BKIIIOYaIOT 3arpy3ky BpeAoHOCHbIX DLL-6nbnmnoTtek B
WindowsDefender n gpyrue ya3sumble ncnonHsemble daiinsl Microsoft
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nocpencTBoM MaHunynaumm napameTpom DllPath ctpykTypei
RTL_USER_PROCESS_PARAMETERS, ncnonbsyemolri B
HeLOKYMEHTMpPOBaHHOM HU3KoypoBHeBoM NT APl. OT1oT napameTp onpenenseT
nyTb noncka DLL-61bnnoTekn, ecnm oHa He HallaeHa B AMPEKTOPUN NMPUIOXEHNS.
3noymbiwnerHHnkn Nimbus Manticore Takxxe nognmcbiBatoT CBOV BPEe4OHOCHbIE
nporpamMMbl UMGPOBOI NOANUCHIO, UCMOSb3Ys cepTUdUKaTbl OT cepBuca
SSL.com, no kpaiiHeli mepe, ¢ Mmas 2025 ropa. OcHoBbIBasiCb Ha faTax
noAnncanHns 1 aHannae obpasLoB, MOANNCAHHbIX 3TUM cepTUdUKaToMm,
nccnepoBaTenv onpeaenusv, YTo OHN BblNn CreHepUpPoBaHsbl
3M0YMbILNEHHMKAMW, BblAaoLWMMN cebs 3a nerntumHble T -opraHnsaumm B
Espone.

AKTUBHOCTb KUTaICKOSI3bIYHbIX Fpynn

ATakun Ha NoNynpoBOAHUKOBYIO NPOMbILLIEHHOCTb TaliBaHs

APT
LieneBoli ¢pumHr

CkomnpomeTu-
poBaHHasi
nernTuMHas
9NIEKTPOHHas
nouta

AitM

Bakpop

C mapTa no noHb 2025 ropa nccneposateny Proofpoint otcnexnsanu
aKTUBHOCTb TPeX KUTaNCKOSA3bIYHbIX aKTOPOB, KOTOPbIE MPOBOANIN
LeneHanpasneHHble GULLMHIOBbIE KaMMaHNN NPOTUB MOYNPOBOAHMKOBOM
NPOMbILLNEHHOCTU TaliBaHs. BeposTHbIM MOTVMBOM BO BCEX Cyyasix bbin
knbepLunmoHax. Llenn aTnx aTak BapbmpoBanmch B 3aBUCMMOCTU OT
crneuvansaumm opraHn3aumii, OT NPON3BOACTBA, MPOEKTUPOBAHNS U
TECTUNPOBaHWS NOYNPOBOAHVKOB U MHTErpasbHbIX CXeM, O Honee WpoKoro
cnncka opraHnsaumii 3 Ymcna NoCTaBLLMKOB 0OOPYLOBaHMS 1 YCIyr B 9TOM
CeKTope, a Takxke GUHAHCOBbIX Y IHBECTULMOHHbIX aHaNNTUKOB,
CreunansmpyoLLNXCS Ha TalilBaHbCKOM PbIHKE MOYNPOBOAHNKOB.

Mpynna UNK_FistBump aTakoBana opraHnzaumm, 3aHnMatoLmecs
NPOEKTNPOBaHNEM, MPON3BOACTBOM 1 MOCTaBKaMV U3AENNA N3
NoyNPOBOAHNKOB PULLMHIOBLIMY MUCbMaMU, 3aMaCKUPOBaHHbIMU MO,
NPEANOXEHNS O TPYAOYCTPONCTBE. B pedynbTaTe Ha KOMMNbIOTEPbI XXEPTB
pnoctasnanuncb Cobalt Strike nnn cneumnanbHbin 6akgop Voldemort.
310yMbILLNEHHNKM MPEACTaBNSNNCH BbiMyCKHKAMW B33, ULLYLLIUMN paboTy, Npu
9TOM MCMNONb30BanM CKOMMPOMETMPOBaHHbIE aapeca 3NeKTPOHHON NOYThI
HaumoHansHoro yHnBepcuteTa TaliBaHs ANs pacChiikii GULLMHIOBbLIX MNCEM
pekpyTepam 1 cotTpynHukam HR-oTaenos.

Mpynna UNK_DropPitch, B cBoto ouepenb, npoBoamna Lenesble PULLNHIOBbIE
KaMnaHnm NPOTUB HECKOMBbKNX KPYMHBIX MHBECTULIMOHHBIX OaHKOB.
3N0yMbILLNEHHNKOB NHTEPECOBaNM KOHKPETHbIE GUHAHCOBBIE aHANNTUKN,
cneumnannanpyoLwmnecs Ha MHBECTULSX B MOMYNMPOBOAHVKOBYIO U
TEXHONornyeckyto nHaycTpum TariBaHs. PULNHroBble NMCbMa OTNPAaBASAINCH C
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afpeca 3M10yMbILLNEHHVKA, BblaaBaBLlero cebs 3a npeacTasmTens puHaHCOBO-
WNHBECTULMOHHOW KOMMaHWW, MpeasiararoLLero CoOTPYAHNYECTBO KOHKPETHOMY

crneumanucTy. B xone onepaunn Takxke Ncrnonb3oBancs Creunanna3npoBaHHbI
©3knop.

UNK_SparkyCarp ncnonb3osana kacTomMHbln Adversary-in-the-Middle (AitM)
dUWnHr-knT. Llenbio cTana opranvsauus, KoTopas y>e nocTpagana oT 3Toro
aKkTopa B Hosibpe 2024 roga. GULLNHIrOBbIE MMCbMa MacKMpPOBanuCh Nog,
NpeaynpexneHns o NoAO3PUTENbHOM BXOAE B akkayHT 1 cogep Kanu CCbinky Ha
KOHTPOIMPYEMbIN 3M10YMbILLNEHHUKAMN GULLVHIOBbIA CaiT, NpeaHa3HaYeHHbIl
ANS KPaXky YYETHbIX AaHHbIX.

Atakn UNC3886

APT

YasBumocTb
HYNeBOro gHs

BpepoHocHoe 10
ans Linux

LOTL

Bakpop

MUHNCTP-KOOPAMHATOP MO BOMpPOCcaM HaunoHanbHol 6e3onacHocTn CuHranypa
18 nionga coenan 3agBneHre o0 «4pesBblYaiHO N3OLLPEHHON Yrpo3e», C KOTOPOW
cTonkHynacek ctpaHa. Peub o rpynne UNC3886, HaueneHHoM Ha KpUTnyecku

BaXKHYI0 MHDPACTPYKTYpPY.

Brepsble 06 akTBHOCTW 3TOM rpynnbl coobLumnm B 2022 rogy, koraa oHa
aTakoBana kno4yesble cnyxobl CuHranypa, co3nas CepbesHyto Yrposy ans
HaumoHanbHoW BesonacHocTy cTpaHbl. iccneposaTtenu Trend Micro
npoaHanvsvposany npeaplaywme atakm UNC3886. Torpa rpynna HauenmBanach
Ha KpuTUdeckn Baxnyto nHepactpyktypy B CLLUA n EBpone: npaBuTenscTBeHHble
opraHn3aumn, NPeanPUSTUS TENEKOMMYHNKALUMNOHHON, TEXHOIOMMYECKOM 1
0BOOpPOHHOI OTpacneil.

pynna UNC3886 n3secTHa TeM, UTO OonepaTUBHO UCMOSb3YET YSI3BMMOCTH
HYJIEBOrO iHS B CETEBOM U BUPTYyanibHOM 0bopynoBaHun, Takom kak VMware
vCenter/ESXi, Fortinet FortiOS v Juniper Junos OS. B ee apceHane 3HauaTcs
kacTommampoaHHoe 10, Bkntouas TinyShell (MHCTpyMeHT yaaneHHoro goctyna
LNS CKPbITHBIX onepaunin), Reptile (pyTkuT ong Linux, ucnonb3ayemeiiin ons
COKpbITUS $alnoB, NpoLeccoB 1 ceTeBol akTuBHocTH) 1 Medusa (ele oanH
PYTKUT A9 COKPBITUS BPELOHOCHbBIX AeACTBUIA, CneLmanbHO pa3paboTaHHbIM nog,
Linux). OTo cBnaeTenbCcTByeT O CMOCOOHOCTU rpymnnbl pa3pabaTeiBaTth U
BHEOPATb CIIOXHbIE MHCTPYMEHTbI, OCYLLLECTBNATL MHOrOypPOBHEBOE
3aKperneHne B CUCTEME, UCMOb30BaTb MPOABMHYTHIE METOAB! YKOHEHUS OT
3awmTbl. [ pynna Takxe Ucnosnb3yeT NErmTUMHble NPOrpamMmbl 1 GyHKLNN,
npuMeHss TakTuky Living-off-the-Land (LOTL).
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https://www.channelnewsasia.com/singapore/unc3886-cyber-security-threat-actor-attack-singapore-5245791
https://cloud.google.com/blog/topics/threat-intelligence/esxi-hypervisors-malware-persistence
https://www.trendmicro.com/en_us/research/25/g/revisiting-unc3886-tactics-to-defend-against-present-risk.html
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KonnekTueHoe pykoBoacTBo no 6e3onacHOCTM B OTHOLLEHUN
Salt Typhoon

APT

OkcnnyaTauns
ceTeBbIX
YCTPOWCTB 1
o6LenoCTynHbIX
NPUNOXeHUA

Trusted
relationship

BepnomcTBa 13 pasHbix CTpaH, Bktovasg AreHTCTBO HalOHanbHON 6e30NacHOCTY
CLUA n AreHTCTBO Mo KnbepbesonacHocTu 1 3awmTe nHdpacTpykTypbl (CISA),
COBMECTHO BbIMNyCTUIN PYKOBOACTBO MO KMHepbe30nacHOCTU C TEXHUYECKUMU
noapOBHOCTAMU O KuTackoa3bluHbix APT-rpynnax. Pekomergaumm
onyonukosanu areHtcTea CLUA, AscTpanun, KaHagpl, Hosoli 3enanamu,
BenvkobpuTaHum, Yexum, DunnaHann, 'epmanun, Vitanum, dnonnn, Hnoepnangos,
Monbwwn n Nicnanuw.

OnuncaHve BpefoHOCHOI akTUBHOCTY B AOKYMEHTE YaCTUYHO NepecekaeTcs C
LaHHbIMW N3 OTYETOB APYrvX nccnegoBaTeneil knbepbesonacHoCTu,
kacatoLmxcs Takmx rpynn, kak Salt Typhoon, OPERATOR PANDA, RedMike,
UNC5807, GhostEmperor. OT1oT knacTep 6bin akteeH B CLLA, ABcTpanuu,
Kanape, Hosoli 3enanguu, BenvkobputaHum n psae opyrux rocypapcTs. Ero
aKTVBHOCTb aBTOPbI PYKOBOACTBA CBA3bIBAIOT C HECKObKUMMW KUTANCKMM
KOMMaHUsSIMU, KOTopbIe, Kak NMpeanonaraeTcs, NPefoCTaBNStoT KNOepnpoayKTbl 1
yCAyr rocygapcTBeHHbIM opraHmsaumam KHP.

CornacHo gOKyMEHTY, 3TV rpynnbl HALENBAIOTCS Ha MHPOPMALIMOHHbIE CETH
opraH1sauui 3 TeNeKOMMYHUKALWMOHHOTO, NPaBUTEIbCTBEHHOT O,
TPaHCMOPTHOrO, BOEHHOMO U XMUNLLHOIO CEKTOPOB pasHbIx cTpaH. OCHOBHOEe
BHVYMaHNE 3/10YMbILLIEHHNKOB COCPELOTOUYEHO Ha aapax CeTU KPYHbIX
TEeNeKOMMYHUKALIMOHHbIX MPOBAaiAEPOB, a TakXe Ha MorpPaHNYHbIX
MapLUpyTU3aTopax NPoBainaepoB 1 KIIMEHTCKMX opraHn3aumnin. OgHako OHM Takxe
NCMOsb3YIOT CKOMMPOMETMPOBaHHbIE YCTPOCTBA U AOBEPEHHbIE OTHOLLEHUS ANS
KOMMNpOMeTaLmnn ceTelt HOBbIX XXepTB. [ pynnbl YacTo KOHGUIYpPUPYIOT
MapLUPYTL3aTOopPbl 4719 MOMy4YEHNS NOCTOSHHOrO OCTYyNa K
CKOMMPOMETUPOBaHHLIM CeTaM. [IOKyMEHT CoAep>XUT NOAPOBHYIO TEXHNYECKYIO
NHPopPMaLMIO O NEPBUYHOM JOCTYrE, 3aKPEMNIEHUN N FOPU3OHTaIbHOM
nepemMeLLeHnn B ceTn, cbope 1 n3BrneYeHnn faHHbIx. B Hem Takxe npencTaBneHb
pa3bop KeNcoB, PyKOBOACTBO MO OOHAPYXXEHMIO OMUCAaHHBIX YrPO3, MHANKATOPSI
KOMMPOMETaLMN 1 PEKOMEHYEMbIE Mepbl MO CMArYeHIo NOCNEACTBIIA aTak.
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https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4287371/nsa-and-others-provide-guidance-to-counter-china-state-sponsored-actors-targeti/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/4287371/nsa-and-others-provide-guidance-to-counter-china-state-sponsored-actors-targeti/
https://media.defense.gov/2025/Aug/22/2003786665/-1/-1/0/CSA_COUNTERING_CHINA_STATE_ACTORS_COMPROMISE_OF_NETWORKS.PDF
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Ataku GhostRedirector

PaHee
HEW3BeCTHbIN
aKTop

OkcnnyaTauns
o6LwenocTynHbIX
NPWNOXeHUM

Bakpop

CepTudukar
paspaboTunka

Viccneposatenn ESET obHapyXunv paHee HeM3BeCTHOrO KNTANCKOA3bIYHOIO
akTopa GhostRedirector, KOTOpbIN CKOMNPOMETMPOBaN Kak MUHUMYM 65
cepaepoB Windows B HeCKObKMX CTpaHax, Bktoyas bpasunuio, TannaHg v
BbeTHam. Cpeam nocTpanaBLumx okasanncb 0bpasoBaTesibHblE, MEANLIMHCKIME,
CTpaxoBble, TPaHCMOPTHble, Toprosble 1 T-opraHmsaumn. 3To No3BONMNO
nccnegosaTensam caenatb BbiBod, YTo GhostRedirector He nveeT KOHKpPETHOro
pernoHanbHoro unm otpacnesoro ¢okyca.

3N0YyMbILLNEHHVIKW, MPEANONOXUTENBHO, BbINONHANN SQL-NHbekumm B
0BLLEefOCTYMHbIX MPUNOXEHNSX 415 NOSTYyYEHMS MEPBUYHOro OCTYyna. 3aTem OHM
BHELPSNN BPEOOHOCHbBIE MHCTPYMEHTHI, B TOM YMCIE HanNCaHHbIE Ha a3blke C++
naccuBHbIi 6akgop Rungan, npeaHasHauyeHHbI Ang yaaneHHoro BbinoaHeHNs
KOMaHz, 1 BpedoHOCHbIN Moay b Internet Information Services nog Ha3BaHvem
Gamshen, crnocobHbI MaHVNYNMPOBaTbL NOVCKOBO Bblaayeli Google B Lensx
SEO-moweHHryecTBa B Nonb3y oHNarH-ka3nHo. Kpome Toro, B apceHane
3M10YMbILLNEHHKOB OBHapPY>XeHbl KaCTOMU3NPOBAHHbBIE YTUANTbI 471 MOBbILLEHMS
npviBuneruii Ha 6ase BadPotato n EfsPotato, mHorouenesas DLL-6unbnnoTteka
Comdai 1 MHCTpYMeHT nof HasBaHvem Zunput Asisl yCTaHOBKN BEO-LLENOB.
3noyMbILNEHHVKN 3aaeicTBOBann cepTuduKaThl paspaboTurka, co3haBant
nopaenbHble YYETHbIE 3aNMCX aAMUHUCTPATOPOB U UCMONb30Banu Takme
NHCTPYMeHTbI, kKak GoToHT TP, ons nopaep aHns NOCTOSHHOrO JOCTyna K
CKOMMPOMETUPOBaHHBIM CUCTEMAM.

ATtakm RedNovember/TAG-100

APT

BkcnnyaTtauus
ceTeBbIX
YCTPOWCTB 1
0o6LwenoCcTynHbIX
NPWNOXeHUA

Bakpop

N3paHne The Hacker News coobuumno o6 aktrsHocTu rpynnel TAG-100, koTopas
Tenepb oTcnexveaeTcs kak RedNovember. B nepurog ¢ nions 2024 roga no nonb
2025 rona oHa aTtakoBana nepudepuiiHbie yCTPONCTBa KPYMHbIX OpraHM3auuii no
BCEMY MVPY, UCMONb3Ys HanMcaHHbIN Ha s3bike Go 6akaop Pantegana u
nonynspHbii dpelrimeopk Cobalt Strike.

pynna 3HauMTeNbHO pacLupuia CBOKO AeATENbHOCTb, aTakys Kak
rOoCyAapCTBEHHbIE, TaK 1 YaCTHbIE OPraHN3aLmm — KOCMUYecKmne u
a3pPOKOCMMYECKMNE NPEANPUSTUS, a Takxe topuandeckme Gupmebl. boino
3ameyeHo, uTo RedNovember npoBoanT passenky 1 KOMNPOMETUPYET
nepudepuiiHble ycTpoinctaa. B nx uncne: SonicWall, Cisco ASA, F5 BIG-IP n
Fortinet FortiGate, a Takxe ycTpolicTsa, Ha koTopbix ycTaHoneHbl Outlook Web
Access u lvanti Connect Secure VPN. AKTUBHOCTb rpynmbl LEMOHCTPUPYET ee
CNOCOBHOCTb KOMBUHMPOBAaTb 3KCMIONTbI 1 ONEHCOPCHbIE GPEIMBOPKIN A1
nocTakcnnyaTaunn. OTO 3HAaUNTENbHO YNPOLLAeT 3agady A4S He CamblX
KBanMPUUMPOBaHHbBIX 3110YMbILLNEHHNKOB.
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https://www.welivesecurity.com/en/eset-research/ghostredirector-poisons-windows-servers-backdoors-side-potatoes/
https://www.welivesecurity.com/en/eset-research/ghostredirector-poisons-windows-servers-backdoors-side-potatoes/
https://thehackernews.com/2025/09/chinese-hackers-rednovember-target.html
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lccneposaTenu BbisBUIM HOBbLIX BeposTHbIX XepTs RedNovember, cpean
KOTOpbIX MMHUCTEPCTBO MHOCTPaHHbIX Aen OaHOM 13 cTpaH LlenTpanbHoii Asuu,
CTPYKTYpa rocb6e3onacHOCTV OfHON N3 cTpaH Adpuki, NpaBUTENbCTBEHHAS
opraHnsauus B EBpone n npaBntenscTBo ogHol n3 cTpaH Foro-BocTouHoin Asun.
Kpome Toro, 3noyMbILLNEHHVKI aTakoBanm Kak MUHUMYM ABE KOMMaHWN, KOTOopbIe
coTpyaHunyaloT ¢ MuHnctepcteoM obopoHsl CLLA, nBe amepukaHckmne
HedTerasoBble KOMMaHNK, EBPOMNENCKOro NPON3BOANTENS ABUraTeNen 1
MeXNpPaBUTENbCTBEHHbI OpraH No TOProebiM oTHoLeHnsaM B FOro-BocTouHoii
Asnn. RedNovember ¢pokycurpyeT CBOKO akTUBHOCTb Ha CTpaHax C BbICOKOM
reonoNMTUYECKON HAaNPSXKEHHOCTBIO NIV XKE YYaCTBYIOLUNX B BOEHHbIX
KOHPNMKTaX, NpeacTaBnsoWwmMx cTpaTernieckunii nHtepec onsg Knras.

ATtaxkm Naikon

APT
Bakpop

DLL sideloading

Nccneposatenu Cisco Talos o6Hapyxmnm kamnaxmio, HayasLwytocs B 2022 rogy v
HaLenNeHHYIo Ha TENEKOMMYHKaLMOHHBIV 1 MPOV3BOACTBEHHbIN CEKTOPbI B
cTpaHax LleHTpanbHon 1 KOXHOM A31n 1 CNOMb3YHIOLLYIO HOBYIO BEPCUIO
BpenoHocHo nporpammel PlugX. Mo cBoeit GyHKLUMOHaNbHOCT OHa MOXoXa Ha
6akpopbl RainyDay n Turian — ncnonb3yeT Te e NermTUMHble NPUNOXEHNS ANg
DLL-sideloading n anroputm XOR-RC4-RtIDecompressBuffer pns wndposaHuns
1 pewndpoBaHns BpedoHOCHOM Harpy3ku. KoHdurypaums stoli Bepcum PlugX
OT/IMYaeTCs OT CTaHAAPTHOM N HaNOMUHAET CTPYKTypy RainyDay. Oto
MO3BONNO UCCNeaoBaTENsSM C HEKOTOPOI YBEPEHHOCTBIO OTHECTI KaMMaHWio K
knTarickossbiuHon rpynne Naikon. Cnncok xxepTB 1 TEXHUYecKme
XapakTepPUCTMKN aTaku yKasblBaloT Ha NoTeHumanbHyto cea3b Naikon ¢ rpynnoi
BackdoorDiplomacy. BnonHe BeposTHO, UTO 3TO 0fHa 1 Ta Xe rpynna, imbo obe
NCMOb3YIOT MHCTPYMEHTAPWI OAHOMO 1 TOrO Xe NOCTaBLUMKA.

KnbepkpumuHan n npoyee

ATtakn Scattered Spider/UNC3944

Kn6epkpumunHan

TenedoHHble
3BOHKM

LndposanbLumk

NccneposaTtenn Google Threat Intelligence Group coobuumnm 06 nsouperHom
kamnaHny erHaHcoBo-MoTUBMpPoBaHHON rpynnel UNC3944 (n3secTHol Takxe
kak Oktapus, Octo Tempest n Scattered Spider). ATaku 66l HaueneHbl Ha
HECKOJIbKO OTpacieil, B TOM YMC/e PO3HUYHOW TOProB/N, aBNaLIOHHOM 1
cTpaxoBaHus. o gaHHbIM nccnepoBaTenen, 3N0yMbILLNIEHHVKM PacnpOCTPaHSM
nporpamMmbl-BbIMOraTenu, a nocne Tpebosanu Beikyn y peTelinepos ns CLUA.
[loBONbHO BBICTPO KaMMNaHNs MacLLTabupoBanach, 1 MALLEHSMN CTanu eLe v
TPaHCNopTHbIE 1 aBrnakoMnaHum B CeBepHol AMepuke.
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https://blog.talosintelligence.com/how-rainyday-turian-and-a-new-plugx-variant-abuse-dll-search-order-hijacking/
https://cloud.google.com/blog/topics/threat-intelligence/defending-vsphere-from-unc3944
https://cloud.google.com/blog/topics/threat-intelligence/defending-vsphere-from-unc3944
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TakTuka rpynnbl OCTaeTCs HEU3MEHHO: OHN NCMONb3YIOT HE YS3BUMOCTM
NPOrpaMMHOro obecneyeHns, a CoumarnbHyO NHXEHEPUIO — 3BOHAT No TenedoHy
B T-noppep>xky KoMnaHuii, NpeacTaBnasgch WTaTHbIMY COTPYAHUKamMK. [locne
KOMMNpOMeTaLMN OAHOW NN HECKOMBKMX YYETHbIX 3anncer nonb3osBaTeneiil OHn
Noy4aloT KOHTPOSb HaA AOBEPEHHbIMY aAMUHUCTPATUBHBIMU CUCTEMaMN 1,
nonyuns gocTyn B Active Directory, komnpomeTupytoT VMware vSphere. 910
OTKPbIBAET 3/10YMBbILLIEHHNKAM BO3MOXHOCTb AJ151 KPaXK AaHHbIX BUPTYarnbHbIX
MaLLVH 1 pa3BepTbIBaHNS Ha HUX NPOrpamMmM-BbIMOraTeneil HenoCcpPeaCcTBEHHO U3
rmnepsmsopa.

Bcnep 3a nybnvkaumein Google Threat Intelligence Group nocneposanu otyet
Palo Alto Networks 1 pekovergaumy AreHTcTBa No Knbepbe3onacHOCTU 1
sawmTe nHdpactpykTypbl CLLA (CISA) kacaTensHo Scattered Spider. B aTux
AOKYMeHTax onucaHbl TTP rpynnbl 1 npeanoXeHbl Mepbl MO YCUNEHMIO 3aLLUTDI.
Takxe Tam ykasaHo, YTo B xoae HeaBHMX kamnaHui Scattered Spider
npumeHsna wndposanblumk DragonForce.

ATaxu ¢ ncnonnsopaHmem Gunra

Kn6epkpumunHan

BpepoHocHoe MO
ana Linux

LLinpposanbLumk

NccneposaTenu Trend Micro npoaHanuaviposanu Linux-Bepcuio nporpamMmmbl-
BbivMoraTens Gunra, koTopasi obnagaeT psooM NoboMnbITHEIX OCOOEHHOCTENA.

Cpenn H1nx — BO3MOXHOCTb ogHoBpemMeHHoro 3anycka o 100 notokos
WindpoBaHns 1 NOAAEPXKKa YaCTUYHOTO WndpPoBaHUS. VIHCTpYMeHT faeT
BO3MO>XHOCTb 3/T0YMbILLMEHHKAM KOHTPOMMPOBATb, Kakasi YacTb kaXaoro darlina
WwndpyeTcs, N XpaHNTb KIo4n, 3awmdpoBaHHble C MOMOLLBIO
kpunTorpaduueckoro anroputma RSA, B 0TAENbHbIX daiifiax XpaHUInLLLE KITtoYel.

pynna BbiMoraTenei Gunra Bnepsble Obina obHapyxeHa B anpene 2025 ropa B
XoAe KaMmnaHuu, HaueneHHom Ha cucTembl Ha 6ase Windows. B xone cBoux aTtak
OHa MCcnonb3oBana MeTOAbl, OTChinatoLLme K n3sectHol rpynne Conti. Ha calite
yTeuek yTBepxaaetcs, uto Gunra ycnewHo aTakosana npeanpusatns B bpasunun,
Anonun, Kanage, Typuumn n CLUA. Cpeon nocTpagaBLumx oTpacnel Ha3blBaloTC4
NPOn3BOACTBO, OPUCMPYAEHLMS U KOHCANTUWH, 3gpaBooxpaHeHuve, UT n
cenbckoe xo3ancTeo. ViccnegosaTtenu Trend Micro, B cBoto ouepenp,
3adukcmpoBanu akTmeHocTb Gunra Ha npeanpusaTtusx B Typuwmm, CLUA, KOxHo
Kopee v Ha TaliBaHe. [daHHble Trend Micro ykasbiBatoT Ha TO, YTO BbIMOraTenm
NbITanNNCb aTakoBaTb NPaBUTENbCTBEHHbIE OPraHN3aLmK, a Takxke MeauUHCKME,
NPON3BOACTBEHHbIE 1 TPAHCMOPTHbIE KOMMaHNW.
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https://unit42.paloaltonetworks.com/muddled-libra/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-320a
https://www.trendmicro.com/en_us/research/25/g/gunra-ransomware-linux-variant.html
https://www.trendmicro.com/en_us/research/25/g/gunra-ransomware-linux-variant.html
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Atakn TGR-CRI-0045/Gold Melody

Kn6epkpumunHan

Bpokepbl
HayvanbHoOro
gocTtyna

OkennyaTtauus
Machine Keys

Oecepuannsaums
ASP.NET View
State

NcecneposaTtenu Unit 42 packpbinv kamvnanmio bpokepa HavaabHoro JOCTyna, B
XOAE KOTOPOW 3M10YMbILLNEHHNKN NCMOSb30Bani NOXULLEHHbIE
KpunTorpaduyeckme knoun ¢ caintos Ha 6ase ASP.NET ons nonyyeHns goctyna
K LLeneBbIM opraHmsaumsam. OTa TexHunka nssecTHa ¢ 2014 roga kak
«[leceprannszaung Viewstate» n akcnnyaTmpoBanach B aTakax Ha pasnnyHble
ASP.NET-cepBucbl, ICMOMb3YtoLLE TEXHOMOMMIO CepranmaaLmmn, npodnemy
6esonacHocTun koTopoii Microsoft nomeTtunm kak «\Won't Fix». BpegoHocHoe 10
3anyckanocb HenMnocpeacTBEHHO B MaMaT CepBEpPa, YTO CBOAUIO K MUHUMYMY NX
NPUCYTCTBME Ha ANCKE N MPaKTUYECKN HEe OCTaBNAN0 KPUMNHANIMCTNYECKNX
apTedaKkToB, 3HaUMTENbHO YCOXHSS OBHapYyXeHune. VIHCTpymMeHTapuii rpynmbi,
No-BUOVIMOMY, HAXOANTCS Ha cTagun pa3paboTku. [NepBble Npr3Haky
aKCnyaTaumm 1 BHEAPEHNS 3TUX MHCTPYMEHTOB Bbinn 3amMeYeHbl B OKTs6pe
2024 ropa, a B nepuop, ¢ KoHua gHeapg no mapT 2025 roga akTBHOCTb
3HaUMTENbHO yBENMUMnach. B aTo xe Bpems passepTbiBanMCb UHCTPYMEHTbI AN
nocTakcnnyaTauun: CKaHepbl MOPTOB C OTKPbITHIM MCXOAHBIM KOAOM U
KaCTOMUN3VPVOBAHHbIE YTUNNTbI 415 3aKPENIEHNS 1 NMOBbLILLEHNS MPUBUNErIA.

NccnepoBaTenn oTcnexxmBaloT 3TOro akTopa kak BpemerHyto rpynny TGR-CRI-
0045 n c HekoTOpPOIA CTEMNeHbIO YBepeHHOCTM cBa3biBatoT ero ¢ Gold Melody (oHa
xe UNC961, Prophet Spider). 'pynna, kak oTMeyaeTcs, npuaep>XmBaeTcs
aBaHTIOPHOro noaxona n atakyeT opraHnsauum B EBpone n CLUA B cnepytomx
oTpacnsx: PUHaHCOBbIE YCNYTn, MPON3BOACTBO, ONTOBAs U PO3HNYHAs TOProBNg,
BbICOKIME TEXHOMOI W, TPaHCMOPT M NIOrNCTMKA.

Atakxn GLOBAL GROUP

Kn6epkpumunHan
RaaS

NN-yaT-60TbI

NccneposaTenu EclecticlQ coobluaoT o nogsneHmny HoBOW Nporpamvmvbl-
BbiMoraTens kak ycnyre (Ransomware as a Service, RaaS). 3a Hei cTonT
GLOBAL GROUP, npumersiioas npoasuHyTele V-TexHonorum gng nposeneHns
aTak NPOoTMB LWMPOKOro Kpyra komnanuii. o coctogHuio Ha 14 niona 2025 roga

fgir;’;’;a:;“_:":'blx xepTBamu rpynnbl ctanu 17 oprannsaumin 8 CLUA, Benvko6putaHum, ABcTpanim n
———— Bpaaunun. ATakn 3aTpoHy M pasnyHble CEKTOPbI, BKItOYas 34paBoOXpaHeHMe,
TR Npon3BoOACTBO HedTErazoBoro 060pyA0BaHMS, MPOMbILLIEHHOW TEXHUKU 1
BbICOKOTOYHbIX AeTanen, MexaHn3mMoB 1 CUCTEM, PEMOHT aBTOMODBUNEN 1
ayTCOPCUHI B3HEeC-NPOLIeCCOB.
[pynna npuberaeT K ycnyram 6pokepoB HayanbHoro AocTyna ans
pacnpocTpaHeHns nporpaMmmMm-sbiMoraTenein. OHa nonyyaeT 4OCTYN K YS3BMMbIM
nepudepuiineiM VPN-ycTpoicTeam, Hanpumep Cisco, Fortinet n Palo Alto
Networks, a Takxe ncnonb3yet 6pyTHOPC-MHCTPYMEHTbI A9 B3/IOMa aKKayHTOB
k noptanam Microsoft Outlook n RDWeb. [Mnatdopma RaaS BkntouaeT noptan
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AJ151 NeperoBopOB 1 MapTHEPCKYIO NMaHe b, KOTOPbIE MO3BONSIOT
3M10yMBbILLIEHHVKAM BblbUpaTh XXepTB, CO3aaBaTb BPEAOHOCHbIE MPOrpaMmMbl-
BoiMoratenu ansg VMware ESXi, NAS, BSD n Windows, a Takxe yaaneHHo
oTcnexusaTb xof onepaumii. Ocoboro BHUMaHNS 3aCy>XnBaeT MCMOb30BaHMe
GLOBAL GROUP aBTOMaTM3MpPOBaHHOM CUCTEMbI, OCHOBaAHHOWM Ha YaT-60Tax ¢
NCKYCCTBEHHBIM MHTENNEKTOM, A1 BEAEHMS NeperoBOpoOB O Bbikyne. OTa
bYHKLMS NO3BONSET onepaTopam, He BNagetoLwwmmMm aHr TMACKUM s3bIkoM, bonee
9P deKTUBHO B3aMMOAENCTBOBATL C XXepTBaMMU.

NceneposaTtenu EclecticlQ ¢ HekoTopoit yBepeHHOCTbO cunTatoT, uto GLOBAL
GROUP 6bina cospaHa B pamkax pebpenanHra onepaumnn BlackLock RaaS.
AHanns obpa3suos nporpammbl-seiMoraTtens GLOBAL nokasbiBaeT, 4To 9TO
KaCTOMM3MPOBaHHbI BapraHT windposansLiyka Mamona. B otnmume ot 6a3osoli
Bepcun Mamona, GLOBAL nmeeT LononHUTeNbHbIA GyHKUMOHaN s
aBTOMaTMYEeCKOW YCTaHOBKM B pamkax goMeHa. OH ncnonbdyet SMB-
coenHeHuns 1 BpenoHocHbI Windows Service gns 6onee maclutabHoro
pas3sepTbiBaHNg. AHannTukn EclecticlQ Takxe oBHapyxunu, 4To B onepaumsx
HblHE HecyLecTBYytoLWwen rpynnbl Boimoratenen Mamona RIP, a Takxxe GLOBAL
GROUP ncnonbsoBancs oauH 1 TOT xe poccuiicknii VPS-nposaiigep IpServer,
YTO YKa3blBaET Ha BOSMOXHYIO CBSA3b MEXAY HUMW.

ATakm ¢ nucnonn3osaHmem Charon

Kn6epkpumuHan
DLL sideloading

LLinpposanbLumk

NccneposaTenu Trend Micro BhigiBuv HOBOE CEMENCTBO MNPOorpamMmm-

BoivoraTesieii Charon, koTopble Obinv 3a4eMCTBOBaHbI B XOA€ LiefleHanpaBieHHOM

aTaku Ha rocyapCTBEHHbIN CEKTOP 1 aBUALMOHHYIO MPOMBILLNIEHHOCTb Ha
BnvxxHem BocToke. 3noymbiwnenHnkm npumennnn metop, DLL sideloading,
KOTOPBbIV OKa3ancs nopasnTesibHO CXOXNM C TaKTUKOW, paHee ONMCaHHOW B
kamnaHnsx Earth Baxia. OTu kamnaHum, Kak N3BECTHO, UICTOPUYECKN BbInin
HaLeneHbl Ha NPaBUTEeNbCTBEHHbIE OpraHn3auum.

B uenouke aTak ncnonb3osancs nerntuMHblin dainn bpaysepa Edge.exe
(n3HavanbHo nMeHoBaBLniics cookie_exporter.exe). Y43BMMOCTb B HEM
ncnonb3oBanach Ans 3arpy3ku BpegoHOCHo brubnnotekn msedge.dll
(HasBaHHoi SWORDLDR), koTopas 3aTeM aKkTVBM3MpPOBasa NonesHyo Harpy 3Ky
nporpammbl-BbiMoraTens Charon.

HecmoTps Ha TO, UTO nccnegoBaTeny BbIGBUIN TEXHNYECKNE CXOACTBA — B
YaCTHOCTW, B KAYECTBE MHCTPYMEHTA ANS pa3BepThiBaHWS 3alUndpOBaHHOrO
LIenn-KoAa UCMosb3yeTCs TOT Xe YSI3BUMbI NCNONHAeMbI daiin, B KOTOPbIN
3arpyxaeTtcs BpegoHocHas DLL-6ubnnoTteka, — OHM He MOryT OOHO3HAYHO
npunucaTb 3Ty aTaky rpynne Earth Baxia. [lopo6Hble MeToabl MOryT ykasbiBaTb
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KaK Ha npsmoe yyacTue Earth Baxia, Tak 1 Ha nonbITKy MacKMpOBKM UK e Ha
pa3paboTKy CXOXel TakTVKN APYTroW rpymnmno.

BaxxHo oTMeTUTb, UTO B TPebOBaHMM O BbiKyre BbIMOraTe N KOHKPETHO
YNOMSIHYIN Ha3BaHE OpraHN3aLnN->XePTBbl. OTO MOATBEPXKAAET, YTO aTaka
HOCWNa LieneHanpasieHHblA, @ He CryYaliHblil xapakTep. OTOT MHUMOEHT HarnsaHo
AEMOHCTPUPYET TPEBOXHYIO TEHAEHLMIO: BBIMOraTenn BCe Yalle NPYMEHSIOT
cnoxHble metogpl, Nnpucywme APT-rpynnam. Cioga Bxoaat DLL sideloading,
BHeOpeHVEe NPOLECCOB U NCMONb30BaHNe TexXHUK obxona EDR-peLuerHmii.

MpepynpexpexHune CISA o rpynne Bbimoratenemn Interlock

Kn6epkpumunHan

CkomnpomeTun-
poBaHHble caiiTbl

Drive-by aTaka
ClickFix

BpepoHocHoe 10
ans Linux

RAT

AreHTCTBO Mo KnbepbesonacHocTu 1 3awwmTe MHdpacTpykTypbl CLUA (CISA),
®epepanbHoe 6opo paccnenosanHnii, MUHNCTEPCTBO 30pPaBOOXPaHEHNS U
coumanbHbix ey CLUA n MexayHapoaHbil LeHTp obMeHa nHdopmaumein n
aHannsa (MS-ISAC) 22 niong onybnrkoBanm pekomMmeHaaLm rno
knbepbesonacHOCTY, B KOTOPbIX MPUBOASTCS MHOMKATOPBI KOMMPOMETaLMM 1
TTP rpynnbl BeimoraTeneli Interlock, BbisiBNeHHbIE B XO4€ HEAABHNX
paccnepnosaruii OEP.

pynna Interlock nonyynna nseecTHocTb B KOHUE ceHTsa0ps 2024 roga, koraa
aTakoBarna pa3sfinyHble KOMMEpPYECKNE NPEANPUATUS U KPUTUYECKN BaXKHbIE
06bekTbl HbpacTpykTypbl B CeBepHoit AMepuike 1 EBpone. ®BP 3assumno, uto
3TN 3M0YMBbILLIEHHVK UCMOBEAYIOT ONMOPTYHUCTUYECKNI NOAXOA, NP Bbibope
CBOVIX XXEPTB, UCXOAS N3 CBONX BO3MOXHOCTEN, U AENCTBYIOT UCKTIOUNTENBHO C
Lesblo BbIMOraTenbCTaa.

Interlock cospana nporpamMmbl-BbiMOraTenu 4ist onepaumoHHbIX CUCTEM
Windows v Linux. 3T BpegoHochl WwdpoBan BUpTYyasnbHble MallvHbl Ha 6ase
0beunx onepaumnoHHbIx cuctem. OBP 3adurkcrpoBano, kak 310yMbILLIEHHNKN
nosy4Yany NepBUYHbIA [OCTYN nocpeacTesom atak Drive-by Download, ncnonbays
CKOMMPOMETUPOBAaHHbBIE NEMMTUMHbIX CaliTbl. DTO LOBOMIbHO HETUMMNYHDBIV NOAXOL,
ons seimoraTteneld. Interlock macknposana BpegoHocHoe O nog nonynspHble
3aLWMTHbIE Nporpammbl Ui obHosneHns ans Google Chrome nnun Microsoft
Edge, utobbl 3acTaBnTh NONb30oBaTenel 3anycTnts RAT Ha cBOMX cuctemax.
[pyrum cnocobom nonyyeHns NepBUYHOro 4OCTYNa SBNSNCS METOL, COLManbHOM
nrxxeHepun ClickFix. Nocne oHn 3agelicTBoBany pasnmyHbie MeToabl pa3BeaKu,
NOSYYEHNS YUYETHbBIX AAaHHBIX Y FOPM3OHTaNbHOrO NepeMeLLEHS Ha apyrie
CUCTEMbI B CETU XXEPTBBI.
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ATtakum ¢ ncnonnsosaHmem Warlock

Kn6epkpumuHan

OkennyaTtauus
o6LenoCTynHbIX
NPWNOXeHUN

LOTL

LLindposanbLimk

Ncecneposatenn Trend Micro o6Hapy kv BONHy atak rpynmbl BeIMOraTenen
Warlock. B kauecTBe cpeacTBa NepBMYHOro AOCTYNa 310YMbILLNEHHNKIN
ncnonb3oBanu ceexue ya3smmocTun cepeepos Microsoft SharePoint, 3arpy>xas
Ha H1X BED-LLennbl ANg pasBeaKn 1 Kpaxu y4eTHbIX daHHbix. CornacHo bonee
paHHUM oTueTam, reorpadus xepTts Warlock oxsaTeiBaeT CeBepHyto AMepuky,
Espony, Asuio n Adpuky. ['pynna aTakoBana opraHusaumm B pasnnyHbix
oTpacnsx, BKtoYas KpUTUYECKyo MHPPacTpyKTypy. Bcero uepes Heckonbko
LHel nocne cBoero nepeoro nyonnuHoro s3assneHns Warlock o6bssuna o kak
MUHUMYM 16 ycneLwHbIx aTakax, MpPYMepPHO MOMOBUHA U3 KOTOPbIX bblna
HanpasneHa NPOTUB NPaBUTENbCTBEHHbIX yupexaeHuii B [opTyranvmn, XopsaTum
n Typumun. B uncne ppyrvx nocTpagasLUnX OKa3anicb OpraHn3aumm n3
drHAHCOBOro N NPON3BOACTBEHHOIO CEKTOPOB. BHYTpK CKOMNpOMETUPOBaHHO
NHPPACTPYKTYPbI 3MOYMBbILLNEHHNKM KPagyT yYeTHbIE AaHHble, NPOABUraloTCS Mo
CeTU 1 pasBopaymBaioT LWMPPOBaNbLLMKW, NCNONb3Ys rPYNNoBble MOANTUKN,
BCTpOeHHble cpeacTea Windows 1 kacTomMunanposaHHoe BpegoHocHoe [10.
3awndpoBaHHble dalinbl nonyyatoT pacumpenne .x2anylock, a noxmeHHble
LlaHHble n3BnekaloTcs ¢ nomoLpio yTunmtel RClone.

ATtaku Crypto24

Kn6epkpummHan
Google Drive
LOTL

BYOVD

LLindposanbLmk

NceneposaTtenn Trend Micro obHapysxunnv rpynny Beivorateneii Crypto24. OHa
aTtakyeT opraHmsauum B Asum, EBpone n CLLA npenmMyLiecTBeHHO 13 chep
PUHaAHCOBBIX YCYT, UHAYCTPUM pa3BieyeHuni, NPON3BOACTBEHHO-
TEXHOMOornyeckoro cektopa. [ pynna ncnonb3yeT NErMTUMHBbIE MHCTPYMEHTHI,
Takue kak PsExec n AnyDesk, Hapsay co cneumnanbHO paspaboTaHHbIMN
BPELOHOCHbIMY NporpaMmmamu. B ee apceHan BxoagaT kennorrep, KOTOpbIi
OCYLLECTBNSET BbIBOA AaHHbIX Yepes Google [lnck, 1 kKacToMU3NpoBaHHas
Bepcus nHcTpymeHTa RealBlindingEDR, npegHa3HaueHHOro ois OTKtoYeHs
3aLLMTHBIX PELLEHNIA, MO BCEV BUOAMMOCTU, NCMOSb3YIOLLEro A5 9TOro HOBbIE U
HEeN3BECTHbIE YS3BUMbIE ApaliBepbl.

[lns 3akpenneHns B cucTeme 3M0yMbILLIEHHVK CO3aaBasnv NPUBUIErMPOBaHHYO
YYeTHYIO 3arn1cCb 1 38434V NNaHNPOBLLKA, KOTOPbIE NHTErpupoBasm
BPEAOHOCHbIE AeCTBUS B OOblUYHbIE onepaumn cucTemsl. [ng obxona
OrpaHnYeHnin KOHTPOY YYeTHbIX 3anucen nonb3osaTtener (User Account
Control) Crypto24 akcnnyatupyet COM-uHTepdeiic CMSTPLUA. AHann3
nokasar, YTo 3/10YMbILLNEHHNKN AeNCTBYIOT O4YEHb CKOOPAMHNPOBAHO, YacTo
HauMHag aTakn B Hepabouee Bpemsl, UTObbI 136exaTb OOHaPYXXEHNS 1 LOBUTLCH
MaKcumanbHoro addekTa.
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Atakm The Gentlemen

PaHee
HEW3BeCTHbIN
aKTop

OBoiiHoe
BbIMOraTesibCTBO

BYOVD

LLindposanbLimi

NceneposaTtenn Trend Micro npoaHannanpoBan HOBYO KaMnaHuio paHee
HensBeCTHOW rpynnbl BoiMoraTeneit The Gentlemen. 'pynna
NPOAEMOHCTPUPOBana pacLUMpPeHHbIE BOSMOXHOCTIW MO B3MIOMY KPYTHbIX
opraHunsauuii. [lns obxopa s3awmTHbIX peweHnini The Gentlemen ncnonbsyet
NEernTMHbIN gpaiBep 1 cneumanbHO paspaboTaHHble MPOTUBO-aHTUBUPYCHbBIE
YTUANTbI, MAHUMAYANPYIOT FPYNNOBLIMU NOANTUKaMU, KOMMPOMETUPYIOT
NPVIBUNErMPOBaHHBIE YYETHbIE 3anCu N SKCPUNbTPYIOT AaHHbIe Yepes3
3awmndpoBaHHble KaHanbl. ATakuy rpynnbl 3aTPOHYM MHOXECTBO OTpacnel,
BKJItOYas MPON3BOACTBO, CTPOUTENLCTBO, 34PaBOOXPAHEHME 1 CTPaxoBaHme, Kak
MUHUMYM B 17 cTpaHax. Kpome Toro, The Gentlemen paspaboTana nporpammy-
BbIMOraTesnb, KOTopas UCNosb3yeT NPUBUIEMMPOBaHHbIE JOMEHHbIE YYETHbIE
3anuncu, 1 pasnnyHble MeToabl Ans obxona Mep kKnbepbe3onacHOCTW.

ATtaxm DireWolf

Kn6epkpummHan

[BoliHoe
BbIMOraTesibCTBO

MpenoTBpalleHne
BO3MO>XHOCTM
BOCCTaHOB/EHNS

LLindposanbLymk

NceneposaTtenn AhnLab onvicanun negarensHocTs rpynnbl BbiMoratenein DireWolf.
Ota rpynna nogsunacek B Mae 2025 roga v ¢ Tex nop aTakyeT KOMMaHUM No BCeMy
MUPY, MPENMYLLLECTBEHHO N3 NPON3BOACTBEHHOM, VT, cTponTensHoM 1
duHaHcoBol oTpacnein. OHa NPUMEHSET TaKTUKY ABOWNHOrO BbIMOraTebCTBa:
CHavana wndpyeT AaHHble, a 3aTeM yrpoxaeT onybnunkosaTb ux. DireWolf yxe
ckomnpomeTunposana 16 opraHnsaumii B 16 permoHax.

[na wndpoBaHma faHHbIX 310YMBbILLNEHHWKN UCMONb3YIOT CTONKMNE
KpunTorpaduyeckme anroputMbl — obmeH kntouein [Anddun — XennmaHa Ha
OCHOBe annunTuYeckoi kpuaoin Curve25519 n notokosoe WndposaHme
ChaCha20. B npouecce wndpoBaHus ons kaxxaoro ¢aiina reHepupyeTtcs
CNy4YaiiHbli CEaHCOBbIN KoY, KOTOPbIA 3aTEM UCTMONb3YeTCs ANng GOopMUPOBaHNS
kntova wndposaHus. 3awmndposaHHble dalinbl nonyyatoT pacwmpeHne .direwolf, a
ncnonb3dyemas cuctemMa LWndpoBaHnNs YCTOMUMBA K M3BECTHBIM JOCTYMHbIM
mMeTomam gewmdpoanus. DireWolf Takxe npumMmeHseT MeTofpl, 3aTPyOHSOLWME
BOCCTaHOBJIEHME AaHHbIX 1 aHann3, — OHM 3aBEpLUAOT NPOLECChl PE3EePBHOMO
KOMMPOBaHNS, YOansoT XYypHarbl COBbITUI 1 OTKIOYalOT CPeAcTBa
BOCCTaHOBNEHNS faHHbIX. [locne 3aBepLueHns npoLiecca WindpoBaHng
BPEAOHOCHas NporpaMma yaanseT CBOM CNONHAeMbIi daiin n nbitaeTcs
nepesarpysuTb KOMMbIOTEP. DTO 3HAUNTENBHO CHMXXAET LLAHChl Ha yCMeLwHoe
npoBeeHNe KPUMUHANMCTUYECKOrO aHann3a 1 BOCCTaHOBMIEHNE CaMOro
BpenoHocHoro 0.
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ATtaku ¢c ncnonbsosanuem yassumocTtu ToolShell

PaHee
HEN3BECTHbIN
aKTop

OkennyaTtauus
o6LwenocTynHbIX
NPWNOXeHUM

Heckonbko koMnaHuii o obecneyeHnto 6e30nacHOCTY 1 HaUMOHAaNbHbIX LEHTPOB
pearmpoBaHs Ha HUMAEeHTbI onybnmkosanm 19 n 20 nions 2025 ropa
npenynpexneHns ob akTUBHOWM aKCcrnyaTauum ys3BMMOCTEN CepBepoB
SharePoint. ATaka ¢ ncnonb3oBaHNEM LLENoYKn N3 AByx ysssumocTen — CVE-

2025-49704 n CVE-2025-49706, nonyunBLuein HasBaHne ToolShell, He TpebyeT
ayTeHTUPUKaLMM 1 AaeT NOJHbINA KOHTPOMb Haf, YSI3BMMbIM CEPBEPOM.

MapannenbHo, B Te e paTbl Microsoft BeinycTuna cpoyHble BHeoYepeaHble
ncnpaenenns gng yassumocten CVE-2025-55770 n CVE-2025-53771. Otn
naTun npegHasHavanncb ANg yCTpaHeHNs He4OCTaTKOB B MPeablayLLmnX
ncnpasnennax gna CVE-2025-49/04 n CVE-2025-49706. o yTBep>XAaeHMO
nccneposaTenel, ons obxona nepBoHayanbHO BbinyLweHHbIX Microsoft
ncnpasneHnii B KOAE 9KCMNIIoTa 4OCTAaTOYHO BblfIo MOMEHSTb BCEro OAnH 6aiT.
Bbinyck 3T1x HOBbIX, «MPaBWbHbIX» OBHOBNEHWI MPUBES K My TaHULE MO NOBOL4Y
TOrO, Kakme VIMEHHO YS3BUMOCTW 3KCIyaTUPYIOT aTaKyoLmMe 1 UCMONb3YoT N
OHW 3KCMONTbI HYIEBOrO OHS.

MponykTbl Kaspersky perynspHo obHapy>xmBanu n 6noknpoBan BpegoHOCHYIO
aKTVMBHOCTb, CBSI3aHHYIO C 9TUMM aTakamu, YTO MO3BONNIO COBpaTb CTAaTUCTUKY O
Cpokax 1 MacluTabax aTol kamnaHun. Tak, B otueTe «Jlabopatopum
Kacnepckoro» nogpobHO onnckiBaeTcs Mexanuka akcnnyaTtaumm ToolShell.
OKkcnepTbl AEMOHCTPUPYIOT, Kak BPeOHOCHAas Harpy3ka MOXET bblTb BHeApeHa
6e3 Kakon-nnmbo ayTeHTUdVKaLMK, aKLLEeHTUPYS BHMaHVE Ha MexaHnamMme obxona
3aWnTHbIX pelennin. CornacHo ctatucTuke «Jlabopatopum Kacnepckoroy,
LMpokomacluTabHas akcnnyaTaumns Havanach 18 nions 2025 ropa.
3n0oyMbILLNEHHNKM HaLEeNUnnch Ha cepaepsbl B ErnnTe, MloppaHun, Poccun,
BbeTHame n 3ambum. ATakm 3aTpOHY M OpraHM3aLmnm N3 NpaBUTENIbCTBEHHOT O,
$rHAHCOBOro N NPON3BOACTBEHHOIO CEKTOPOB, @ TakXXe NIECHOMO 1 CEbCKOro
XO34CTBa.

ATtakm c ncnonbsosaHuem yassumoctn CVE-2025-32433

PaHee NceneposaTtenu Palo Alto Networks coobuumnm o6 atakax, B XxoAe KOTOPbIX

:E:'j;ecmbm BKCMNNyaTMpOBanach KPUTUYECKas YS3BMMOCTb, OBHaPYXeHHas 1 MChpaBieHHas
B anpene 2025 ropa. OHa 3aTparuBaeT Open Telecom Platform — nnatdopmy ¢

fgil’;’;a:;”:blx HaBopoM BUBINOTEK 1 WabIoHOB NPOEKTUPOBaHS A9 MOCTPOSHNS

MPUAOX eV NPWNOXEHNIA Ha a3bike NporpammuposaHns Erlang — no Bepcuin OTP-27.3.3,
OTP-26.2511n OTP-25.3.2.20.
YassumocTb CVE-2025-32435 ¢ penTtuHrom CVSS 10.0 nossonget
3M10YMbILLAEHHNKAM NOMYYNTb HECAHKLIMOHMPOBAaHHBI JOCTYMN K CUCTEME U
BbINOJHATb MPOW3BOJIbHbIE KOMaHAbl 6€3 BBOAA AENCTBUTENbHBIX YUYETHBIX
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LaHHbIX, MaHAMYMPYS AaHHBIMY MPY KOMMYHVKALWN CO BCTPOEHHHbIM SSH-
cepBepom. ViccnenoBaTenn OTMETUNN, YTO B TEXHONIOTMYECKUX Cpefax U CeTsX
5G OTP ncnonb3yeTcs n3-3a ee 0TKa30yCTOMUYMBOCTU 1 MacLUTabpyemMocTu,
HeOoBXOoANMbIX AJ191 CUCTEM BbICOKOW AOCTYMHOCTN C MUHMMAIbHBIM BPEMEHEM
NPOCTOS, @ YAaneHHble KOMaHAbl YaCTO BbIMOMHSIOTCS C NMOMOLLIO BCTPOEHHOTO
SSH-cepsepa.

lccnepoBaTenu npepocTaBunm aHanns BPeAOHOCHOW Harpysku, pacnpeaeneHme
NMOBEPXHOCTW aTakm (pacnpoOCTPaAHEHHOCTU MOAK/MOUYEHHBIX K UHTEPHETY
YS13BUMBbIX YCTPOICTB) 1 MOMbITOK MX aTak Mo reorpadun, BpeEMeHW, oTpacnu, a
Takxe pacnpepeneHe atakoBaHHbIx ycTporcTs mexay NT-n OT-
nHpacTpykTypamu. lNprmeyaTenbHo, UTO 3HaunTensHoe konnyectso OT-
CeTeBbIX 3KPaAHOB 0Ka3anoch yS3BUMbIM 1 MOAKOUYEHHBIM K MHTEPHETY. B obLeit
cnoxHocTn okono /0% Bcex NonbITOK aKCNAyaTaLmmy MPULLNOCH UMEHHO Ha
[OCTYynHble U3 nHTepHeta OT-dalipsonsi.

ccnepoBaTtenn Takxxe obpaTunm BHUMaHME, YTO CUSbHEE BCero noctpagana
obpasoBaTenbHas oTpacsb, 4to OT-dalipBonbl B 30paBoOXpaHEHNI, CETbCKOM
xosganctee, CMU n nHaoyCcTpun passneyeHunii, a Takxke B BBICOKOTEXHOMOTMMYHbIX
oTpacnsx 6binn atakoBaHbl ANCMPONOpLUMOHanbHO YacTo — Ao 85% Bcex NonbITok
aKCnyaTaumm B 9TUX UHAYCTPUSX MPULLIOCH MMEHHO Ha NOrpaHnYHbIe
YCTPOWNCTBa TEXHONOMMYECKON CETI.

B 10 e Bpems cuctembl OT- n AT-ceTein B Taknx cekTopax, kak NponsBoacTBoO,

OMNTOBas M PO3HMNYHAs TOProBns, a Takxke GUHaAHCOBbIE YCNyri, Obinv aTakoBaHbl

CO CPaBHUMOW YaCTOTOM, YTO CBUOETENLCTBYET, MO MHEHUIO UCCcnegoBaTenei, o
HEOOXOANMOCTIN KOMMMEKCHBIX MEP 3aLUMTbI 47151 OPraHn3aLmii 3TUX CEKTOPOB.

ATak e Ha TexHonornyeckme ceTm KOMMyHasbHbIX, SHEPreTUYeCKUX,
rOPHOLOOLIBAIOLLMX, 83POKOCMUYECKNX 1 OBOPOHHBIX MPEANPUSTIIA
3adukcmpoBaHo He 6bino. Palo Alto Networks, ogHako, paccmaTpurBaeT 970 Kak
noTeHLUManbHoe CBUOETENbCTBO CMaboCT MEXaHN3MOB ODHapPYXEeHNs aTak Ha
NPEANPUATUSX AaHHbIX CEKTOPOB U 3a4eP>KKM B BbIDOPE aTaKyoWwmMn Lenen na
nX ymcna.

lccnepoBaTenu HaCTOATENbHO PEKOMEHAYIOT OnepaTMBHO MPUMEHSTb
aKTyarnbHble MCnpaBneHns 6e3o0nacHOCTN, OOHOBNATL CUrHaTYpPbl B CUCTEMAaX
NPEeLOTBPALLEHNS BTOPXXEHNIA 1 BCECTOPOHHE NCMONb30BaTb CPeaCcTBa
MOHUTOpUHra. Ecnvm HemepnneHHas ycTaHOBKa MCNpPaBneHnin HEBO3MOXHA,
pekoMeHayeTCs OTKNIoUNTb SSH-cepBep 1nv orpaHnynTb SOCTYMN C MOMOLLbIO
npasun 6paHomayapa.
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ATakun c ucnonb3osaHuem 6akpgopa PipeMagic

LLindposanbLmk

Ya3smmocTb
HYNEBOro AHs

DLL hijacking

Bakpop

B anpene 2025 ropa Microsoft ncnpasuna B ceonx npoayktax 121 ya3smumocTsb. [1o
AaHHbIM KOMMNaHUW, Ha MOMEHT BbiNyCka naTyei Tonbko ogHa ns Hux — CVE-
2025-29824 — skcnnyaTupoBanach B peasbHbix aTakax. OKCMNIonT K 3TOM
YyS13BMMOCTW 3anyckana BpefoHocHag nporpavva PipeMagic, koTopyto
nccneposatenu «Jlabopatopum Kacnepckoro» Bnepsble 0OHapyXunv B aekabpe
2022 ropa B xo4e nccnenoBaHns BpeaoHOCHOW KaMnaHny C MPYMEHEHNEM
nporpammbl-BbiMoraTens RansomExx. Torga xxepTBamu CcTany NpOMbILLIEHHbIE
npeanpusaTug B FOro-BocTouHoli Asun. 3arpysumkom 6akgopa cnyxmna
TpOsHM3MpOBaHHas Bepcus Rufus — yTunutel ana dopmaTtmposaHmns USB-
HakonuTenen.

B ceHTsa6pe 2024 ropa nccneposatenu «Jlabopatopumn Kacnepckoro» BHOBb
obHapyxunn PipeMagic B aTakax Ha opraHusaummn Ha banmxxHem BocToke. Ha aToT
pas 3M10YMbILLIEHHNKN N3MEHUN TaKTUKY: BMECTO SKCMTyaTaumm ya3B1UMOCTY
LN NONYyYEHVS NEPBMYHOrO JOCTYMa OHW MCMOMb30Bany B Ka4ecTBe NpYMaHKM
nopaenbHbli knneHT ChatGPT. MNpunoxeHne 6bino HanmcaHo Ha s3bike Rust ¢
ncnonb3oBaHneM AByx dpeimBopkos: Tauri ans peHgepuHra rpaduyeckmnx
npunoxeHuin n Tokio ons aCUHXPOHHOM 0bpaboTkn CObbITUIA. MpumedaTensHo,
YTO NOAAENbHOE NPUIOXEHME HE UMESIO NONb30BaTENbCKUX QYHKLIMA 1 Npn
3anycke NpocTo 0Tobpaxkano NycTol aKpaH. DKCrnepTol OTMETUN, YTO 3TO Obina
Ta xe Bepcug PipeMagic, uto n 8 2022 rony.

B 2025 rony pelwenuns Kaspersky npenotspatuim sapaxeHvie aTum 63KaopomM
opraHunsauunii B bpasunum n Caynosckori Apasun. B xoge coBmecTHOro
paccneposaHus ¢ Bl. ZONE nccneposatenn «Jlabopatopum Kacnepckoro»
npocnennnv asosoLmo PipeMagic ¢ MomMeHTa ee nepBoro obHapyxeHus B 2022
rofy Ao HoBbix MHUMAeHTOB B 2025 rony. OHW BbISBUNN KIOYEBbLIE U3BMEHEHNS B
TaKkTUKe ee onepaTopoB 1 NPEeAOCTaBUIN aHann3 MOAy e Bpe[oHOCa, BKoYas
MOAY/ b aCUHXPOHHOM KOMMYHIMKaLWK, 3arpy34nk 1 HXXeKTop. Nomumo
3arpysuvika B Buae nogaensHoro knneHta ChatGPT ncnonbsosancs 3arpysunk B
Buae daina popmata Microsoft Help Index File, koTopeili BMecTo kopa yTeHus
LaHHbIX KOHTeMHepoB .mshi copep>xan kop, Ha C#, BbiNoNHaOLWMIA paclundpoBKy 1
Lenn-KoA, KOTOpPbIV N3BeKkaeT N3 cebs 1 3anyckaeT Ha BbiNONHEHNE KO,
KOHEYHOro BpefoHoca. TpeTuin BapuaHT 3arpy3yrika ncnonb3osan TexHuky DLL
hijacking, roe B nerntumHbIli ncnonHsemsii daiin obHosneHns Google Chrome
3arpy»>kanacb BpefoHoCHas bnbnmoTteka. BpenoHOCHbIN Kop copepkancs B
dyHKkumm DIIMain. 3noymbilLneHHVKN ncnonb3oBan ToT $GakT, YTo ynpaBneHue
DliIMain nepepaeTcs B niobom cnyyae — 0 MHMLManM3aummn BHy TPEHHNX
CTPYKTYP BaHHbIx bubnuoTtekun. iccneposaTtenn BI.ZONE, B cBoto ouepenb,
NPOBENV TEXHUYECKIIA aHann3 camol yassumocTn CVE-2025-29824. B ToT xe
neHb Microsoft Threat Intelligence ony6nvkoBana cobcTBEHHDIN aHanva
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https://www.microsoft.com/en-us/security/blog/2025/04/08/exploitation-of-clfs-zero-day-leads-to-ransomware-activity/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29824
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29824
https://securelist.com/nokoyawa-ransomware-attacks-with-windows-zero-day/109483/
https://securelist.ru/pipemagic/113276/
https://habr.com/ru/companies/bizone/articles/936664/
https://bi.zone/expertise/blog/podrobnyy-razbor-uyazvimosti-cve-2025-29824-v-os-windows/
https://www.microsoft.com/en-us/security/blog/2025/08/18/dissecting-pipemagic-inside-the-architecture-of-a-modular-backdoor-framework/
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apxuTekTypbl PipeMagic n pononHutensHbix yHkumin aToro 0O, Bktoyas
BblAESIEHHbII CETEBOWN MOAY b.

ATtaku c ncnonnsosavuem UpCrypter

Kun6epkpumnHan
LieneBoli ¢pumHr
Bakpop

RAT

NccneposaTenu Fortinet Labs obHapyxuim kpynHoMacLuTabHYyo KaMnaHuio,
HaLeNEeHHYIO Ha OpraHM3aumnm N3 pasnnyHblx cekTopoB. OCHOBHOW yaap
npuLwencs Ha NpousBoacTeo, VT, 3apaBooxpaHeHne, CTPOUTENBCTBO, PO3HUYHYO
TOProBIO N MHAYCTPUIO FOCTENPUNMCTBA.

3N0YMBILLNEHHNKM UCTMOSb3YIOT PasnnyHble CLEHapU COLMAnbHOM MHXEHEPUN,
4YTOObI 3aMaHNTb Nosib3oBaTeNel Ha JOCTOBEPHO Bbirngasiume GULLHroBble
CTpaHuubl. [1n9 3TOro oHn paccoinatoT 3NeKTPOHHbIE MCbMa C TEMaMU, KOTopbIe
«TPEBYIOT HEMEOIEHHOIO BHUMAHMS», HarNpPUMep, O IKOObl FONOCOBbIX
COODBLLEHNSX O MPOMYLLEHHbIX TeNedOHHbIX 3BOHKAX, 3aKkasax Ha MOKYMKY U T. 4.
3N0YMBILLNEHHNKM NEPCOHANU3VPYIOT 3TN CTPaHULbI, UICNOAb3YS NEKTPOHHbIN
afpec 1 NOroTun OpraHn3aLmn->XepTBbl, YTOObI OHW BbIFNSAENM NPaBaoNoL06HO.
Llenouka aTakn HaunHaeTcs ¢ He6OMbLLIOro 06dPyCUMPOBAHHOIO CKPUNTA,
KOTOPBbI NepeHanpaBnseT XXepTB Ha NOAAENbHBIN CaliT. DTN CTpaHLbl NPU3BaHsbl
nobyanTb NonydYaTeneit 3arpysnTb BpeaoHoCcHble JavaScript-daiinel. B ceoto
oyepenb, aTu Ppaiinel 3arpyxatoT UpCrypter — BpegoHocHoe MO, koTopoe B
nTOre BHeOpSeT pasnuuHblie cpencTea yoaneHHoro goctyna (RAT). Cpeaw
OBHapy>XeHHbIX 06pasLLOB BpeaoHocHoW Harpyaku bbinv PureHVNC, DCRat n
Babylon RAT.

ATtaxm EvilAl

PaHee
HEU3BEeCTHbIN
aKTop

Kopn, HanncaHHbI
717

NceneposaTtenun Trend Micro BbigBun HOBYIO BpeaoHOCHYo kamranuio EvilAl B
LaHHOM cnydae BpepgoHocHoe 10 mackupyeTcs nog NernTMHble MHCTPYMEHTbI
MOBbILLEHWS NPOV3BOANTENBHOCTM HA8 OCHOBE TEXHOMOMMN UCKYCCTBEHHOMO
NHTENNeKTa, ¢ NPodecCcroHanbHO BbIFrNSaIWLMMN MHTepdeicamm 1
AeCTBUTENbHBIMU LndpoBbiMU noanncsMmm. CornacHo TenemMeTpuyeckm

:"oa:l';l"l'/l'i“"a naHHbIM Trend Research, cniyuamn sapaxenms EvilAl Beinm sadukcuposaHb! Mo

nHeTpymenTapuii  BCEMY MUY, OKasaB 3HaunTenbHoe BusiHve Ha Espony, Amepuky, Asuio,

ANS MOBbILLEHNS BrnvxHnin Boctok n Adpuky. B nepsyto ouepenp nocTpananm

:gz:':“”"”e""' MNPON3BOACTBEHHbIE, MPaBUTENbCTBEHHbIE N MEANLIMHCKIE OpraHn3aLmn.

Bokaop Kon BpeaoHoCcHoOM NporpamMmMbl co3naBasncs C UCMNob3oBaHneM 60sbLUInX
JIMHFBUCTUYECKNX MOLEeNel AN npuaaHns emy suaa 6e306maHoro v
nerutumHoro. BpegoHoc kpageT koHbuaeHUmanbHble AaHHbIe Bpaysepa un
noaaepxvBaeT sawndposaHHyto AES cBS3b C KOMaHaHbIMU cepBepami. s
3akpenneHns B cucteme EvilAl cosnaeT 3agaun nnaHMPOBLLYIKA, 3ancK O Kikouvax
Registry Run n BpeoHocHblie apibiku. DyHKLMOHaNbHOCTL 6aKAopa BKIloYaeT
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https://www.fortinet.com/blog/threat-research/phishing-campaign-targeting-companies-via-upcrypter
https://www.trendmicro.com/en_us/research/25/i/evilai.html
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3arpysky ¢aiifioB ¢ MOMOLLbIO CreumanbHOro 3arpyayuvka, onepaumm 3anmncu
¢dalinos, onepaunmn C peecTpoM 1 BbiNoSHEHNS npoLeccos. [Ins obxona
netekTnposanus EvilAl nbiTaeTcs caenatb Tak, UToObl BpegoHocHoe MO co Bcex
CTOPOH BbIrNs4eno nerntuMHbiM. OH 1Cnonb3yeT NpaBLoNoa0OHbIE MeHa
¢daiinoB N He3aMeTHO BbINOSHSET BPeLOHOCHbIM JavaScript ¢ nomolubto Node js.
Hapsay ¢ opyrumm metopamm obdyckaumm 1 npenaTcTBUS aHanmsy BpegoHOC
ncrnonbsyeT 32-6uTHoe xewmnposaHe MurmurHash3 ona cospaHns
HenpeackasyemMoro noToka ynpasneHns C LKiamu, KOTopble Npu CTaTUYeCkom
aHanmae KaxxyTcs noTeHumanbHo 6GeckoHeuHbIMn. BpenoHocHas nporpamMma
obecneurBaeT NPOAOIKMNTENbHBIV AOCTYM, CO34aBas 3a4ady NNaHNpoBLUMKa
Windows, n, obpabaTbiBas CTPYKTYPUPOBaHHbIE KOMaHAbl OT cepBepa
yrnpaBfieHns, NOALEPXNBAET C HAM HEMPEPbIBHYIO aBTOHOMHYIO CBS3b.

ATtaxm ¢ ucnonososavmem DarkCloud

Kn6epkpummHan
LieneBoli puLmHr

LnuoHckoe MO

B cenTsa6pe 2025 ropa nccneposatenu ESentire obHapyxmnnv duLnHrosyo
KamnaHvio NPOTUB OOHOW NPON3BOACTBEHHOW OpraHn3aLumm, B XO4e KOTOPOM
6bina npeanpuHsTa nonbitka goctasntb ctunep DarkCloud. duwmHrosoe
MMCbMO, OTMNPAaBNEHHOE Ha afpec KIMEHTCKOW Cny>0bl noaaepkn Zendesk,
cofep>xano BpefoHoCHbI ZIP-apxus ¢ obpasuom DarkCloud BHyTpu. Camo
MMCbMO UMUTNPOBANO 0BbIUHYO GUMHAHCOBYIO Nepenmncky ¢ 6aHKoOM ¢
cooTBeTcTBYloWeN Temoin. DarkCloud npeTepnen MHOXeCTBO OOHOBNEHWIA: Tak,
cTab (YacTb BpeooHoOCa, He NMetoLLas BPeAOHOCHON PYHKLMOHANbHOCTY,
KoTopas obecneunBaeT paclundpPOBKY MNOMNE3HOM Harpy3sku) NOMHOCTLIO
nepenucaH Ha VB6, cTpokun 3awmdpoBaHbl, BHECEHbI U3MEHEHWS, HALLENEHHbIE Ha
obxopn aeTekTnpoBaHns. PyHKLMOHaNbHOCTb BPeOOoHOCa BKIOYaeT Kpaxy
pasnnyYHo KoHbUaeHUMansHo nHdopmaLmn, a UMeHHO naponeli bpayaepa,
LaHHbIX KPEONTHbIX KapT 1 KPUNTOBAMOTHBIX KOLLENbKOB, HAaXaTui KNaBuLL,
y4yeTHbIX AaHHbIX FTP. MNoxuiLeHHble AaHHble NepefaloTCs Ha KOHTPONPYyemMble
3/10YMbILLIEHHNKaMW KOHEYHble ToukW, Bktoyas Telegram, FTP, SMTP v Be6-
naHenb. B aTol KOHKPETHOM KaMnaHUm NCNosib30Banack He caMmasi HoBasi BEpCUs
DarkCloud, 3.2, koTopas 6bina BeinyLLeHa paHee B 2025 roay.
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https://www.esentire.com/blog/eye-of-the-storm-analyzing-darkclouds-latest-capabilities
https://www.esentire.com/blog/eye-of-the-storm-analyzing-darkclouds-latest-capabilities
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LleHTp pearupoBaHuss Ha WHUMAEHTbI WHPOPMAUMOHHO 6e30MacHOCTU NPOMBbILIEHHbIX
nH$pacTpykTyp «JlabopaTopum Kacnepckoro» (Kaspersky ICS CERT) — rno6asnbHbli NpoekT
«JTabopaTopun Kacrnepckoro», HanpaBneHHbI Ha KOOPAVHALMIO YCUNNIA NPOU3BOAUTENE CUCTEM
aBTOMaTU3auuV, BNafenbLeB 1 OnepaTopoB MPOMbILLIEHHbIX OOBEKTOB, a TakXe 1ccnegoBaTeneil
NT-6esonacHOCTM 4ns 3alMThl MPOMBILLIEHHBIX NpeanpuaTi oT knbepaTak. Kaspersky ICS CERT
HanpaBnseT CBOW yCUNS B NEPBYIO OYepeib Ha BbiSBIEHNE MOTEHLMAbHbIX U CYLLECTBYIOLLMX YrpO3,
HaLeNeHHbIX Ha CUCTEMbI MPOMBbILLIIEHHO aBTOMAaTM3aLUMN U MPOMBILLIEHHBIN NHTEPHET BELLEI.

Kaspersky ICS CERT ics-cert@kaspersky.com
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